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Industrial security with S7-1500 and SCALANCE S615

[bookmark: _Toc19605998]Goal
In this chapter you will learn to configure Industrial Ethernet Security SCALANCE S615 and to connect an S7-1500 controller to other networks securely.
The SIMATIC S7 controllers listed in chapter 3 can be used.
[bookmark: _Toc19605999]Requirement
This chapter builds on the chapter OPC UA with SIMATIC S7-1500 as OPC server. To perform the work in this chapter, you can use the following project, for example: "SCE_EN_092-300_OPC_UA_S7-1500_R1807.zap15".
[bookmark: _Toc476570389][bookmark: _Toc476506833][bookmark: _Toc462187877][bookmark: _Toc19606000]
Required hardware and software
1	Engineering station: Requirements include hardware and operating system 
(for additional information, see Readme on the TIA Portal Installation DVDs)
2	SIMATIC STEP 7 Professional software in TIA Portal – V15.1 or higher
3	SIMATIC S7-1500 controller, e.g. CPU 1516F-3 PN/DP – 
Firmware V2.1 or higher with memory card 
4	Industrial Ethernet Security SCALANCE S615
5	Ethernet-connection between engineering station and SCALANCE S615 and between control and SCALANCE S615

[image: 004]
2 SIMATIC STEP 7 Professional (TIA Portal) V15.1 or higher
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[bookmark: _Toc10474392][bookmark: _Toc19606001]
Theory
[bookmark: _Toc10474393][bookmark: _Toc19606002]Structure and operation of SCALANCE S615
The following section provides a short description of the SCALANCE S615. Additional details and information can be found in the manuals, which can be downloaded from support.automation.siemens.com.
[bookmark: _Toc10474394][bookmark: _Toc19606003]Industrial Ethernet Security S615
The SCALANCE S615 is an industrial Ethernet router and firewall for process automation.
[image: ]
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(1) Network ports
(2) SET button
(3) Digital input
(4) Digital output
(5) Supply input for the power supply
(6) LED display
[bookmark: _Toc10474395][bookmark: _Toc19606004]
SET button
The SET button on a SCALANCE S615 is located on the front of the housing.
[image: ]
The SET button has several functions. If the button is pressed briefly for less than 3 seconds, the device performs a restart. When pressed for longer than 10 seconds, the device is reset to the factory settings.
The button can also be used to bring the device into the boot loader. In case of a defective firmware, a new firmware can be installed using the boot loader. More detailed information on this topic can be found in the manual.
[bookmark: _Toc10474396][bookmark: _Toc19606005]
LED indicator lights
SCALANCE S615 is equipped with various LEDs that provide an overview of the system status.
[image: ]
	F
	LED to display the error status

	L
	LED to display the power supply

	[image: ]
	LED to display the VPN connections

	DI
	LED to display the digital input

	DO
	LED to display the digital output

	P
	LEDs to display the port status


A detailed description of each LED can be found in the manual of the device.④

[bookmark: _Ref10620284][bookmark: _Toc19606006]
Network ports
SCALANCE S615 has five network ports. The first four ports are factory configured as VLAN 1 (INT) and the fifth as VLAN 2 (EXT).
[image: ]VLAN 1 (INT)
192.168.1.1/24
VLAN 2 (EXT)
DHCP














This interconnection can be changed as desired. By default, VLAN 2 is configured as an insecure external network and VLAN 1 as a protective internal network.
VLAN 1 is configured in the factory settings with IP 192.168.1.1/24. However, the device in the VLAN 2 does not have a fixed IP address, instead a dynamic IP address can be set using DHCP.
[bookmark: _Toc19606007]
VLAN: Virtual networks
Devices, such as switches, usually have multiple network ports, all of which belong to the network. A device at port A can therefore communicate unhindered with a device at port B. To separate the individual devices from each other, dedicated physical devices would have to be used accordingly per network.
Virtual Local Area Networks (VLANs) can be used to divide a physical network device into virtual networks. Each port is permanently assigned to a VLAN. A device on a port in VLAN 1 can now only communicate with devices in VLAN 1. Each VLAN is configured with a unique ID in the device. This ID is generally 12 bits long and is displayed in decimal form.
You have the option of assigning several VLANs to one port. Packets leaving such a port will be provided with a tag containing the ID of the VLAN. Incoming packets are checked for an existing tag and the packet is assigned to the VLAN with the ID contained in the tag. To evaluate the tags correctly, the partner on such a port must of course be configured accordingly.
The same physical network structure can therefore be used cost-effectively to separate individual device groups from each other.
SCALANCE S615 is divided into two separate networks at the factory. A secure network with VLAN ID 1 and an insecure network with VLAN ID 2 (see section 4.1.4).
[bookmark: _Toc19606008]Router
In contrast to a switch, a router can connect different networks with each other. It has a physical connection and a suitable IP address for each network. This makes it accessible to other devices in the network and allows it to exchange packets between the connected networks.

[image: ]Router
Network B
192.168.1.0/24
Network C
192.168.2.0/24
Network A
192.168.0.0/24

[bookmark: _Toc19606009]
Firewall
A firewall can filter packets that pass through it. The device can use different criteria for this purpose, such as source and target addresses or TCP ports. More powerful devices are also able to understand more complex things, such as what data the user is currently sending to a website.
SCALANCE S615 is both a router and firewall and can check packets that are routed through it from one VLAN to another (layer 3). This means it is not able to control packets that are forwarded through it within a VLAN (layer 2).
The firewall in the S615 can process information up to layer 4. This includes IP addresses and the protocol used, e.g. TCP or UDP, and the ports used.
The filtering itself is done based on a rule set that exists in the form of a table. Each line hereby corresponds to one rule.
	Source IP
	Destination IP
	Protocol
	Source port
	Destination port
	Action

	192.168.1.24/32
	192.168.2.5/32
	any
	
	
	Accept

	192.168.1.0/24
	0.0.0.0/0
	tcp
	*
	443
	Accept

	0.0.0.0/0
	0.0.0.0/0
	any
	
	
	Drop



This rule set is processed from top to bottom and the first matching rule is used. In the above example, the node with the IP 192.168.1.24 would be able to establish any type of communication with node 192.168.2.5.
Nodes from network 192.168.1.x would be able to contact any other address via TCP and port 443 (HTTPS). The last rule ensures that all other packets are dropped.
It is generally possible to execute one of three actions.
Packets can be accepted and forwarded.
It is also possible to reject or drop them. In this case, the sender is not informed about the whereabouts of the packet.
Finally, it is possible to reject the packets. In this case, the sender receives corresponding feedback that its packets were rejected.
Accept and Drop are used in most cases, and Reject is only used for special cases.
[bookmark: _Toc19606010]
Implicit rule
What happens to packets that match none of the configured rules? The answer depends on the manufacturer of the filter. Most manufacturers have an implicit rule at the end of the rule set that either allows everything or drops everything. This behavior can usually be adjusted.
In the case of SCALANCE S615, the implicit rule drops all packets.
[bookmark: _Toc19606011][bookmark: _Hlk14940509]Stateful inspection
Most firewalls do not just filter incoming packets, they also remember which computer has established which connection. For example, a computer that calls a website gets response packets from the server. Modern firewalls check packets only during connection setup, so that these response packets do not also have to be defined in the filter rules.
If node 192.168.1.5 tries to reach an encrypted web page on node 192.168.3.25 via port 443, this connection setup is checked against the rule set. If the rule set accepts this connection, the firewall remembers the validity of this connection in a special session table. Any subsequent packet belonging to this connection, whether from the client or web server, on any source or destination port, is now accepted by the firewall.
Using this method, the administrator only must generate the rule set required for the connection setup.
[bookmark: _Toc19606012]CIDR notation
To ensure the most efficient use of existing IP addresses, these are nowadays classified with the subnet mask and not by the IP address.
The subnet mask is often represented as a suffix added at the end the actual address. This representation is also called CIDR (Classless Inter-Domain Routing) notation.
Example: 192.168.0.1/24
The suffix /24 indicates the number of bits set in the subnet mask. In the example, the first 24 bits of the subnet mask would be set.
Binary: 11111111.11111111.11111111.00000000
Decimal: 255.255.255.0

In the firewall rules this notation is used to define ranges for the source and destination addresses. The suffix specifies the bit up to which the address on the packet must match the address in the rule.
	Address in the rule set
	Description

	192.168.1.1/32
	All bits must match. 
Only the address 192.168.1.1 conforms to the rule

	192.168.1.0/24
	The first 3 octets must match. 
All addresses that begin with 192.168.1.x conform to the rule.

	0.0.0.0/0
	No bit must match. 
All addresses conform to the rule

	192.168.1.0/25
	The first 3 octets and the highest bit of the 4th octet must match. 
Here only the addresses 192.168.1.0 to 192.168.1.127 conform to the rule


Appropriate tools can be helpful for more complex ranges, such as the last example. A simple Internet search for "subnet computers" or "CIDR computers" should produce enough online tools.
A helpful intuitive tool can be found for example here:
heise.de/netze/tools/netzwerkrechner/
[bookmark: _Ref10476761][bookmark: _Toc19606013]
Setting the IP address on the programming device
To program SIMATIC S7-1500 from the PC, the programming device or a laptop, you need a TCP/IP connection or, optionally, a PROFIBUS connection. 
For the PC and SIMATIC S7-1500 to communicate with each other via TCP/IP, it is important that the IP addresses of both devices match.
The procedure for setting the IP address of a computer with Windows 10 operating system is presented in the following.
Locate the network icon in the taskbar at the bottom [image: ] and click  "Network settings".
[image: ]
In the network settings window that opens, click  "Ethernet" and then  "Change adapter options".
[image: ]

Select the desired  "LAN connection" that you want to use to connect to the controller and click  "Properties".
[image: ]
Next, select the  "Properties" for  "Internet Protocol Version 4 (TCP/IP)".
[image: ]

You can now use, for example, the following IP address: 192.168.1.99 with the subnet mask 255.255.255.0 and apply the settings ( "OK")
[image: ]
[bookmark: _Ref393351932][bookmark: _Toc19606014]
Task
In this section, the hardware and the program from chapter "SCE_EN_092-300_OPC_UA_S7-1500" shall be extended by the SCALANCE S615.
Using SCALANCE S615, a secured access to the controller from the company network is to be enabled. The web server on the CPU is to be freely accessible for diagnostic purposes, while only authenticated users are to be allowed access to the programming via the TIA Portal.
[bookmark: _Toc19606015]Planning
First, the SCALANCE S615 must be configured with a new IP address and the basic configuration carried out.
The S615 can then be entered in the CPU 1516F as a router, and the configuration can be transferred to the CPU.
After successful basic configuration of both devices, the physical networking of the components can be set up as follows.
[image: ][image: ]CPU 1516F
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Finally, the access rules will be created and tested in SCALANCE S615.
IMPORTANT: 
Because the programming device is located in different subnets during commissioning, you must never allow the TIA Portal to generate a project-specific IP address. Instead, configure the correct IP settings statically in the programming device. Later, the S615 is assigned the correct IP addresses dynamically.
[bookmark: _Toc19606016]
Structured step-by-step instructions
You can find instructions on how to carry out planning below. If you already have a good understanding of everything, it is enough to focus on the numbered steps. Otherwise, simply follow the steps of the instructions illustrated below.
[bookmark: _Toc19606017]Retrieving an existing project
Before you can extend the project "SCE_EN_092-300 OPC UA S7-1500_R1807.zap15" from chapter "SCE_EN_092-300 OPC UA S7-1500", you have to retrieve it from the archive.
To retrieve an existing project that has been archived, you must select the relevant archive from the project view under  Project  Retrieve. Confirm your selection with "Open". ( Project  Retrieve  Select a .zap archive …  Open)
[image: ]
As the next step, select the target directory where the retrieved project it to be stored. Confirm your selection with "OK". ( Destination directory …  Select folder)

Save the retrieved and opened project under the name 142-200_Industrial_Security_with_S615. ( Project  Save as …  142-200_Industrial_Security_with_S615  Save)
[image: ]
[bookmark: _Toc19606018]
Setting the IP address of the SCALANCE S615
Connect the programming device to port 4 of the SCALANCE S615.
Disconnect all other connections to the SCALANCE S615
Make sure that your programming device is in subnet 192.168.1.0/24. Follow the instructions in section 4.6.
Open the search for Accessible devices. ( [image: ])
Select your PN/IE interface and start the search. ([image: ])
Select the SCALANCE S-600 and click on "Show". ([image: ])
[image: ]

Under "Online access", open the "Online & diagnostics" item of the displayed device.
[image: ]
Set the IP address to 192.168.1.254/24. ( Functions  Assign IP address  IP address: 192.168.1.254  Subnet mask: 255.255.255.0  [image: ])
[image: ]
[bookmark: _Toc19606019]
Basic configuration of the SCALANCE S615
In the browser, open the SCALANCE S615 web interface ( https://192.168.1.254).
The web interface of the SCALANCE S615 is protected with a self-signed certificate. To continue, confirm the exception.
[image: ]
Note: 
Depending on the browser, the confirmation of the certificate looks somewhat different.
[image: ]


First change the language of the user interface to English. ( English  Go)
[image: ]
Next you can log in with the user "admin" and the password "admin". ( Name: admin  Password: admin  Login)
[image: ]

The default access must be changed before the first login. ( OK)
[image: ]
First enter the old password "admin" and then a new password twice.
 Current user password: admin
 New password: ***
 Confirm password: ***
 Apply settings
[image: ]
Note: 
The new password needs at least eight characters, a number, an uppercase character and a special character!
Once the access data and login has been successfully changed, DCP access to the device is permitted only in read-only mode. ( OK)
[image: ]

In the following configuration wizard, set VLAN 2 to the static address 10.0.0.254/24 and click "Next". (External (vlan2)  DHCP  IP Address: 10.0.0.254  [image: ] Subnet Mask: 255.255.255.0  Next)
[image: ]
Fill in the identification data as required and click "Next". 
( System Name: …  System Location: …  System Contact: …  Next)
[image: ]

Accept the PC time and click "Next". ( Use PC Time  Next)
[image: ]
Skip the dynamic DNS settings with "Next". ( Next)
[image: ]

Skip the SINEMA RC settings with "Next". ( Next)
[image: ]

Check all settings again in the summary and confirm the configuration. ( Set Values)
[image: ]

After accepting the settings, you will be taken to the final web interface of the SCALANCE S615.
[image: ]
[bookmark: _Toc19606020]
Configuration of the DHCP server
To make the connection to the plant network as easy as possible for the service technician and later during the tests, the SCALANCE S615 is assigned dynamic addresses both in the secured and in the unsecured range.
In the menu system, go to the DHCP server settings. ( System  DHCP  DHCP Server)
[image: ]
First generate a new pool of IP addresses. ( Create)
[image: ]

Select vlan1 for the interface. ( Interface: vlan1 (INT))
Set the correct subnet. ( Subnet: 192.168.1.0/24)
Set the first IP address. ( Lower IP Address: 192.168.1.208)
Set the last IP address. ( Upper IP Address: 192.168.108.223)
Apply the settings. ( Set Values)
[image: ]
Generate another pool of IP addresses ( Generate)
[image: ]
Select vlan2 for the interface. ( Interface: vlan2 (EXT))
Set the correct subnet. ( Subnet: 10.0.0.0/24)
Set the first IP address. ( Lower IP Address: 10.0.0.1)
Set the last IP address. ( Upper IP Address: 10.0.0.127)
[image: ]

Go to the DHCP Options tab ( DHCP Options)
[image: ]
In both pools, use the interface IP for option 3 and accept the settings.
( Pool ID: 1  Option Code: 3  [image: ]Use Interface IP)
( Pool ID: 2  Option value: 3  [image: ]Use Interface IP)
( Set Values)
[image: ]

Go back to the DHCP server. ( DHCP Server)
Select the DHCP server. ( [image: ] DHCP Server)
Select the two pools. ( [image: ] Select)
Apply the settings ( Set Values)
[image: ]
Note: 
S615 will then distribute addresses from subnet 192.168.1.0/24 to ports 1 to 4 and from network 10.0.0.0/24 to port 5. In each case it supplies its own IP as gateway.

For the settings on the programming device, follow the instructions in section 4.6 up to the settings of the Internet protocol, version 4 (TCP/IP).
Obtain the IP address automatically instead of the static configuration.
( Obtain an IP address automatically  Obtain DNS server address automatically)
[image: ]
Confirm the changes and open the status of the connection in the network connections. ( LAN connection  Status)
[image: ]

Click Details. ( Details)
[image: ]
Make sure that the programming device has been assigned a suitable IP address and a gateway.
[image: ]
[bookmark: _Toc19606021]
Setting up the firewall
In the factory configuration, SCALANCE S615 does not allow connections between the two VLANs. Devices on ports 1 to 4 cannot communicate with devices on port 5 and vice versa. This connection must be released so that, for example, devices from the company network can access the OPC UA server of the CPU.
Open the firewall settings in the Security menu. ( Security  Firewall)
[image: ]
Go to the Predefined IPv4 Rules tab. ( Predefined IPv4 rules)
[image: ]

Allow external access via HTTPS and Ping to the S615 and accept the settings. ( vlan2 (EXT)  [image: ] HTTPS  [image: ] Ping)
[image: ]
Note: 
Selecting the check box for HTTPS allows external access to the configuration interface and should not be done without due consideration. However, we need this access later for authentication on the S615. Because the externally connected company network is not a public network, the risk here is relatively low. A SCALANCE S615 connected to the Internet should only allow external IPsec VPN, ping and, depending on the configuration, DHCP.
Go to the IP Services tab. ( IP Services)
[image: ]
Create a new service for the web server of the CPU.
( Service Name: https  Create)
[image: ]

Enter the HTTPS port as the destination port and apply the settings.
( Destination Port: 443  Set Values)
[image: ]
Go to the IP Rules tab. ( IP Rules)
[image: ]
Create a new rule. ( Create)
[image: ]

Set the action to Accept. ( Action: Accept)
Select vlan2 as the source interface. ( From: vlan2 (EXT))
Select vlan1 as the destination interface. ( To: vlan1 (INT))
Enter the company subnet 10.0.0.0/24 as the source network. ( Source: 10.0.0.0/24)
Specify the X2 IP of the S7-1500 as the destination. ( Destination: 192.168.1.1/32)
As service, select the HTTPS service you just created. ( Service: https)
Apply the settings. ( Set Values)
[image: ]
[image: ]
[image: ]
[bookmark: _Toc19606022]
Setting up the service user
After external access to the web server has been set up, specific rules are created in the next step, which are activated by logging on to the system with a user.
Open the local user administration. ( Security  Users  Local Users)
[image: ]
Specify a new username. ( User account: support)
Enter a password. ( Password: ***  Confirm password: ***)
Select "user" as role. ( Role: user) 
[image: ]

Click Create. ( Create)
[image: ]
Select "only" as remote access ( support  Remote access: only)
Apply the settings. ( Set Values)
[image: ]
Under firewall, switch to the User Specific tab. ( Security  Firewall  User Specific)
[image: ]

Add a new rule set "support_rules". ( Rule Set  Name: support_rules  Create)
[image: ]
[image: ]
Assign the rule set "support_rules" to the user "support". ( Rule Set Assignment  support  Rule Set: support_rules)
Apply the new settings. ( Set Values)
[image: ]
Note: 
This will apply the additional rule set "support_rules" to the computer of the user "support" after successful login to the system.

Go to the IP Rules tab. ( Security  Firewall  IP Rules)
[image: ]
Create a new rule. ( Create)
Set the action to Accept. ( Action: Accept)
Select vlan2 as the source interface. ( From: vlan2 (EXT))
Select vlan1 as the destination interface. ( To: vlan1 (INT))
Enter "DYNAMIC" as the source network. ( Source: DYNAMIC)
Enter the X2 IP of the S7-1500 as the destination. ( Destination: 192.168.1.1/32)
Select "all" as service. ( Service: all)
Apply the settings. ( Set Values)
[image: ]
[image: ]
[image: ]

Next, select "support_rules" under rule set. ( Rule Set: support_rules  [image: ] show all)
[image: ]
Select the "Assign to" check box in the rule you have just created. ( [image: ] Assign to)
[image: ]
Apply the settings. ( Set Values)
[image: ]
Note: 
The placeholder DYNAMIC is replaced with the IP of the logged-in user during login. Due to the assignment of the rule to the rule set "support_rules", this rule is only active after the corresponding user has logged in.
[bookmark: _Toc19606023]
Configuration of the CPU 1516F
The network configuration must then be adapted and transferred to the CPU 1516F.
Connect the X2 interface of the CPU 1516F-3 PN/DP to port 1 of the SCALANCE S615.
Open the properties of the X2 interface of the CPU_1516F in the TIA Portal.
( CPU_1516F  X2  Properties)
Go the IP configuration. ( Ethernet addresses  IP protocol)
[image: ]
Set the IP address of the S615 as router. ( [image: ]Use router  Router address: 192.168.1.254)
[image: ]

Open the properties of the web server of the CPU 1516F-3 PN/DP.
( CPU_1516F  Properties  Web server)
[image: ]
Activate the web server. ( General  [image: ] Activate web server on this module)
Restrict access to HTTPS. ( General  [image: ] Permit access only with HTTPS)
[image: ]
Create a new user. ( User management  Name: admin  Password: ***)
[image: ]

Set the access level of the new user to Administrative. ( User management  admin  Access level  Administrative)
[image: ]
Enable the web server on interface X2. ( Overview of interfaces  PROFINET interface_2)
[image: ]

Download the configuration to the CPU. ( CPU_1516F  [image: ]  [image: ])
[image: ]
When downloading, make sure that you are now connected to interface X2! ( Connection to interface/subnet: Direct at slot '1 X2')
[image: ]
[bookmark: _Toc19606024]
Testing the rule set
Connect the computer to port 5 on the SCALANCE S615.
Make sure the computer has received a new address in subnet 10.0.0.0/24 from SCALANCE S615. ( LAN connection  Status)
[image: ]
Open the web server of the CPU 1516F-3 PN/DP with the browser.
( https://192.168.1.1)
[image: ]

Try to establish an online connection to the CPU 1516F-3 PN/DP with the TIA Portal.  ( TIA Portal  CPU_1516F  [image: ])
[image: ]
Note: 
A connection setup with the CPU_1516F should not be possible at this time, because only port 443 and 4840 are enabled.
Open the web interface of the SCALANCE S615 in the browser. Because you are on the external side of the device this time, use the external IP address of the device. ( https://10.0.0.254)
[image: ]

Go to the firewall login. ( Switch to firewall login)
[image: ]
Log in with the user "support". ( Name: support  Password: ***)
[image: ]
Click Login. ( Login)

The firewall rule set "support_rules" should then be activated for 30 minutes.
[image: ]

Note: 
With the "Reset Timeout" button, you can reset the validity of the rule sets to 30 minutes. With a click on Logout, all rule sets are terminated again.
[bookmark: _GoBack]
Try again to establish an online-connection to the CPU 1516F-3 PN/DP in the TIA Portal. 
( TIA Portal  CPU_1516F  [image: ])
[image: ]
Note: 
This time, the connection setup should work properly through the additional rule set.
[bookmark: _Toc19606025]
Checklist – step-by-step instructions
The following checklist helps students/trainees to independently check whether all steps of the step-by-step instructions have been carefully completed and enables them to successfully complete the module on their own.
	No.
	Description
	Checked

	1
	Project successfully retrieved from archive
	

	2
	Programming device connected to port 4 of the S615
	

	3
	IP address successfully set
	

	4
	Web management login and password changed
	

	5
	System correctly configured with the wizard
	

	6
	DHCP pool created for vlan1
	

	7
	DHCP pool created for vlan2
	

	8
	DHCP options correctly configured for both pools
	

	9
	DHCP server and both pools activated
	

	10
	Programming device obtains IP automatically
	

	11
	Global rule for HTTPS added to CPU
	

	12
	Support user created
	

	13
	Support rule set created
	

	14
	Web server activated on the CPU_1516F
	

	15
	Programming device connected to port 5 of the S615
	

	16
	Programming device automatically obtains IP here too
	

	17
	Web server of the CPU 1516F successfully opened
	

	18
	Online connection to CPU_1516F with TIA not possible
	

	19
	Successfully logged in to the firewall as support user
	

	21
	Online-connection to CPU_1516F with TIA now possible
	



[bookmark: _Toc19606026]
Exercise
[bookmark: _Toc19606027]Task – Exercise
Due to the digitalization of the production plant, a global access to the OPC UA server of controller is also required in this step. Create a new rule that allows access to the OPC UA server of the controller from the company network.
Before the configuration, inform yourself, which port the OPC UA needs to connect to the CPU.
[bookmark: _Toc19606028]Planning
Plan the implementation of the task on your own.
[bookmark: _Toc19606029]Checklist – Exercise
The following checklist helps students/trainees to independently check whether all steps of the exercise have been carefully completed and enables them to successfully complete the module on their own.
	No.
	Description
	Checked

	1
	New rule created
	

	2
	OPC UA connection successfully established from the company network
	

	3
	An online connection to the CPU is still not available without login.
	



[bookmark: _Toc14927520][bookmark: _Toc8629812][bookmark: _Toc435111][bookmark: _Toc19606030]
Additional information
More information for further practice and consolidation is available as orientation, for example: Getting Started, videos, tutorials, apps, manuals, programming guidelines and trial software / firmware, under the following link:	 

www.siemens.com/sce/s7-1500

Preview "Additional information" – In preparation








[image: ] Further Information

Siemens Automation Cooperates with Education
siemens.com/sce
SCE Learn-/Training Documents
siemens.com/sce/documents
SCE Trainer Packages
siemens.com/sce/tp
SCE Contact Partners 
siemens.com/sce/contact
Digital Enterprise
siemens.com/digital-enterprise
Industrie 4.0 
siemens.com/future-of-manufacturing
Totally Integrated Automation (TIA)
siemens.com/tia
TIA Portal
siemens.com/tia-portal
SIMATIC Controller
siemens.com/controller
SIMATIC Technical Documentation 
siemens.com/simatic-docu
Industry Online Support
support.industry.siemens.com
Product catalogue and online ordering system Industry Mall 
mall.industry.siemens.com


Siemens 
Digital Industries, FA 
P.O. Box 4848
90026 Nuremberg
Germany

Subject to change and errors
© Siemens 2019

siemens.com/sce





For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.	
For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.	2		
sce-142-200-industrial-security-s615-en-r1906.docx			
image84.png
| Sz Pl (TS Sl [P Enes [EY Caune [ e | Rulesl

1P Version: [1pv4 v
Rule Set:| support_rules v
@ show all




image85.png
T Source (Range) Destination (Range) Senvice Log Precedence Assignto  Assigned
v |[vant (NT) v 10.0.0.024 192.168.1.1/32 hps v none |0 -
v [viant (NT) | DYNAMIC 19216811732 ai ~none v |1 o




image86.png
EEIEEL PR B IS STy SR [ S| PR |

IP Version:
Rulo et
@ show all
From To ‘Source (Range) Destination (Range)

v |[vian2 (EXT) v |[viani (INT) v | 1000024 192.168.1.1/32
v [ vian2 (EXT) v |[vian1 (INT) v ]| DYNAMIC 192.168.1.1/32
‘ »
2 entries





image87.png
!

Info_ %]

Time synchronization
Operating mode
Advanced options.
Web serveraccess

&, Properties iagnostics
General | I0tags | Systemconstants | Texts
General M
Ethernet addresses
Fparameters [}

Interface networked with

1P protocol

Subnet:

Not networked

@ setiP sdress i the project

IPaddress: [ 192 165 . 1

Subnetmask: | 255 . 255 . 255

(] se router

O 1P sddress i set directyat he device





image88.png
', Properties Info__| &) Diagnostics
|| General 10 tags | System constants Texts.
General Ethernet addresses ~
s 7]

Interface networked with

Ethemet addresses

Time synchronization Subnet: [Not networked
Operating mode

» Aduanced opion:

Web serveraccess

1P protocol

@ setiP sdress i the project

IPaddress: [ 192 . 1681 .1

Subnetmask: [ 255 _ 255 255 0 |
9 se router

Routeraddress: [ 192 . 168 .1 250
O 1P sddress i set directyat he device





image89.png
d Properties | %) Info | %l Diagnostics

|| General 10 tags | System constants Texts.
» PROFINETinterface [x1] A — -
» PROFINETinterface [X2] server =

» DPinterface [x3]

General
Startup

ycle

Communication load 7] Activete web server on this module
System and clock memory Permit access only with HTTPS

SIMATIC Memory Card
» System diagnostics
PLCalarms

Automatic update

General Enable au

Automatic update Uy 5 B
Usermansgement
Securi
b User management
Vistch tablez

» Userdefined pages

Entrypage Update password encryption

Overview ofinterfaces.

Access level Password
DNS configuration Minimum ~] =
» Display
Multlingual support B





image90.png
General

9 Activate web server on this module

9 Permitsccess onlywith HTTFS




image91.png
User management

Update password encyption

Name Access level =
Evenybody Minimum
admin Minimum = B

Add new user.




image92.png
i

>
»
»
»
»

| < Properties  [%i}info | 2] Diagnostics.

General | I0tags | System constants | Texts
f— M CET E
st 5 Update intemal: [10 )
PROFINETnterface [x1]
PROFINETnterface (2] User management
OP interface [x3]
Starwp E
e Update pazsword encryption
Communication load — —— —
System and clock memory Evenbody e
SIMATIC Memory Card i Rammaaie 2] 8
Sytem diagnostics .
P i The user is authorized to...
e @ query diagnostics

General [ readtags

Automatic update @ it tage

User management @ read tag status

securiy it tag staus

Vetch tables @ acknowledge alarms
» Userdefined pages

oy pete L f [ e e e

Ovenviewof interfaces I 8 it in user-defined web pages
ONS configuration f— @ read fles
Display @ writldelete ez
Multiingual support | Flemmommtymes
Time of day The dabalsecuityset 00
Protection & Security 1] Qi =y
@ The server certificate i| M perform a firmuare update and to enable endpoint security.
e chang parameters
Configuration contral change application parameters
Connection rezources Servercertf| [ create s backup ofthe PLC
Overview of addresses 0 restore the PLC bya backup e
Runime ficenses Ot n

Watch tables
Name Access
Add new watch tabl -





image93.png
Overview of interfaces.

Device Interface Enabled web sen.
crutsier FROFINETinteriace_1 @)

crutsier FROFINETinteriace 2 [





image1.png
SIEMENS

Global Industry
Partner of
WorldsSkills
International

N
worldskills





image94.PNG




image95.PNG




image96.png
Details view

I} Device confguration
4] Online & diagnostics
I Frogram blocks

I Technology object:

< Portal

R ER T D Gim wnm m Gmen 5D Tl e e
i (3 soveproject @ X 52 T2 X 9 (4 5)[IG B [ Goonine F Goofiine fip [N M8 3¢ 1] [Seachinproec | S PORTAL
Download to device
opology view letwork view evice view ions bl
Topol i N rk vie Devit i Opti (2]
e [ . K
HM connection RS E =2 (O8] 24 | [ Network overvi{ < [ » Qg
A z
V2 Deviee H
- j;z‘::ﬂ,\nd:smaLS:(umewh,SG - T Searchs NHNT‘ ;
M renoriS cPUIST6E b CPUISIEE @ Fiter [<all> <) [eX]
» (| CPUT516F [CPU 1516F-3 PN/DP] CRUTsTERS P » [ Controllers &
» &2 Ungrouped devices > S Ha
» 5§ Securitysettings > [[g PCoystems 0]
» (4 Common data » [ Drives & starters °
PNIE T g
» (5] Documentation settings [PATE T} » [ Network components E
» [ Languages & resources » [ Detecting & Nonitoring s
» ljg Online acces: » [ Distributed 10 g
» (i Card ReaderlUsB memory » [ Power supplyand distribu... |~
» [ Field devices =
» [ Other field devices
[mor o
m

No "properties” available.

No ‘properties' can be shown at the moment. There is either no object selected or the selected object does

not have any displayable properties

¥ The para




image97.png
Extended download to device

Configured access nodes of *CPU1516F

Device Device type. Slot
cPUISIER CPUTSIBRIPNL. 13
CPUTSTBFIPNL. 1X1
CPUTSIBRIPNL. 132

Type of the PGIPC interface:
PGIPCinterface:
Connection to interfacelsubnet:

Interface type | Address Subnet
PROFIBUS 2
PiuiE 192.168.0.1 PiE_1
PiuiE 192.168.1.1

W e =
Intel(R) PRO/1000 T Desktop Adapter -1®©

Directatslot 1 52" -l®

Please select
Directatslot 1 X1°

©

PNIIE_1
Select target device: Ty ailinterfaces
Device. Device type. Interfacetype | Address. Target device
o = = PIE Access address -
i
Flash LED

Online status information:

[ pisplayonlyerror messages





image98.png
Network Connection Details X

Network Connection Detals:
Froperty Value
Connection speciic DN,
Desciption ntel(R) PRO/1000 MT Desktop Adapter
Physical Address 0800279ECS15
'DHCP Enabled Yes
1P4 Subret Mask 255.255.25.0
Lease Obtained 044y 2019 1347:10
Lesse Bxpres 044y 2019 14:47:11
IPv4 Defaui Gateway  10.0.025¢
1Pv4 DHCP Server 1000254
1Pv4 DNS Server
1Pv4 WINS Server

NetBIOS over Tepip En.. Yes
Linklocal IPV6 Address  fe80:96/:1d1b:183.7d8 46
1P6 Defaui Gateway

1Pv6 DNS Server

< >





image99.png
I SCALANCE S615 WEE Manager x | I SCALANCE S61SWEB Mansgern X s STISOU/ET200MPStstion 1 X 4

< C A Notsecure | https://192.168.1.1/Portal/Portal.mwsl?intro_enter_button=ENTER&PriNav=Start&icoming_from_intro=true8ino_intro=false * e

SIEMENS '$71500/ET200MP-Station_1/CPU_1516F

CPU_1516F
cof &
» Start page
SiEmeNs General:
R TIA Portal: V151
CPu 151653 PNIDP Step7 Satety: V5.0 a

‘Station name: S71500/ET200MP-Station_1
Module name: CPU_1516F
Module type: CPU 1516F-3 PN/DP

Status:

Operating Mode: RUN
Status: o OK
Mode selector: RUN

Fail-safe:
Safety mode: —
Collective F-signature: —

Last fail-safe modification: ——





image100.png
& Goonline




image101.png
%/ Diagnostics

General | Crossreferences | Compile

(O[]0 [Srowa memzger =
e T
€~ Connection to CPUTS16F, via address IP=192.165.1.1, aled. 742019 1:36:17PM

€ Online: Connaction could ot be extabiizhed. The connection pariner s not rezponding 7 7lpois  13617PM





image2.jpeg




image102.png
Il SCALANCE S615 WEB Manager: X+

& > C A Notsecure | aps//10.00254 * B|S

SIEMENS

Login

For information about browiser compatibilty please refer to the manual





image103.png
Il SCALANCE S615 WEB Manager: X+

& > C A Notsecure | aps//10.00254 * B|S

I —
FIREWALL

SIEMENS

e
a1

Password

‘Switch to login
‘Switch to insecure HTTP.

For information about browiser compatibilty please refer to the manual





image104.png
Il SCALANCE S615 WEB Manager: X+

& > C A Notsecure | aps//10.00254 * B|S

SIEMENS

FIREWALL

Name:  support

B

Login

‘Switch to login
‘Switch to insecure HTTP.

For information about browiser compatibilty please refer to the manual

javascriptauthenticate(S(#bigLoginName').val(,S(#bigPassword) val(.





image105.png
Il SCALANCE S615 WEB Manager: X+

< C A Notsecure | hi#ps//10.00.254

SIEMENS
Laboratory/s615

Weicome suppot - User Specific Firewall Information

Logout

Firewall Ruleset "support_rules” activated. Expires in 00h 30m 005
Reset Timeout

* =@
EEe

0710412018 13:36:22%

2l on B3





image106.png
Project Edit View Insert Online Option: Tools Window Help Totally Integrated Automation
Uf DY saveproject @ X % T2 X x5 MG B @ F coonine (F coofine 7 8 M X H ] [Seschneoees | PORTAL
| Topology view | g Network view | [If Device view || Options [
Guisier U siers o] & B [dg) 2 1] ® 2 £ [ Devica overview =l
N e 2] .. Moduie | catalog H
- 200 Industrial_Security with... 4 3
L e Qe #w150... [ [Search> ] ]| &
new device SRR 3
 Devces 8 networks ] |@rier [ =) [
» [0 CPUTS16F [CPU T516F3 PNL {4 @ D »aem e
) B Ungrouped devkes —— mor=| v
= » @ cru 0]
» 5§ Securitysettings S
» (4 Common data s 7 oo »mol °
» [5]) Documentation settings. Rail_0 ] » [@oo E
» [ Languages & resources G » [@oine ;
» ljg Online acces: l yEa s
» [5 Card Reader/USE memory. » [@aQ E
» [mAIRQ
» [l Communications modules ||
=
» [ Technology modules 3
» [ Interface modules &
m
<|[m 3] [100% - g <Jm >
6 Properties % Diagnostics.
< [ 5|/ General | Cross-references Compile
~ [ Details view (][]0 [show il messages ~
Module
1 [Message Gowo |2 Date
= € = Connection to CPUTS16F, via address IP=192.168.1.1, faled. 71412019
Frtee e Online: Connection could ot be establizhed. The connection parinerz notrezponding. 71412019
s Conkiiiaton © Connected t CPU1S16F, via address P~192.168.1.1 71412019
%) Online & diagnosics
I Frogram blocks
|5 Technology objects v|< [ 5> |Information
P e 3 ovenvew & crutsier K





image107.jpeg




image3.wmf

image4.png
SIEMENS

Global Industry
Partner of
WorldsSkills
International

N
worldskills





image5.jpeg




image6.wmf

image7.jpeg




image8.jpeg




image9.jpeg




image10.jpeg




image11.jpg




image12.jpg




image13.jpg




image14.jpg




image15.png




image16.png
Netzwerk B

192.168.1.0/24

192.168.1.1

Netzwerk A Netzwerk C
192.168.0.0/24 192.168.01 ~ 10216821 192.168.2.0/24

Router





image17.jpg




image18.jpeg
VMware Network Adapter VMnet1
No Internet

Wi-Fi
(7 Tumed off
Network settings

3 2

WicFi Airplane mode




image19.png
Settings

@

Home

Find a setting

Network & Internet

=3

=

Status

Ethernet

Dial-up

VPN

Flight mode

Data usage

Proxy

Ethernet

Ethernet

Nicht identifiziertes Netzwerk
No Internet

Related settings

Change adapter options
Change advanced sharing options
Network and Sharing Centre

Windows Firewall

Do you have a question?
Get help

Make Windows better

Give us feedback





image20.png
1 Network Connections. - o X
A & 5 Control Panel > All Control Panel ltems > Network Connections v O | Search Network Connections 0

Organise v Disable this network device  Diagnose this connection  Rename this connection

| SINEMA_RC_Client_Interface
Network cable unplugged
“TAP-Windows Adapter V9

Diagnose
Bridge Connections

Create Shortcut
Delete.

Rename

Properties

2items 1 item selected





image21.jpeg
§ Ethemet Properties

Networking  Sharing

Connect using:
&P intel(R) Ethemet Connection (4) 12194

This connection uses the following items:

¥l BB VMware Bridge Protocol ~
8 File and Printer Sharing for Microsoft Networks

¥ B80S Packet Scheduler

[ tcret Protocol Version 4 (TCP/1Pv4) |

[ s, Microsot Network Adapter Mutiplexor Protocol

.a. PROFINET 10 protocol (DCP/LLDP)

.4 Microsoft LLDP Protocol Driver v
- .
s | [ s
Description

Transmission Control Protocol/Intemet Protocol. The defaut
wide area network protocal that provides communication
across diverse interconnected networks.

[ ok ][ cad |





image22.png
Intemetprotokoll, Version 4 (TCP/IPvd) Properties.
General
You can get I settings assigned automatialy i your network supports

this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settngs.

(O Obain an IP address automaticaly
® Use the folowing IP address:
1 address:

192,168, 1 .99

Subnetmask: 255 .255.255. 0

Defaut gateway:

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:
Preferred DIS server:

Alternative DNS server:

[valdate settings upon exit





image23.png




image24.png




image25.png




image26.png
View Insert Online Options Tools Window Help Totally Integrated Automation

X o4 EEER PORT/

AltsFa

Name

4 Portal view o





image27.png
Project |Edit_View _Insert _Online

Options

Tools  Window Help

3 New.

[ open.
Nigrate project.
cloze

Heoe

Delete project.
Archive.
Retrieve.

Multiuser

en project from Tearnce

F Cord ReaderlUse memory
B vemory card fe

Start basic integrity check

Eit

culso

culaw

C:1.10324600_Global Data_Blocks_V14_V1

AltsFa

sois B MG ER Y coonine F coofiine fp 8 B %

Totally Integrated Automat

PORTAL

Options

SrseL Q]

Snen

| d Properties  [*}info %] Diagnostics

General

v | Details view

< Portal

No "properties” available.

No ‘properties" can be shown at the moment. There s either no object selected or the selected object does not
have any displayable properties.

¥ Project 032-600_Global_Data_Blocks





image28.png
e




image29.png




image30.png




image31.png
Online status information:

Scan and informstion

Type of the PGIPC interface:

PGIPCinterface:

Accessible nodes of the selected interface:

e P

Intel(R) PRO/1000 T Desktop Adapter

Device. Device type. Interfacetype | Address. MAC address.
Accessible device SCALANCE 5600 PNIE 192.168.1.1 308756763
Stertsearch

@ 5con compieted 1 devices ourd
Retieving device nformation

retrieval completed.

[ pisplayonlyerror messages

Concel





image32.png
5 4 | swveproject &

Project Edit View Insert Online Options Tools Window

Totally Integrated Automation

» (g Common data

~ g Oniine access

» [0 Taratindous Adsprerve K
» [0 peintemal fLocsl] -
» CQ Ficsimipute] e
» Cyuse s7use] -
» [ TeleSenvice [Automatic protoc...
» [ Cord Resderiuse memory

< [ >
~ | Details view

Name

= ovenien_| & online & di

% Info_@ 2 Diagnostics

X 9 s 5 MG B R Y coonine ¥ coofine | fp MM % = 1| [Foocmpoee | PORTAL

Project tre m
o
~ Disgnostic: conent 2
General nerl H
» g security setings |V Gz Module g

Documentation settings SCALANCE 5-600

» [ Language: & rezource: 2
Module information =
Y Displayihide interfaces. %

~ [0 Intel(R) PROI1000 MT Desktop ... kil
2 Update sccessible device: &
1 Dizplay more informstion 5
~ [ Accessible device [192.168. s’
4] Gniine & diagrostics SENENS A6 H

Device





image33.png
address.




image34.png
Intel(R) PRO/1000 MT Desktop Adapter » Access

le device [192.168.1.1] » Accessible device [192.168.1.1]

~ Diagnostics
General

~ Functions
Assign IP address
Assign PROFINET device name
Reset to factory settings

Assign IP address

Assign IP address to the device

Devices connected to an enterprise network or directly to the intemet must be appropriatel
protected against unauthorized access, e.g. by use of firewalls and network segmentation.
For more information about industrial security, please vsit

hitp:llww siemens.comiindustrialsecurity

1P address:

Subnet mask:

Router address:

20 -57 -56 -76 -0 -3¢

192168 .1 254
255 . 255 . 255 .0

7] use router





image35.png
@ Pprivacy error x o+

& 5 C A Notsecure | heps//192.168.1.254

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,
passwords, messages, or credit cards). Leam more

NET:ERR_CERT_AUTHORITY_INVALID

[ Help improve safe Browsing by sending some system information and page content to Google.
Privacy policy,

This server could not prove that it is 192.168.1.254; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.1.254 (unsafe)





image36.png
I SCALANCE S615WeB Managem X |+

& > C A Notsecure | hitps//192.168.1.254

SIEMENS

LOGIN

Password
Login

‘Swich o frewall login
‘Swich to insecure HTTP.

For information about browiser compatibilty please refer to the manual





image37.png
I SCALANCE S615WeB Managem X |+

& > C A Notsecure | hitps//192.168.1.254

SIEMENS

Login

For information about browiser compatibilty please refer to the manual





image38.png
I SCALANCE S615WeB Managem X |+

& > C A Notsecure | hitps//192.168.1.254

SIEMENS

LOGIN

Name:  admin

Password: v

For information about browiser compatibilty please refer to the manual





image39.png




image40.png
I SCALANCEXC208WEB Manage: X+

& > C A Notsecure | 192.1680.250





image41.png




image42.png




image43.png
IP Device Time DDNS SINEMA RC Summary

Enter the IP address and the subnet mask via which the management is accessible. If the device is intended for
‘communication vith devices (diagnostics stations, e-mail servers etc.) in another subnet, also enter the P
‘address of the default gateway.

Internal (vian1)
1P Address: 192.168.1.254
‘Subnet Mask: 255.255.255.0

External (vian2)
[ DHCP.
1P Address: 10.0.0.254
‘Subnet Mask: 255.255.255.0
‘Gateway (DHCP): -

T
[T —




image44.png
IP Device Time DDNS SINEMA RC Summary

o allow better identifcation of the device, you can specify general device information. Here, you can enter any.
‘name for this device providing it is unique. Normaly, thisis the node's fully-qualified domain name. By providing
‘2 unique name you can identiy the device within the context of the application. You also can enter the contact
person responsible for the device and the identfier for the location at which the device is installed, for example.
the room number.

System Name: 5615
‘System Location: Laboratory
‘System Contact: Michael Dziallas Engineering





image45.png
IP Device Time DDNS SINEMA RC Summary

Here you setthe date and time to check the validity (time) of certfcates and for the time stamps of log entries.
You can setthe system time yourself manually or have it synchronized automatically with a tme server. There
are a number of time servers on the Interet that can be used to obtain the current time precisely. The Basic
Wizard is using NTP for the time server.If you want o use another method, configure these method after
‘completing the Basic Wizard

I Time Manually
‘System Time: 01/01/2000 00:54:49
Use PC Time|

(I NTP Client
() Secure NTP Client only.
Time Zone: +00:00

NTP

Select  Server NTP Server Address NTP Server Port  Poll Interval KeyID.
Index

o h 0000 123 6 1





image46.png
IP | Device Time DDNS | SINEMA RC Summary

DDNS stands for dynamic domain name systent If you log the device on to a DDNS service, the device can be.
reached from the exteral network under a hostname, e.g_example.no-ip.com’” Here you enter the hostname.
that you have agreed with your DDNS provider for the device and the login data (User name, Password) for the.
DDNS server. To use the required Service, select the check box ‘Enabled.

Password
User name Password, 3
No-P 5]

DynDNS. o





image47.png
1P Device Time DDNS| SINEMA RC Summary

Here, you configure the access to the SINEMA RC server. With these settings, the device logs on to the sever.
‘The VPN tunnel beteen the device and the SINEMA RC server i established only after successful
authentication. Depending on the configured communications relations and the security settings, the SINEMA
RC server connects the individual VPN tunnels.

] Enable SINEMA RC

‘Server Seftings
SINEMA RC Address:
SINEMARC Port: 443

‘Server Verifcation
Verifcation Type: Fingerprint v
Fingerprint:

CX e E—

Device Credentials
Device ID: 0
Device Password:
Device Password Confirmation:

Optional Setiings
4] Auto FirewallNAT Rules.

pe ot camcton
i —

Autoenroliment Interval [min: 60





image48.png
IP Device Time DDNS SINEMA RC Summary

Internal (vian1)
1P Address: 192.168.1.254
‘Subnet Mask: 255.255.255.0

External (vian2)
1P Address: 10.0.0.254.
‘Subnet Mask: 255.255.255.0
DHCP: disabled

Create new Gateway
1P Address: 0.0.0.0

System Name: 5615
‘System Location: Laboratory
‘System Contact: Michael Dziallas Engineering

‘Time Manually: enabled
‘System Time: 07/0412019 122519
NTP Client: disabled
‘Secure NTP Client only: disabled
Time Zone: +00:00

NTP Serverindex  NTP Server Address NTP ServerPort  Poll Interval
1 0000 123 64

Service Enabled Host User name

NoIP disabled 5
DynDNS disabled °

‘SINEMA RC: disabled

Click the *Set Values' button to apply the changes!




image49.png
I SCALANCE S615 WEB Manager x

< C A Notsecure | hitps//192.168.1.254

SIEMENS

+

Laboratory/s615

Weicome aamin  SCALANCE $615

Changes will be saved automaticall in 39 seconds Press "Write Starup Conti

Logout
»Wizards
»information
»System
»interfaces
»layer2

»layer3

»Securty

System Name:
Device Type:

PLUG Configuration:
PLUG License:
DDNS Status:

Fault Status:

615
‘SCALANCE S615

ACCEPTED
ACCEPTED

No Fault

o save immedately.

24 -
EEe

0710412018 12:25:39%

- R





image50.png
Il SCALANCE S615 WEB Manager: X+

< C A Notsecure | hitpsi//192.168.1.254 * =[$

SIEMENS
Laboratory/s615 071042019 12:26:22%

- Dynamic Host Configuration Protocol (DHCP) Server
B2

DHCP Client| DHCP Server | DHCP Options | Static Leases
»Wizards
» Information ) DHCP Server
(] Probe address with ICMP Echo before offer

~System

BEITLIED ‘Select. PoolID  Enable. Lease Time [sec]

Cecr] 0entries.

»Restart

» LoadsSave
»Events

»SWITP Client

»SNP

»System Time

»Auto Logout

»Button

»Syslog Client

»Fault

»PLUG
»Ping

»DCP Discovery
»DNS

»DHCP

»CRSP /SRS
»Proxy Server
»SINEMA RC





image51.png
DHCP Client| DHCP Server DHCP Options | Static Leases

Select  PoolID  Interface Enable  Subnet Lower|P Address  Upper IP Address  Lease Time [sec]
g 1 viant (INT} v [l 00000 0000 0000 3600
1entry.





image52.png
DHER Chent] DHCP Server O oo S s

Select  PoolID  Interface Enable  Subnet Lower|P Address  Upper IP Address  Lease Time [sec]
a 1 vian1 (INT) v a 192.168.1.0/24 192.168.1.208. 192.168.1.223. 3600





image53.png
DHER Chent] DHCP Server O oo S s
|| DHCP Server
e —

Select  PoollD  Interface Enable  Subnet Lower IP Address  Upper IP Address  Lease Time [sec]
g 1 vian1 (INT) v [m] 192.168.1.0/24 192.168.1.208. 192.168.1223 3600
ag 2 vian1 (INT) v L 00000 0000 0000 3600

2entries





image54.png
DHEP Chent] DHCP Server DR Optons S s

Select  PoolID  Interface Enable  Subnet Lower|P Address  Upper IP Address  Lease Time [sec]
g 1 viant (INT} v () 1921681024 1921681208 1921681223 3600

o 2 O 1000024 10001 1000127 3600





image55.png
DHEP Chent | DHCP Server] DHCP Ontions S eases

PoolID:[1 v ]
Option Code:
Select  PoollD  Option Code  Use Interface P Value
1 1 265.266.255.0
o 1 3 o 0000
o 1 5 o 0000
o 1 66
o 1 67 Bootfle name not set
2 1 255.266.255.0
o 2 o 0000
o 2 5 o 0000
o 2 66
o 2 67 Bootfle name not set
10 enties.





image56.png




image57.png
DHEP Chent | DHCP Server] DHCP Ontions S s

PoolID:[1 v ]
Option Code:
Select  PoollD  Option Code  Use Interface P Value
1 1 265.266.255.0
o 1 3 v 1921681254
o 1 5 o 0000
o 1 66
o 1 67 Bootfle name not set
2 1 265.266.255.0
o 2 v 10.0.0.254
o 2 5 o 0000
o 2 66
o 2 67 Bootfle name not set





image58.png
DHCP Client| DHCP Server DHCP Options | Static Leases

4] DHCP Server
] Probe address with ICMP Echo before offer

‘Select. PoolID  Interface Enable. ‘Subnet Lower IP Address  Upper IP Address ~ Lease Time [sec]
1 vian1 (INT) v v 192.168.1.0124 192.168.1.208 192.168.1.223 3600
2 @ 1000024 10001 1000127 3600

2 entries.





image59.png
Intemetprotokoll, Version 4 (TCP/IPvd) Properties.
General | alternative Configuration
You can get I settings assigned automatialy i your network supports

this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settngs.

® Obtain an IP address automaticaly
(O Use the folowing IP address:
1P aress;

Subnet mask:

Default gateway:

® Obain DS server address automatically
(O Use the folowing DNS server addresses:

Preferred DIS server:

Alternative DI server:

Vaidate settings upon exit





image60.png
1§ Network Connections

Organise

4 & > Control Panel > All Control Panel ltems > Network Connections. v o

Disable this network device  Diagnose this connection  Rename this connection

@ intelR)

LAN-Connection | SINEMA_RC_Client_Interface
ork cable unplugged
P-Windows Adapter V9

Diagnose
Bridge Connections

Create Shortcut
Delete.

Rename

Properties

2items 1 item selected

Search Network Connections





image61.png
§ LAN-Connection Status

General





image62.png
Network Connection Details X

Network Connection Detals:

Property Valve.
Connection-speciic DN

ntel(R) PRO/1000 MT Desktop Adapter
0800279ECS15
Yes

1P4 Subret Mask 255.255.255.0
Lease Obtained 04 4y 2019 135209
Lease Bxpres 04 4y 2019 145209
P4 Defauit Gateway  192.168.1.254

1Pv4 DHCP Server 192.168.1.254
1Pv4 DNS Server

1Pv4 WINS Server

NetBIOS over Tepip En... Yes

Linklocal IPV6 Address  fe80:96/:1d1b:183.7d8 46
1P6 Defaui Gateway

1Pv6 DNS Server

< >





image63.png
- o
Il SCALANCE S615 WEB Manager: X+

< C A Notsecure | hitps//192.168.1.254 * =@
B
SIEMENS
Laboratory/s615 071042019 12:40:11%

20 seconds Press "Write Startup Config'to save immediaely

Services ICMP Services | IP Protocols | IP Rules
»Wizards
»Information ¥ Activate Firewall
TCP Idle Timeout (s} 85400
DSEED UDP Idle Timeout [s]: 300

o ICMP Idle Timeout [s]: 300

»Layer2
»Layer3

~Securty
»Users
»Passwords
»ARA
» Certfcates
»Firewall
»IPsec VPN

»OpenVeN.
Ciient

 supportindustry.siemens.com/cs/ww/en/ps/6GK5615-0AA00-2AA2





image64.png
General | Predefined IPv4 | User Specific | IP Services ICMP Services | IP Protocols  IP Rules

HTTP  HTIPS DNS  SNMP  Tenet  IPsecVPN SSH  DHCP  Ping  SystemTime
v v v v v 5] v v v 5]
(6] (6] (6] (6] o v o v o (6]





image65.png
General | Predefined IPv4 | User Specific | IP Services ICMP Services | IP Protocols  IP Rules

HTTP  HTIPS DNS  SNMP  Tenet  IPsecVPN SSH  DHCP  Ping  SystemTime
v v v v v 5] v v v 5]
(6] v o o o v o v v (6]





image66.png
General | Predefined IPv4 | User Specific | IP Services ICMP Services | IP Protocols  IP Rules

Service Name:
Select ServiceName  Transport ‘Source Port (Range) _ Destination Port (Range)
0 entries.





image67.png
e e e P Services [ el

e

Service Name:
Select ServiceName  Transport ‘Source Port (Range) - Destination Port (Range)
5] hitps TCP v a2
Tentry.





image68.png
Services |ICMP Services | IP Protocols | IP Rules.

Select ServiceName  Transport ‘Source Port (Range) _ Destination Port (Range)

- (443





image69.png
General | Predefined IPv4 | User Specific |IP Services | ICMP Services | IP Protocols |IP Rules [FFFRin

IP Version:
L —

I show all

Select Protocol  Action From T ‘Source (Range) Destination (F
‘ »

0 entries.





image70.png
General | Predefined IPv4 | User Specific IP Services | ICMP Services | IP Protocols | IP Rules IR

i versn
L —
=
Select  Protocol Action ‘Source (Range) Destination (F
[ IPva _ Viant (NT Vent (NT) v 00000 00000
; ;
1entry.





image71.png
Select Protocol  Action From To ‘Source (Range) Destination (Range)
IPva. Accept v |[vian2 (EXT) ¥ | viani(INT) v |10.0.0.024 192.168.1.132





image72.png
EEIEEL PR B IS STy SR [ S| PR |

IPvetsmvl
o
@ showal
Select Protocol Action ‘Source (Range) Destination (Range)
O tpv it ar 1y v Lvant QT e 1000026 192.168.1.132





image73.png
- o x
Il SCALANCE S615 WEB Manager: X+

& > C A Notsecure | hitps//192.168.1.254 % = |
=
SIEMENS
Laboratory/s615 071042019 12:50:59%
52
Local Users
»Wizards
» nformaton User Accourt:
Password Policy: high
»System Password:
R Password Confimation:
Foe[user v |
e -——_—
»layer3 ‘System defined local user none
e —
~Securiy entry
susers.
] [Create] [Delete] (£ Value<] [Refresh]
»ARA
» Certcates
»Fieval
¥Psec VPN
»OpenVPN.





image74.png
User Account: support
Password Policy: high

Password Confirmation: (sesssses|

Role:[user v




image75.png




image76.png
ol [etes | Grou -

User Accourt:
Password Poiicy high
Password:
Password Confirmation:
Fole:user v |
-————
 admin ‘System defined local user [none v
() support user only. 2
2entries.




image77.png
Il SCALANCE S615 WEB Manager: X+

<« C A Notsecure | hitps//192.168.1.254 R4 -
s

SIEMENS
Laboratory/s615 071042019 12555:04%

Viecome mn | User Specific

Changes il be saved automatical in 19 seconds Press Wit Startup Confi.to save immediately =2
7=

‘General | Predefined IPv4 | User Spe Services ICMP Services | IP Protocols | IP Rules
»Wizards
»information Rule Set
Name
CERED Select No. Name Comment Timeout fmin]
»interfaces. 0 entries.
»layer2
Mayera Rule Set Assignment
Type
~Secuty .
User Account Role Rule Set Remaining Time  Force Deactivate
ol support user - [ Force Deactivate |
»Passwords
»AAR Sef Valves
» Certicates
»Firewall
»IPsec VPN

»OpenVPN





image78.png
Rule Set
Name: support_rues]

Select  No. Name Comment Timeout (min]

0 entries.




image79.png
Name:
Select No. Name. Comment
1 support_rules
1entry.
Rule Set Assignment
Type: [ User Account v
User Account Role Rule Set
support user -

Timeout (min]
30

Remaining Time  Force Deactivate.
B Force Deactivate




image80.png
Rule Set Assignment
Type: [ User Account v

User Account Role
support

user

Rule Set Remaining Time  Force Deactivate.
support_rules Force Deactivate.





image81.png
Il SCALANCE S615 WEB Manager: X+

<« C A Notsecure | hitps//192.168.1.254 R4 -
s
SIEMENS
o
Laboratory13615 0710412019 13:09:19%
\Weleome samin.  Internet Protocol (IP) Rules
Ghanges will be saved automatically in 36 seconds Press "Write Startup Confi' to save immediately =2
7=
‘General | Predefined 1Pv4 | User S| Services | ICMP Services | IP Protocols 1P Rules
»Wizards
N 1P Version
Rueset[—— ]
»System
@ showal
»intertaces Select Protocol  Action From T ‘Source (Range) Destiation (Range)
O 1Pva viant (NT) v 10.0.0.024 192.168.1.1/32

»layer2 - S
»layer3 Tentry.
~Securty Servaiies

»Users

»Passwords

»aRA

» Gertificates

»Firewall

» Psec VPN

»OpenVPN





image82.png
Selektieren  Protokoll  Aktion Von Nach Quelle (Bereich) Ziel (Bereich) Dienst Log Reihenfolgea  Zuordnen  Zugeordnet. Bezeichnung
1Pvs Accept v |[vian2 (EXT) v [viani (INT) v |10.00.024 192.168.1.1/32 nitps vi[none _v|0 - -

1Pvs Accept ¥ |[vian2 (EXT) ¥ [vian1 (INT) ¥ | DYNAMIC 192.168.1.132 none v 1 5 E




image83.png
General | Predefined IPv4  User Specific | IP Services ICMP Services | IP Protocols  IP Rules

IPvetsmvl

LT E—
¥ show all
Select  Protocol Action ‘Source (Range) Destination (Range) Service Log.
S - 7w et Y 102 1681132 Inps v none |
O Pt [accept v vien2©XT) v vt NT) v DYNAMIC 1021681132
; 5
2enres





