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Industrial Ethernet with S7-1500 and
SCALANCE XC208

1 Goal

In this chapter you learn to configure the SCALANCE XC208 Industrial Ethernet switch and to

connect it to an S7-1500 controller.

The SIMATIC S7 controllers listed in chapter 3 can be used.

2 Requirement

This section builds on the chapter Global data blocks with S7-1500. To perform the work in this
chapter, you can use the following project, for example: "SCE_EN_032-600_Global_

Data_Block_R1704.zapl14".

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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3 Required hardware and software

1 Engineering station: Requirements include hardware and operating system

(for additional information, see Readme on the TIA Portal Installation DVDs)
2 SIMATIC STEP 7 Professional software in TIA Portal — V15.1 or higher

3 SIMATIC S7-1500 controller, e.g. CPU 1516F-3 PN/DP —

Firmware V2.1 or higher with memory card
4 Industrial Ethernet Switch SCALANCE XC208

5 Ethernet connection between engineering station and controller and
between controller and ET 200 SP distributed I/O

: ' 2 SIMATIC STEP 7
Professional
(TIA Portal) V15.1

1 Engineering station

or higher
5 Ethernet connection

4 |E switch SCALANCE XC208

5 Ethernet connection

3 SIMATIC S7-1500 controller

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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4  Theory
4.1 Structure and operation of SCALANCE XC208

4.1.1 Industrial Ethernet switch XC208

SCALANCE XC208 is an Industrial Ethernet switch for process automation.

SIEMENS SCALANCE XC208

(1) Network ports (7) Signaling contact
(2) Grounding screw (8) Serial interface
(3) Knurled screw (9) "SELECT/SET" button
(4) Fastening bolt (10) LED display
(5) Lever aid for operating the (11) C-PLUG slot for
fastening bolt with a screwdriver removable data storage medium
(6) Power supply for storing the configuration data

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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4.1.2 SELECT/SET button

The display mode of the LEDs can be changed using the SELECT/SET button. The device can

also be reset to the factory settings by means of this switch.

wwm
uf:
2
O
I R

|

There are four different display modes. These can be alternated during operation by briefly
pressing the SELECT/SET button and are indicated by the DM1 and DM2 LEDs.

DM1 DM2
Display mode A Off Off
Display mode B On Off
Display mode C Off On
Display mode D On On

To reset the unit to the factory settings, simply press and hold the SELECT/SET button for 12
seconds. After 9 seconds, the DM1 and DM2 LEDs should start to flash and the port LEDs
should switch on one after the other. After 12 seconds, the device automatically restarts with the

factory settings.
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4.1.3 LED indicator lights

The SCALANCE XC208 is equipped with various LEDs that provide an overview of the system

status.
(S
0 1>
P1 g
0 8 s
P2 52
0 s 2
F3 @ o

s
0 30 20 30

ﬂm:l iy

0 c0 O2d gD @r] QD O

FA LED to display the error status

RM LED to display the "redundancy manager" function

SB LED to display the "standby" function

DM1/DM2 LEDs to display the display mode

L1/L2 LEDs to display the power supply

P LEDs to display the port status

An exact description of the status of each LED can be found in the device manual.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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4.1.4 Port LEDs

The port LEDs provide information about the status of the individual ports and are therefore a
good troubleshooting aid. The status of the individual LEDs depends on the selected display

mode. The table below provides a short overview.

A complete description of all statuses can be found in the manual.
4.1.4.1 Display mode A

In display mode A, you can see from the port LEDs whether a valid link is available.

LED color LED status ‘ Meaning

- Off No valid link at the port (e.g. the communication
partner is switched off or the cable is not connected).

Green On Link is available and port in normal state.
In this state, the port can receive and transmit data.

Flashes 1x per period | Link is available and port in "Blocking" state.
In this state, the port sends and receives only
management data (no user data).

Flashes 3x per period | Link is available and port is switched off by
management.
In this state, no data is sent or received via the port.

Flashes 4x per period | Link is available and in "Monitor Port" state.
In this state, the data traffic of another port is mirrored
to this port.

Yellow Flashes / lights up Data reception at port

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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PROFINET

PROFINET or Process Field Network is an open standard for networking industrial production
devices via Ethernet. PROFINET is developed by the PROFIBUS Nutzerorganisation e.V. (PNO)

and uses existing protocols in addition to independently developed protocols.

Two of these protocols are mentioned and configured in the course of this chapter. One is the
"Discovery and Configuration Protocol" (DCP) and the other is the Link Layer Discovery Protocol
(LLDP).

DCP: Discovery and Configuration Protocol

DCP is a PROFINET-specific protocol and mandatory for PROFINET communications. The
protocol works on layer 2 of the OSI layer model and is therefore restricted to the broadcast-

domain?,

DCP is used, for example, to identify the MAC address of certain PROFINET nodes and to
transmit a basic configuration to them. These include, for example, the device name and the IP
address of the PROFINET node.

The "Accessible devices" function of the TIA portal, for example, uses the DCP protocol to

receive this information from all PROFINET nodes connected to the bus.

L In Ethernet, a broadcast domain is the area in which a broadcast packet can propagate. A simple network of computers
and switches corresponds to a single broadcast domain. This single domain can be further subdivided by the use of
routers or VLANSs.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
sce-142-100-industrial-ethernet-xc208-en-r1906.docx

12



4.3

Learn-/Training Document | TIA Portal Module 142-100, Edition 09/2019 | Digital Industries, FA

LLDP: Link Layer Discovery Protocol

The Link Layer Discovery Protocol is an existing manufacturer-independent network protocol.
PROFINET uses an extended version of the protocol that is, however, compatible with the

standard.

LLDP, like DCP, is an OSI layer 2 protocol and is subject to the same limitations. LLDP offers the
possibility to exchange information between adjacent devices. For data exchange, data units

(LLDP DUs) are exchanged between the stations.

These LLDP DUs include TLVs (Type-Length-Value), i.e. the data type of the data contained, the
length of this data and its actual content. Typical contents of these data units are, for example,

the station name, the port name via which the LLDP-DU was sent and other information.

Each station stores the exchanged data. You then have the option to retrieve it again, for

example, to determine the topology of the network.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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High-availability networks

The SCALANCE XC208 supports various protocols to increase the availability of the Ethernet
network. These include classic network protocols such as Spanning Tree (STP), but also special

protocols such as the Media Redundancy Protocol (MRP).

By default, the classic protocols on the XC208 are switched off because their recovery times are
too long. Recovery time, sometimes also referred to as convergence time, is the time required by
a network protocol to determine the topology and establish an error-free state. In the case of
STP, this time is up to 50 seconds, i.e. in the worst case the entire network cannot transmit data

for 50 seconds.

There are more specific ring protocols that have a very low convergence time in the range of

several 100 milliseconds.

The MRP ring protocol

The Media Redundancy Protocol can be used in conjunction with the SIMATIC controllers. The
protocol requires a ring topology and is limited to one ring in the case of the SCALANCE XC208.

Therefore, the switch cannot be used in multiple (MRP) rings at the same time.

OO0 0000

MRP-Domain

.
.
0-
.
-
0-
"
"

Within the ring or MRP domain, one node must be defined as a ring manager (RM). This can also
be selected automatically among the nodes, in which case ring manager now becomes the
device with the lowest MAC address. In general, this decision should not be left to the devices, as
the selected ring manager may be in an unfavorable position or is unsuitable for other reasons

(e.g. CPU power).

In addition, the ring ports must be defined at each node. A node has two ports in a ring. On the

XC208, these are by default the two ports P1 and P2. However, these can also be changed.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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The ring manager now regularly checks whether the ring is closed using special test packets. As

long as it gets its test packets back on its redundant port, data packets at this port are blocked.

MRP-Domain

As soon as the ring manager no longer receives its test packets, it activates the normal data
traffic on the redundant port as well in order to complete the ring again. Depending on the

configuration, this happens within 200 to 500 ms.

MRP-Domain

If the ring is closed again, the ring manager receives its test packets again and interrupts the data

traffic at one of its ring ports.

Additional details and information can be found in the manuals, which can be downloaded from

support.automation.siemens.com.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 15
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5 Task

In this section, the hardware and the program from chapter "SCE_EN_032-
600_Global_Data_Blocks" shall be extended by the SCALANCE XC208.

The entire topology of the PROFINET bus can be checked using the SCALANCE XC208.
Changes and errors in the topology are reported directly to the assigned controller and can now

be read via the diagnostics buffer.

The configuration of the switch can continue to be managed completely via the TIA Portal. The

selected settings are transferred from the 10 controller directly to the XC208.

6 Planning

The existing project is first extended by the XC208. The physical networking of the components
should look as follows.

CPU 1516F

PG/PC

o

Then the CPU 1516F-3 PN/DP is configured as the 10 controller for the XC208, and the

PROFINET device name is assigned.

After the project has been expanded, it must be saved, compiled and downloaded to the CPU
1516F-3 PN/DP. Through the assignment of the CPU as IO controller for the XC208, a part of the
configuration of the XC208 is taken over by the CPU. In addition, error messages of the XC208

are then available in the diagnostics buffer of the CPU.
The network topology is determined and applied last, and the ports are configured.

After reloading the devices, the result is archived in order to backup the working version.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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7  Structured step-by-step instructions

You can find instructions on how to carry out planning below. If you already have the necessary
prior knowledge, the numbered steps are sufficient for the processing. Otherwise, follow the

steps illustrated below.

7.1 Retrieving an existing project

— Before you can expand the "SCE_EN_032-600_Globale_Data Blocks R1704.zap14" project
from chapter "SCE_EN_032-600_Global_Data_Blocks", you must retrieve this project from

the archive.

— To do this, you must select the respective archive from the project view under — Project —
Retrieve. Confirm your selection with "Open". (— Project — Retrieve — Select a .zap archive

... > Open)

JIA Siemens

Froject  |Edit  View Insert Online Options Tools  Window Help

G New.. L x 9o 5 MG ER
H % Open... cerl+0 - :
Migrate project...
Close Ctrl+
H Save rl+5
Save Ctrl+Shift+s
Delete project... Ctrl+E
Archive...
Multiuser 4
Open project from Teamcenter...
S Card Reader/UsSE memary 3
T Mermnory card file ]
Start basic integrity chech
Exit Alt+F4

— As the next step, select the target directory where the retrieved project is to be stored.

Confirm your selection with "OK". (— Destination directory ... — Select folder)

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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— Since this is a TIA V14 project, the project must be upgraded before opening it. (— Upgrade)

Upen project %
TIA Portal V14 Open project
The project has a TIA Portal project version W14
To use this project with TIA Portal W15.1, it is upgraded to TIA Portal project version V15.1.

The original project remains unchanged and the upgraded project is saved under
C:\00_TA_Portal\032-600_Global_Data_Blocks_w14 w151

Project:
| C:\00_TMA_Portall032-600_Global_Data_Blocks_W141032-600_Global_Data_Blocks_W14.ap14

Product Version used Upgrade is possible
i=) STEP 7 Professional V14 5P1 @ Installed
=4 Totally Integrated Autornation Portal V14 9 Installed

| Cpen | ’ Cancel |

]

— Save the upgraded and opened project under the name 140-100_Industrial_Ethernet_
with_XC208. (— Project — Save as ... —» 142-00_Industrial_Ethernet_with_XC208 — Save)

T Siemens - C:\00_TIA_Portal\032-600_Global_Data_Blocks_V14_V15.1032-600_Global_Data_Blocks_V14_V15.1

Froject |Edit View Insert Online Options Tools Window Help

Totally Integrated Automation

[f New... s G MG R & Goonline ¥ Gooffine Gt I I 3¢ ] [[] [<earchinprojec | G PORTAL
A% open ctrl+0
Migrate project...
Close crrlsw Options =
. =
e =E
Save as... &

~ | Find and replace
Delete project...

Archive m
Retrieve.. 5
Multiuser » g
o
T n
P Card Reader/USB memory » T
W Memory card file » subs 5

Find in hid

Start basic integritycheck
€:1..1032-600_Global_Data_Blocks_v14_v1

Exit AltsFd

|G Properties  |%i, Info g"ﬂ Diagnostics

General

< [ IE3
v | Details view

No 'properties’ available.

Mo ‘properties’ can be shown atthe moment. There iz either no object selected or the selected object does not
have anydisplayable properties.

Name

v | Languages & resources

~
Editing language =l

4 Portal view roje 0_Global_Data_Blo

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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7.2 Setting the IP address

— Open the search for "Accessible devices". (— IEIut'-"")

— Select your PN/IE interface and start the search. (—>
— Select the SCALANCE XC-200 and click "Show". (—>)

Accessible devices %

Type of the PGIPC interface: |i_PN|'IE |'|
e PGIFC interface:  [R@ Intel(R) PROI1000 MT Desktop Adapter [+] ®

Accessible nodes ofthe selected interface:

Device Device type Interface type Address MAC address
cpul5isfprofinet interf.. CPU 1516F-3 PNI.. PMIIE 192.168.0.1 00-1B-1B-71-5D-26
Accessible device SCALANCE XC-200 150 20-87-56-80-2B-.. 20-87-56-80-2B-AE

I =

["|Flash LED

Start search

Online status information: DDispIayonlyerror mMessages
1 Found accessible device Accessible device
0 Scan completed. 2 devices found.

Scan and information retrieval completed.

[« [m > |

2 Retrieving device information...

r Show 1 | cancel

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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— Under "Online access", open the "Online & diagnostics" item of the displayed device.

)_TIA_Portal\142-100_Industrial_Fthernet_with_XC208\142-100_Industr
Project Edit View Insert Online Options Tools Window Help Tl e AT
Cf [ [ saveproject 5 ¥ X iy B MG E R coonline ¥ Gooffline : o MM 2 - []] PORTAL
[ — L]
Devices Options B
] ~ Diagnostics il |
el General 5
. hd ‘ CPU operator panel c
» [5]] Dacumentation settings D Fwaras Module g
» [ Language: & resources - = Not supported @
SF i Shert designation: [SCALANCE XC-200 | ||
Y Displaythide interfaces =
= [ Intel(R) PROI1000 MT Desktop .. T, Module information g
2 Update accessible devices | E
i Display more infarmation bl Device nar [
» [ cpu1516fprafinet interfac v E
« [ Accessible device [20-87-5 il Manufacturer information =
9/ online & diagnostics | 5
» [ TAP-Windows Adapter ve ] Manufacturer description: [SIEMENS AG | E
» [ PCinternal [Local] - Wodule role: [Device ]
» [0 PLCSIM [PHIE] B v | Cyele time —
» [ usB [57USE] ]
» [ Telesenvice [Automatic protoc... Bl Not supported
» [ Card Reader/USE memory hJ L} )
‘Q.Properties H‘_i.'.lnfo ||ﬂ Diagnostics
I J General H Cross-references ‘l Compile ‘
< il
+ | Details view Blajel =]
! Message Gotwo |? Date
[ "MOTOR_AUTO" was loaded successhully. 5i28120
Pr— ] "MOTOR_SPEEDCONTROL' was loaded successfully. 6128120
[} "MOTOR_SPEEDMONITORING' was loaded successfully. 628120
[} ‘Main’ was loaded successfully. 6128/20
€ scanning for devices completed for interface Intel(R) PRO/1000 MT Desktop Adapter. Found 628120 E
Loading completed (erors: 0; warnings: 0) 6128120
Scanning for devices completed for interface Intel(R) PRO/1000 MT Desktop Adapter. Found . mzstzn,,
v
<] [ > | Memory
4 Portal view 3 overview &/ Online & dia... i scanning for devices completed forint_..

— Set the IP address to 192.168.0.250/24. (— Functions — Assign IP address — IP address:

192.168.0.250 — Subnet mask: 255.255.255.0 —» |

Assign IP address

)

= Diagnostics
General
~ Functions
Assign IP address
Assign PROFINET device name
Reset to factory settings

T o T

HAssign IP address

Assign IP address to the device
1 Devices connected to an enterprise network or directly to the internet must be appropriatel
H protected against unauthorized aceess, e.g. by use of firewslls and network segmentation.

For more information about industrial security, please visit
http:ihwww.siemens.comiindustrialsecurity

IPaddress: 192 _ 168 . 0

subnet mask:

[ use router

Routeraddress: © .0 .0

20 -87 -56 -80 -2B -AE

255 . 255 . 255 .0

. 250

! Assign IP address
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7.3 Inserting the SCALANCE XC208

— Open the "Devices & networks" item in the Project view.

et_with_XC208

Project Edit View Insert Online Options Tools Window Help .
_ Totally Integrated Automation
F (% B saveproject Sk X X sy B MNEE R F coonline ¥ Gooffline : gy M I 2 ] [1] P AL
Project tree o«
|2 Topology view |, Network view |[If Device view || Options [EE]
=
¢ Nework | L comnections [Finc 2 @t o [ [ Neworkoverni{< || Sz
2
¥ Device v | Catalog E
» 11142100 Induseial Eshemet_with X.. E - srisooEmoe. |[zeer |l 3
I Add new device RCRITETED 8
CPU1S16F MFiter [ [+ g
&
T IS Fale » [ Controllers S

[[W CPUT516F [CPU 1516F-3 PN/DP]

[ ungrouped devices » [ Hi

» [l PC systems

» [ Drives & starters

» [l Network components

» [ Detecting & Monitoring

» [ Distributed /0

» [l Power supplyand distribu..
» [ Field devices

» [ Otherfield devices

£% Securitysettings
[4f common dats

[5]) Documentation settings

» [ Languages & resources

sj003 auluQ (=]

» [ Online access
» i Card ReaderiUSB memory

e
P
a
=
&
<Ja) foe [ 5 @ (<[] > i
‘ngperties ‘:illnfn \|ﬂ Diagnostics | c
J General H Cross-references ‘l Compile ‘ ES
< [ 1> H
— Show all messages [=]
v | Details view ||
| |Message Goto |? Date
[ "MOTOR_SPEEDCONTROL' was loaded successiully: 6/28120
P— [} ‘MOTOR_SPEEDMONITORING' was loaded successfully. 6i28/20
[} ‘Main' was loaded successfully. 6i28/20.
(i} Scanning for devices completed for interface Intel(R) PRO/000 MT Desktop Adapter. Found 6128120
[} Loading completed (errors: 0; warnings: 0}, 62820 E
(i} Scanning for devices completed for interface Intel(R) PRO/1000 MT Desktop Adapter. Found ... 628120,
The parameters were transferred successiuly. 612820 | m 5]
<| [ »| | |Information
Portal vie 723 overview iy Devices &ne... 4

— In menu "Online" — "Hardware detection", open the "PROFINET devices from network ..."

item (Online — Hardware detection — PROFINET devices from network ...)

Project Edit View Insert Window Help et il [t = eied A s
-k Ine g¥ Gooffiine e M I 3 ] [[] PORTAL

» ‘; Topology view Hﬁﬁh Network view I‘E Device view | Options [SE]

w =

ion 4 Network ove: 1 : : Ll @

2

£

B m W oeice ~ [Gataiog :

v ] 162100 Induztria|_Edy S T \EI 3
I Add new device | RRHET R P = = g
Devices & networks| ard liter _Q‘ > =

e

» I:f. CPU1516F [CPU 1571 » _ij Controllers. .
» i} Ungrouped devices| » [ H |

» 5§ security settings. - » [l PC systems. &

+ [g# common data . » [ Drives & starters °

» [5]] Documentation set| X | » [ Network components E

+ [@ Languages & resou ° ation (hardware and software) I » [ Detecting & Monitoring r

» [ig Online access » (@ Distributed li0 g
& n :

» [ Card ReaderiUsE mem » [ Power supplyand distribu..
HI Device maintenance 3 » (@ Field devices =
e

B Accessible devices ctrl+u » [ Otherfield devices e

Star 8

=

z
||
B o NP el o AT > w

‘gPropErties H:illnfn ||ﬂ Diagnostics ‘ <

J General ‘l Cross-references " Compile ‘ EX

< i > 8
— O I I e e :
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— Select the appropriate interface and start the search for devices. (— PG/PC interface ... —»

Start search)

Hardware detection of PROFINET devices

Type of the PGIPC interface:
PGIPC interface:

Accessible nodes of the selected interface:

PROFINET device name Device series

%

[®_prne =l
@ Intel{R) PROI1 000 MT Desktop Adapter [~ ®©

startsearch

IP address MAC address

[ ] 20-87-56-80-2B-AF SCALANCE XC-200

192.168.0.250 20-87-56-80-2B-AE

I =N

— Select the SCALANCE XC-200 and add the device. (— M SCALANCE XC-200 — Add

devices)

Hardware detection of PROFINET devices

Type of the PGIPC interface:
PGIPC interface:

Accessible nodes of the selected interface:

PROFINET device name Device series

%

[Pt =l
@ Intel (R} PRO1 000 MT Desktop Adapter [+] ®©

Startsearch

IP address MAC address

[v] 20-87-56-80-2B-AF SCALANCE XC-200

192.168.0250 20-87-56-80-2B-AE

itis alreadyin the project.

Information: There is no check ifa device is already in the project. Everytime a device is selected for detection, it is added to project even if

r Add devices H Cancel
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— Confirm the successful addition of the module (— OK)

Hardware detection of devices successful (0230:001009)

Hardware detection of 10 devices was successfully done

All devices were successfully added to the project. Please see "Info =
General® tab for more information.

— The SCALANCE XC208 should then be present in the device overview.

I Siemens - C:\00_TIA_Portal\142-100_Industrial_Ethernet_with_XC208\142-100_Industrial_Ethernet_with_XC208

Project Edit View Insert Online Options Tools Window Help Totally Integrated Atitomation
Gf CH E saveproject & X = = X O : G ME E R coonline (¥ Goofiline 2 M > ] || [Searchin P PORTAL
Project tree m 4
Devices [E Topology view Hgﬁh Network view HE Device view \ Options (EE]
o : - e =
=) o~ Newvork| §¥ Connections |Hii connect i = Network overvid 4 Ol|a
[HNY Gannactio i j 3
2 Rloeice v | Gatalog H]
~ | 142-100_industrial_Ethernet_with_X... - $71500ET200.. | [Search fut]| 2
. 3 200... |[- > 2
B Add new device = =18
g Devices & networks CPU1516F Switch_1 R CeU15165 M Filter | malER
- z = 5 ¥ SCALANCE XC-.. ~ = ==lio
» [ CPU1516F [CPU1516F-3 PNIDP] CPU 1516F-3 PN... SCALANCE XC208 SCANICE X » [ Controllers e
» ('3 Switch_1 [SCALANCE XC208] = » [ HM LA
» i Ungrouped devices Notasitned » @rcsypstems W
» 5 Securitysettings e » [ Drives & starters °
» L3 Unassigned devices [PNAE_T] » [ Network components =
» [§§ Common data = » [l Detecting & Monitoring ;
» (5] Documentation settings - » [ Distributed ll0 3
= — @
» [@ Languages & resources * » L Power supply and distribu...
» i Online access | » [ Field devices =
» [ Card Reader/USE memory - » [ Other field devices s:
a
=
3
|
c
5
El
z
]
v
<Juj [>][100% I o & <]u] >
|gPropenies “:x,‘ Info I 2| Diagnostics ‘
] ‘ General H Cross-references H Compile ’
<| il >
] I (S[[2]0)] Show st meszsges =
N, I Details view o, ) N
Compiling finished (errors: 0; warnings: 0)
_] Module 1 Path Description Goto |? Errors B N
@ ~ Ssuitch_1 A o [x] i W]
o (] Hardware configuration A + | Information
I} Device confguration (V] Compiling finished (errors: 0; warnings: 0) o ~
9| online & diagnostics [=]
M@ switch_1
<] i O E A i
4 Portal view i g Devices &ne... i ThelO device 20-87
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7.4 Configuration of the SCALANCE XC208 via the web interface

— Open Management in the properties of the XC208, and open Web Based Management from

there. (— Switch_1 — Properties - Management — Web Based Management)

Switch_1 [Module] %

JGeneraI || 10 tags System constants || Texts |

-

General A
PROFIMET interface [X1] SEE R
Module parameters IPaddress: | 192 168 0 250
System

-

Layer 2
Layer 3

Web Based Management

T ¥ T &

- v v w

Security | Veb Based Management

[v]

r oK 1 | Cancel |

™ |

— You can set the language to English in the newly opened browser window.

(— English - Go)

= [m] x
! SCALANCE XC208 WEB Manage: X -+
C  ® Notsecure | 192.168.0.250 * =
Engish v | Go
SIEMENS .
Login ? =

Name:

Password

Switch to secure HTTP

For information about browser compatibility please refer to the manual
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— Now you can log in with the wuser "admin" and the password "admin".

(— Name: admin — Password: admin — Login)

= O X
] SCALAMNCE XC208 WEB Manager X -+
C A Notsecure | 192.168.0.250 o~ ¥ [
Engish ¥ | 82
SIEMENS
Login ?=

Name: admin

Password: ssse

Login

Switch to secure HTTP

For information about browser compatibility please refer fo the manual

Note:

— The standard web connection is unencrypted. If you are not in an isolated network, please

switch here to the secure HTTPS connection (switch to secure HTTP connection).

— The default access must be changed before the first login. (— OK)

Default password must be chanoged.
It iz recommended to change default admin
user name as well.
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— First enter the old password "admin” and then a new password twice.

— Current user password: admin
— New password: ***
— Confirm password: ***

— Apply settings

Note:

Account Passwords

Current User: admin
Current User Password; ses

Uszer Account: admin
Fassword Policy: high
MNew Admin Account Name: admin
Mew Password: ssesesss
FPassword Confirmation: sessssss

| Set Values || Refresh |

— The new password must have at least 8 characters, 1 number, 1 uppercase character and a

special character!

— After successful login, switch to the item "Configuration"

(— System — Configuration)

SIEMENS

Welcome admin

Logout
» Information

«System
rConfiguration
»General
»Agent IP
»Restart
»Load&Save
»Events
» SMTF Client
»DHCP
»SNMP
»System Time
»Auto Logout
»Button
»Syslog Client
»Forts

192.168.0.250/SCALANCE XC208

System Configuration

+| Telnet Server
#| 58H Server
HTTPS Server only
SMTP Client
Syslog Client
DCP Server: | Read/Write v
Time: | Manual v
SNMP: | SNMPv1iv2civ v
SMNMPv1/v2 Read-Only
SNMPv1 Traps
+| SINEMA Configuration Interface
Configuration Mode: | Automatic Save v

Write Startup Config
Set Values

in the "System" menu.

ErEmal?

01/01/2000 00:35:29%

" P
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— Deselect the Telnet server. (— W Telnet Server)
— Select the SSH server. (— M ssH Server)
— Restrict Web access to HTTPS connections.
(— M HTTPS Server only — OK)
— Select write protection for SNMP v1 and v2c.
(— M SNMPV1NV2c Read-Only)

— Click on Set Values (— Set Values)

SIEMENS
192.168.0.250/SCALANCE XC208 02000 0036 53%
Weicome 2dmin  System Configuration
2
Logout o=
» Information Telnet Server
ST +| S8H Server
4
+ Configuration HTTPS Server only
SMTP Client
»General )
Syslog Client
DATETL DCP Server: | Read/Write v
»Restart
Time: | Manual v
rLoad&Save
SNMP:| SNMPv1v2civ3 v
»Events
T #| SNMPv1iv2 Read-Only
SNMPv1 Traps
»DHCP y .
#| SINEMA Configuration Interface
»SNMP . -
Configuration Mode: | Automatic Save v
» System Time
Write Startup Config
» Auto Logout
»Button Set Values
»Syslog Client
»Ports -

Note:
— Telnet, as well as SNMP and HTTP are unencrypted connections and should not be used. It
is possible to secure HTTP using SSL/TLS (HTTPS). For Telnet, SSH is a secure alternative.

For SNMP, encryption version 3 must be used.

— However, since the TIA portal uses SNMP for the direct online connection to the XC208, it
cannot be completely deactivated. Therefore, write access is prevented for the insecure

versions here.
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— You will then be redirected to the encrypted connection and must issue an exception for the

unknown certificate.

= O
) Privacy error x +
< X A Notsecure | hitps,//192.168.0.250 ¥r e
This server could not prove that it is 192.168.0.250; its security certificate is not trusted by your computer's
operating system. This may be caused by a misconfiguration or an attacker intercepting your connection.
Proceed to 192.168.0.250 (unsafe)
Hide advanced |
Note:
— Depending on the browser, the confirmation of the certificate looks different.
= a

[l SCALANCE XC208 WEB Manage: X +

<« C A Notsecure | kitps//192.168.0.250
SIEMENS
192.168.0.250/SCALANCE XC208
Weiceme 2min -~ SCALANCE XC208
Saving configuration data in progress. Please do not switch off the device.
Logout
+Information Please select one item of the menu on the laft
» System SIEMENS
O
»Layer2 o -
»Layer 3
» Security

PROFINET Name of Station.
Diagnostics Mode: PROFINET
System Name: sysName Not Set
Device Type: SCALANCE XC208

PROFINET AR Status: Offline

hg

K|

ErEmals

01/01/2000 00:38:43%
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7.5 Configuration of the SCALANCE XC208 using TIA

In addition to the configuration via the web interface, the XC208 can also be configured with the
TIA Portal. TIA does not automatically recognize configuration changes made on the web

interface, these must be manually updated in the TIA Portal.

Downloading the configuration using the TIA Portal entails a restart of the device. In addition,
after assignment of an IO controller, the device can no longer be downloaded without this
assignment being canceled beforehand. However, the 10 controller is able to transmit a portion of
the configuration made in the TIA Portal to the XC208.

— Open the properties of the XC208 in the TIA Portal. (— Switch_1 — Properties)

|§.Properties ||"i.'.|nfo ||ﬂ Diagnostics |

J General || 10 tags || System constants || Texts |
b General I Eth + add ~
+ PROFIMNETinterface [X1] emetacdresses =
General Interface networked with
Ethernet addresses
Operating mode Subnet: |Nntnetw-:rked |'|
b Advanced options | Adduewsubaet
Management
Module parameters
e IP protocol
b System m
b Layer2 N
ayer u (&) SetIP address in the project
b Layer3 :
b Security i IPaddress: | 192 _ 168 . 0 . 250

Subnetmask: | 255 . 255 _ 255 .0 |
[:] Use router

Router address: | o .0 .0 .0 |

O IP address from DHCP server

Client1D: | |

— Go to the system configuration. (— System — Configuration)

|_C3,, Properties ||"_L'.Info ”ﬂ Diagnostics
J General ” 10 tags || System constants ” Texts |
Cperating mode il .
. Configuration
b Advanced options
Management
Module parameters — [w Telnet server
< E 55H Server
-
H 5 I
b General D Erverony
» Load&Save [ sware client
b Events : [ syslog Client
c 1 i
SMIP Clint = DCP Server: |Read|".'\-1'ite |v|
» DHCP "
» SHMP - Time: |Mar1ua| |v|
b System Time SHMP: | SNMPV1 v2civ3 [+]
Auto Logout [] SNMPV1 2 Read-Only
Bution [) snmPvl Traps
Syslog Client | 3 ) -
b Ports DNFC (Mear Field Communication)
¥ Fault Monitoring Configuration Mode: |P.utornatic Save |v|
FROFINET
. vl
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— Deselect the Telnet server. (— W Telnet Server)
— Select the SSH server. (— M ssH Server)
— Restrict Web access to HTTPS connections.
(— M HTTPS Server only — OK)
— Select write protection for SNMP v1 and v2c.

(— M SNMPV1NV2c Read-Only)

|§.Properties ||"_i.'.lnfo ”ﬂ Diagnostics
J General ” 10 tags || System constants ” Texts |
Cperating mode _
. Configuration
b Advanced options 9
Management
Module parameters — [] Telnet server
< i ESSH Server
Configuration
b General [W) HTTFS Server only
» Load&Save [C] snap client
b Events : [ syslog Client
SMIP Client =M P
= =N SilE DCP Server: | Readivirite [+]
» DHCP "
» SHMP H Time: |I‘v1.ar1ua| |v|
b System Time SHMP: | SNMPT v2civ3 [+]
Auto Logout i
Butt
Hien [] SHMPv1 Traps
Syslog Client
» Forts R [] WFC (Mear Field Communication}
b Fault Monitoring Configuration Mode: |;‘-.utomatic Save |v|
PROFINET
FtharhleatilP

— Select the XC208 in the navigation, compile the configuration and select Download to device.

=, m)

(— Switch_1 —»

T4 Siemens - C:\00_TIA_Portal\142-100_Industrial_Ethernet_with_XC208\142-100_Industrial_Ethernet_with_XC208

Project Edit  View Inzert Online Options Tools Window Help oEa it et AEam B Tion
Gf 1l saveproject & X 5202 X 9 TG E [ ¥ Goonine &F Gooifine | fiz 8 I 3¢ S [1] [Searchinprojecs | G PORTAL
Project tree m 4 Download to device
Devices |§ Topology view ‘lﬁﬂh Network view ‘mf Device view | Options (55}
2 m =
£ 5% Newwork| 1§ Connections [l connecion [T T S [ | Network overvi{ « [ » |3
=
E 7 Device v ‘ Catalog §
~ | ] 142-100_Industrial_Ethemet_with_X_. - syisooko0. |[Searchs | ik ] S
B ~dd new device = [ — &
o Devics B e Swich 1 . @i [ [ [ &
CFU 1516F-3 PN_. SCALANCE XC208. SCALANCEXC-- |y 15 Comtrallers =
b Switch_1 i e
v 4 Ungrouped devices " ’ » [ PCsystems =]
- ot assigne T8 Drives &+ i
» 53 Securitysettings [ Drives & starters )
» [[3 Unassigned devices » [l Network components =
» 4§ common dats » [ Detecting & Monitoring g
» [5]] Documentation settings. |- » [ Distributed IO S
2
» [ Lenguage: & resources i » [ Power supplyand distribu...
» [ Online access L » [ Field devices —
= 5
» [ Card Reader/USE memory - » [ Other field devices __¢'
2
=
z
L
_=
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— Accept the certificate of the XC208 in the preview for loading.

(— Accept certificate of the partner)

Q * Goaonline Online connection failed.
The security certificate presented by "SCALAMCE X-Station”™ was not Accept certificate of the partner
issued by a trusted certificate authority (CA). Do you still want to continue
0 and accept the partner's certificate? (not recornmended).
— Enter the HTTPS user and the password you just set.

(— HTTPS user: admin — HTTPS password: ...)

(] > Password Password required.
0 Preset factory password not accepted.
0 Enter the HTIPS user: admin
0 Enter the HTTPS password: FEREREEE IR
- e " Load
— Accept any further preconditions and click "Load". (— =
Load preview [
9 Check before loading
Status |1 Target Meszage Action
4 @ ~ switch_1 Ready for loading. Load "Switch_1"
(] * Goonline Online connection failed.
The security certificate presented by "SCALANCE X-Station™ was not Accept certificate of the partner
issued by a trusted certificate authority (CA). Do you still want to continue
o and accept the partner's certificate? (not recommended).
Q » Differentmodules Differences between configured and target modules (online} Acceptall
Q * Password Password required.
(] Preset factory password not accepted
9 Enter the HTIPS user: admin
(V] Enter the HTIPS password: FEEE A
[<] i I>]
Finish | | Load | | Cancel |
=l
Note:

— The device is restarted when downloading using the TIA Portal.

— Save the configuration by finishing the loading process. (— Action: Save configuration —

e

Load results E3
9 Status and actions after downloading to device
status | ! Target IMessage Action
+0. &~ Switch_1 Downloading to device completed without error. Load 'Switch_1"
H Please selectan action: Sawve configuration
[<] ] J[>]
[ Finish ] Load | cancel |
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7.6 Disabling unused ports

For security reasons, unused ports should be disabled. Active ports could be used to introduce
an external system into the plant. If all unused ports are disabled, the external system can only
be connected via an already used port.

— Re-open the properties of the XC208 (— Switch_1 — Properties)

— Go to the port configuration. (— System — Ports — Configuration)

|§. Properties ||"_L',Info ”ﬂ Diagnostics

J General ” 10 tags || System constants ” Texts |
- System A .
i > Configuration
Configuration
b General
b Load&Save Port: |PD.‘I |v|
D B Status: |enab|ed |v|
SMIP Client
» DHCF L Port name: | |
b SHMP : Mode Type: |Aut0 negotiation |v|
» System Time =in Megotiation: |enabled |
R ke I [ Flow ctrl. Type
Button :
Syslog Client Flow Ctrl.: |d|sab|ed |
~ Ports Port Type: | Switch-Port VLAN Hybrid [+]
Overview
¥ Fault Monitoring

— Disable port 4 (— Port: P0.4 — Status: disabled)

|§. Properties ||"_L',Info ”ﬂ Diagnostics

J General ” 10 tags || System constants ” Texts |
- Systemn A~ .
i > Configuration
Configuration
¥ General
b Load&Save Port: |PD.4 |v|
D B | AL disabled ﬂ
SMIP Client
» DHCF L Fort name: | |
b SHMP : Mode Type: |Aut0 negotiation |v|
» System Time =n Megotiation: |enab|ed |
e ket I [ ] Flow ctrl. Type
Button :
Syslog Client Flow Ctrl.: |d|sab|ed |
« Ports Port Type: |5witch—Por‘t WLAN Hybrid |v|
Overview
Configuration
¥ Fault Monitoring

— Repeat the step for ports 5 through 7.
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7.7 Assignment to the CPU 1516F

— Assign the SCALANCE XC208 to the CPU 1516F (— Not assigned —
CPU_1516F.PROFINET interface_1)

|§Topologyview ||ﬁﬂ-h Network view ||[|'f Device view |

% Metwork 1§ Connections |HuI connection [-] &=L x =
[#]
CPU1516F Switch_1
CFU 1516F-3 PM_.. SCALANCE XC208
——
MSH&U 10 controller

CPUT516F.PROFINET interface_1

L v | | =

[<[ | [>][100% ¢ —%— @

— Assign the PROFINET device name to the SCALANCE XC208 (— right-click on XC208 —

Assign device name)

CPU1516F Switch_1
CPU 1516F-3 PN... SCALAMCE XC208
[l Device configuration
Change device
CFU1516F
}{ Cut Ctrl+x
CPU1516F PROFINET 10-5___ - 5= Copy ctrl+C
:3 Faste Ctri+v
%W Delete Del
Rename F2

& Go to topologyview

Compile ]
Download to device b
ﬁ' Go online Ctrl+K
m‘ﬂ Go offline Ctrl+m
14| Online & diagnostics Ctrl+D

Update and display forced operands
Show catalog Ctrl+5hift+C
g Properties Alt+Enter
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— Select the suitable interfaces in the new dialog and click "Update list" (— Type of the PG/PC

interface —» PG/PC interface — Update list)

Assign PROFINET device name. %

Configured PROFINET device

PROFINET device name: | switch_1 [+]

Device type:  [SCALANCE xC208 |

Online access
Type ofthe PGIPC interface: |_LPNI'|E |'|

PGIFC interface: [l Intel(R) FRO/1000 MT Desktop Adapter [+] @

F;‘ Device filter

[ Only show devices of the same type

[} Onlyshow devices with bad parameter settings

[ only show devices without names

Accessible devices in the network:

IP address MAC address Device PROFINET device name Status

1 =

Flash LED

<] m [2]
! Update list | | Assign name |

— Select the SCALANCE XC208 and assign the device name to it
(— SCALANCE XC200 — Assigh name)

Accessible devices in the network:

IF address MAC address Device PROFINET device name Status
0.00.0 208756802B-AE SCALANC.. — I Mo device name assigned
[ |Flash LED
<] I 2]
Update list | | Assign name ]

Online status information:

o Search completed. 1 of 2 devices were found.

<] [ [>]

Close
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— The successful assignment of the device name is signaled with a corresponding message.

Afterwards, close the window. (— Status: OK — Close)

‘Assign PROFINET device name. X

Configured PROFINET device

PROFINET device name:

switch_1 | v|

Device type: [ SCALANCE XC208 |

Online access

Type ofthe PGIPC interface: |—LPNI'|E |'|
PGIFC interface: [Wll Intel(R) PRO/1000 MT Desktop Adapter [~ ®
Device filter

E Only show devices of the same type
[ only show devices with bad parameter settings

["] Only show devices without names

Accessible devices in the network:

IP address MAC address Device PROFINET device name Status
0.0.0.0 20-87-56-80-2B-AE  SCALANC... switch_1 0 0K
|
D Flash LED
L<] i 2]
Update list | | Assign name |

Online status information:
(i) Search completed. 1 of 2 devices were found.
a The PROFINET device name “switch_1" was successfullyassigned to MAC address "20-87-56-80-2B-AE".

<] Il 2]

Close
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7.8 Compiling and loading the CPU 1516F-3 PN/DP
— Select the CPU 1516F-3 PN/DP in the device overview and compile the configuration. (—
=l
CPU_1516F — )

L)

— Then, download the compiled configuration to the device. (— CPU_1516F —

T4 Siemens - C:\00_TIA_Portal\142-100_Industrial_Ethernet_with_XC2081142-100_Industrial_Ethernet_with_XC208

Froject Edit View Insert Online Options Tools Window Help Totally Integrated Automation
Gf [ saveproject & M = (2 X D 5 ME R & Goonline 4¥ Gooffine  gp M I8 3 | || [Scarchinproject> | § PORTAL
With_XC208 » Devices & networks
Devices ‘E Topology view Hﬁﬂ-h Network view @ Device view ‘ Options 2|
o = i =
& mx Network| $§ Connections [HM connection [=]: B 89 B OF 1 = =l
2
- ‘ Catalog 5
~ ] 142-100_Industrial_Ethernet_with_X... B
. il
B Add new device (COIT) 8
CPU1S16F Switch_1 Mrier [ [ [uff][E
y &
+ T CPTS16F [CPU 157673 PRIDRY CPU 1516F-3 PN___ SCALANCE XC208 + [ Controllers ]
» [l Switch_1 [SCALANCE XC208] » [ Hw ||
+ [ Ungrouped devices e —— ] » [mircsystems wl
» 5§ security settings - “ » [ Drives &starters o
» [4# common data u » [ Network compenents E
» [5]) Documentation settings i » (i@ Detecting & Monitoring E
» [ Languages & resources » [ Distributed 110 g
» [ Online access » [ Powersupplyand distribu 9
» [ Card Reader/USE memory » [l Field devices =1
» [ Other field devices =4
@
a
=
@
-
<] w 100% = 5 . (]
-
‘ﬁ Properties ‘l:i.‘.lnfo Hﬂ Diagnostics ‘ g
s
< H ] \ > General || Cross-references H Compile ‘ E
v [Details view |84 ][@][ show sl messages [~ ||
! Message Goto |? Date
= (] 'SPEED_MOTOR' was loaded successfully 6128120
= “MAGAZINE_PLASTIC' was loaded successfull 6128120
ot
[} "MOTOR_AUTO' was loaded successfully. 6i28120.
(] *MOTOR_SPEEDCONTROL' was loaded successfully. 6128120. O
"MOTOR SPEEDMONITORING' was loaded successfully. 6(28/20... |~
< il > > | Information
Portal vie 3 ovenview shy Devices &ne... L0
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7.9 Establishing an online connection to the CPU 1516F-3 PN/DP

— After successful downloading the configuration, establish an online connection to the CPU.

(> CPU_1516F — & Geenline)

T4 Siemens - C:\00_TIA_Portal\142-100_Industrial_Fthernet_with_XC208\142-100_Industrial_Ethernet_with_XC208

Froject Edit View Insert Online Options Tools Window Help .
o Totally Integrated Automation
5 (N saveproject S M 5 @ X D@ 5 M EH [ & Goonline i¥ Gooffline gz MM B 2 - ' []| [<carchinproject= | PORTAL
Devices ‘; Topology view HEEB Network view @ Device view ‘ Options 23|
e = [ =
) T T e— EEEEY E EE
2
v ‘ Catalog E
* | ] 142-100_Industrial_Ethemet_wit.. [ @ @. E]
- “Search 5
B Add ne ot
e cpuister Switch 1 @rrer (26 [ |8
CPU 1516F-3 PN__| SCALANCE XC208 G
» ([ CPUI516F [CPU1516F-3 PNI.. [ @ ¥ Ll Controllers =
» [ Switch_1 [SCALANCE XC208] EE | |
+ i3 Ungrouped devices e — ] » @ Pesystems )
» Eg securitysettings — ‘ » (g Drives & starters [
+ [ common data u » [ Network compenents E
» [5]) Documentation settings "] (@ Detecting & Monitoring =
- g
» [ Language: & reources » [ Distributed 0 3
» g Online access » [ Powersupplyand distribu 9
=
» [ Card Reader/USE memory b a el drr=s =
» [ Other field devices 5
=
a
=
a
-
[ <] w 100% i s el 1| L
=
‘§ Properties ‘l:i.‘.lnfo Hﬂ Diagnostics ‘ s
El
< H i | > General " Cross-references H Compile ‘ E'
~ [ Details view G)[2 @] showaimerage: [ ||
1 Message Goto |? Date
- (] *Main' was loaded successfully. 6i28i20.
= [] Loading completed (errors: 0; warnings: D). 6128120
@  The project 142-100_industrial_Ethemnet_with_XC208 was saved successfully. 6128120
@' connected to CPUIST6F, via address IP=192.168.0.1. sizaizo... =] & o B
<] il » |Information
4 Portal view ] Oveniiew fy Devices &ne.__ Ce U1516F, via address IP...

— Neither device should signal an error and both should have a v dedicated online
connection to the XC208 is not necessary, because the CPU in its role as 10 controller knows

the status of the device.

7.10 Configuration of the topology

— Switch to the  "Topology view" tab under  "Devices &  networks".

(_>|; Topology view | )

|E Topology view ||Eﬁh Network view |||]T Device view |

s

CPU1516F Switch_1
CPU 1516F-3 PN_.. SCALANCE XC208
CPU1516

| v | | =
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— On the right side, open the gray "Topological data" bar and go to the "Topology comparison"

tab (— Topological data — Topology comparison)

|§ Topology view ||EE!, Network view ||[|'f Device view |
nAKE © = [
e —-
A
=
CPU1516F Switch_1 e
CFU 1516F-3 PN__. SCALANCE XC208
CPU1516F =
4
L]
M
<] w 100% [ —%— =

|E Topology view ||5En Network view ||T]f Device view ‘

SCEEY

Topology overview ” Topology comparison ‘

bl
[u]>]

¥ Device i port slot Partner station Partner device Partner interface | Partn... -
CPU1516F Switch_1 ~ S71500/ET200MP station_1 A
CPU 1516F-3 PN... SCALANCE XC208 p * CPU1S16F 1
* PROFINETinterface_1 1x1
Port_1 1X1P1 Any ... |2
ERU TS5 L Port.2 1x1P2 Any.. |
E ~ PROFINETinterface_2 1x%2
> Port_1 1X2P1 Any ... —
It v SCALANCE XC-200
* Switch_1 0
~ SCALANCE interface_1  0XI1
Port_1 0xi1
Port_2 0X12
Port_3 0X13
Port_4 0X14
<[] R el || ]
|; Topology view "ﬁE! Network view "—l]f Device view ‘

Topology overview Topology comparison ‘

=
m Compare offlinelonline ﬂﬁ Advanced compare ¥ s —'SI‘J

Name FROFINET device name IF address Fort Inte... Partn.. | Partner|...
CPU1516F Switch_1 iv S71500/ET200MF station_1
CPU 1516F-3 PN... SCALANCE XC208 CPU1516F cpul5iéiprofinetinterf.. 192.168.0.1 Port_1
CPU1516F cpul5iéfprofinetinterf.. 192.168.0.1 Port_2
CPU1516F cpul5iéfprofinetinterf.. 192.168.1.1 Port_1
ZEE % |~ SCALANCE xc-200
[f Switch_1 switch_1 192.168.0250 Port_1
L Switch_1 switch_1 192.168.0250 Port_2
ik Switch_1 switch_1 192.168.0.250 Port_3
Switch_1 switch_1 192.168.0.250 Port_4
Switch_1 switch_1 192.168.0.250 Port_5
Switch_1 switch_1 192.168.0.250 Port_6
Switch_1 switch_1 192.168.0.250 Port_7
Switch_1 switch_1 192.168.0.250 Port_8
<[u] 100% - —%— ' <] [ >
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— Now start a comparison of the offline topology with the online topology

QE Cormpare offlinelonline

(- )
| Topology overview || Topology comparison
88 compare offlinelonline| % Advanced compare ¥ &3
Mame P Compare offineionline ROFINET device name IF address Fort  Inte.. Fartn.
* S71500/ET200MP station_1
CPU1516F cpul5i6fprofinetinterf.. 192.168.0.1 Port_1
CPU1516F cpul5i6fprofinetinterf.. 192.168.0.1 Port_2
CPU1516F cpul5i6fprofinetinterf.. 192.168.1.1 Port_1
4 * SCALANCE XC-200
B Switch_1 switch_1 192.168.0250 Port_1
3 Switch_1 switch_1 192.168.0.250 Port_2
Switch_1 switch_1 192.168.0.250 Port_3
Switch_1 switch_1 192.168.0.250 Port_4

— Confirm the assigning of temporary IP addresses. (— OK)

Online & diagnostics (0236:000001)

I Temporary IP addresses will be assigned.
= Do you want to continue?

Connections of communication modules that only use the ISO transport
protocel could be interrupted.

To continue without temporary IP address assignment, deactivate this
setting under Options = Settings = Hardware configuration = Topeology
oVETview.

[:] Do not show this message again.

QK ; | Cancel

Note:

— This can lead to interrupted connections.

— After a successful comparison, the table should then be filled with additional data.

& Topology view  |gh, Network view | I Device view
Topology averview Topology comparison
@ Compare otfinecnine @8 Advanced compare & K

PROIOAT Gevce name ¥ acsies Fon e Pann. Permer @ adares Parername Partner PROFIET device . Sttt Action O FRONMET Gevicename @ Badtesi P @ 1 9 P © Feme®a. @ Paner FEONNET dev

)
a1 ret O e IS I6prokentiot. - 19216801 for1 PomY 1921680330 swach.t
o "2 PuISI6fprotnetinted 192 160

U816t profinet mtert . 1921

™
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— Apply the complete online topology in your project.

(— right-click in the "Action" column — Apply — Apply all)

ame

— Execute the actions by clicking "Synchronize" (—

Partner PROFINET device ..

o

() Moaction

[

Status | Action

Mo

@& PROFIMET device name @ |P address

cpul5i6fprofinetinterf.. 192.168.0.1
------- r“"i Ul Sl Ef nrnfinat int 192_1 68_0_1
Change IZ‘

192.168.0.250
192.168.0.250
192.168.0.250
F2 192.168.0.250

R

m

Apply » Use
Reset ] Applyall

Show catalog  Ctrl+Shift+C 192.168.0.250

deskton-dremOdm

)

L

Port 1
Port 2

Port 1
Port 2
Port 3
Fort 4
Port 5
Fort &
Port 7
Fort &

L

& P

Port 1

Port 1

Fort 1

@ Partner|lPa... @& Pi
192.168.0.250 switc
192.168.0.1 cpul

192.168.0.99 desk

Name

~ 571500/ET200MP station_1
CPU1516F
CPU1S16F
CPU1516F

¥ SCALANCE XC-200
Switch_1
Switch_1
Switch_1

Switch_1

Switch_1

%

Topology overview Topology comparison |
& compare offlinelonline| @4 Advanced compare # £
} synchronize -

PROFINET device nam.

cpul516fprofinet interf.

cpul516fprofinet interf..

cpul516fprofinetinterf

switch_1
switch_1
switch_1
switch_1
switch_1

uuuuuuuuu Port  Inte.. Partn.. Fartner IF addres Partner name
192.168.0.1 Port_1
192.168.0.1 Port_2
192.168.1.1 Port_1
192.168.0.250 Port_1
192.168.0.250  Port_2
192.168.0.250  Port_3
192.168.0.250  Port 4
192.168.0.250  Port.5

Confirm the disconnection of the online connections. (— Yes)

Download port connections to the PG/PC. (0230:001001)

Do you want to separate the online connection to all devices?

To download the port connections to the PGIPC, you will have to separate
the enline connection to all devices.

E Yes ! | No |

Partner PROFINET device ..

Status Action @ PROFI

o

() cpulsie
cpulsis
Not assic

o

O Apply switch_1
switch_1
switch_1
switch_1
switch_1

— Zoom out of the table with the topological data so that you have a clear view of the topology

view.

o |
e

e

CPU1516F
CPU 1516F-3 PN...

Switch_1
SCALANCE XC208

CPU1516F

sce-142-100-industrial-ethernet-xc208

-en-r1906.docx

bl

Topology overview Topology comparison

o Topology view |, Ne:

[2]

EIE Compare offlinefonline ﬁ Advanced compare ¥ s Byl

MName PROFINET device name
~ 571500/[ET200MP station_1
CPU1516F cpulsisfprofinet interf.
CPU1516F cpul5iéf.profinetinterf.
CPU1516F cpul516fprofinet interf.
SCALANCE XC-200
: Switch_1 switch_1
= Switch_1 switch_1
4 Switch_1 | switch_1
J Switch_1 switch_1
Switch_1 switch_1
Switch 1 switch 1
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IP address

192.168.0.1
192.168.0.1
192.168.1.1

192.168.0.250
192.168.0.250
192.168.0.250
192.168.0.250
192.168.0.250
192 168 0 750

Fart

Port_1
Port_2
Port_1

Port_1
Port_2
Port_3
Pori_4
Port_5
Part &

Inte...

Fartn.. Partner IF addres

Port_1 192.168.0.250

Port_1 192.168.0.1
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7.11 Compiling and loading the CPU 1516F-3 PN/DP
— Select the CPU 1516F-3 PN/DP in the device overview and compile the configuration. (—
=1
CPU_1516F — )

— Next, download the compiled configuration to the device.

(— CPU_1516F — [l])

142-100_Industrial_Ethernet_with_XC208

Froject Edit View Insert Online Options Tools Window Help

i R seveproie & M % X D cée 500G B G coonine ¥ cooriine | 4o B 3¢ ] |

Download to device
Project tree m 4

Totally Integrated Automation
PORTAL

Devices Topology view Network view Device view Options B
pology p
gk T =
[&§ O (O = Topology comp: n - m| E
&8 Compare offlinelonline| * v | Catalog H
~ ] 142-100_Industrial_Ethernet_with... E]
= <Searchs
B Add new device i : FROFI... @ g
B Devices & networks CPUIS16F Switch_1 ~ 571500/ET200MP station_1 (A& riter [ [7] g
CPU 1516F-3 PN_.. SCALANCE XC208 CPU1S16F cpuls + [ Controllers e
[ Device configuration QAR cpuls » [ Hw ||
) Online & diagnostics | | CPU1516F cpuls... » [l PCsystems %]
» [ Program blocks « |7 SCALANCE XC200 » [ Drives &starters [=
» [ Technology objects n Switch_1 switch. » [ network components s
» [@ External source files " Switch_1 switch » [ Detecting & Monitoring ;
» [ PLCtags » [ Distributed 110 S
» [ PLC data types Switch_1 switch + [ Power supplyand distribu P
B 51 i 5
» [ Watch and force tables witch_1 witch » [ Field devices
» [ Online backups fw‘lthﬂ switch + [ Otherfield devices =
» [ Traces Switch_1 switch. ]
» i Device proxydata Switch_1 switch. 3
4 Pragram info Natin project |
= e e <[] 100% - [<m] (]
=
PLC alerm text itz | Properties  |%}Info [ Diagnostics | =
» [l Local modules |
<] [ ] General " Cross-references H Compile ‘ ®
a

~ [Details view G )| —
|| Module

1| Message Goto |2 Date
Connection to CPU1516F terminated. 6i28i20.

e
@  Connected to CPUIS16F, via address IP~192.168.0.1 6128120

I} Device configuration

: Offiinelonline comparison completed successfully. Result is saved in additional files 6128120
%] online & diag; =]
kS Connection to CPU1516F terminated. 6128120...
g Program blocks <] i (]
[ Technology objects [~[<] i [>] |> |Information
4 Portal view =3 overview 5 Devices &ne... v Connect
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7.12 Checking the current topology state

— Establish an online connection to the CPU 1516F-3 PN/DP. (—» CPU_1516F —>)

142-100_Industrial_Ethernet_with_XC208 » Devices & networks

|E Topology view ||EE!, Network view ||H'f Device view
HEE B g
=
CPU1516F Switch_1 =
CPU 1516F-3 PH__. SCALANCE XC208 K
=]
w
g
CPU1S16F f-;:
<] m (3] [100% =] —%- &
Note:

— The connection between CPU and XC208 should be shown in green in the topology view and

thus as error-free.

— Move the connection between the S7 controller and the switch to port 2 of the XC208 and

observe the changes in the topology view.

142-100_Industrial_Ethernet_with_XC208 » Devices & networks

|E Topology view ||EE-!, Network view ||H'f Device view

| B
CPU1516F = Switch_1 5
CPU 1516F-3 PH... SCALANCE XC208 E
L=l
@,
8
CPU1516F f-;:

<] [100% <] —% (|

Note:

— Both devices should now signal an error, and the connection between the CPU and XC208

should be shown in red and thus as faulty.
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7.13 Evaluating the diagnostics buffer of the CPU 1516F-3 PN/DP

— Open the diagnostics buffer of the CPU_1516F. (— Double-click — e Diagnostics buffer)

142-100_Industrial_Ethernet_with_XC208 » Devices & networks

|E Topology view ||EE-!, Network view ||H'f Device view

CPU1516F = Switch_1 o
CPU 1516F-3 PN... SCALAMCE XC208 kS
S

8

o

CPU1516F 5

I3

L] [100% F oo @

142-100_Industrial_Ethernet_with_XC208 » CPU1516F [CPU 1516F-3 PN/DP]

Online access [ . R
 Eis Diagnostics buffer E
General Events
Diagnostic status
Diagnostics buffer [& Display CPU Time Stamps in PGIPC local time
Cycle time
Mermnory Mo.  Dateand time Event |
Display 1 6/28/2019 4:31:00.571 PM  Error on partner - No neighbor could be detected v =4
} PROFINETinterface[1] | 2 6i28i2019 4:31:00.569 FM | Error on partner -Virong partner port Mt (=
b PROFINET interface[32] H 3 6/28/2019 4:30:59.194 PM  Diagnostics available and is being processed =
b Frmsiens ! 4 6/28/2019 4:30:59.194 PM  Error on partner - No neighbor could be detected o [
il 5 6i28/2019 4:30:59.179 PM  Diagnostics available and is being processed Ect
3 6i28/2019 4:30:59.177 PM 10 device failure - (pending faults indicated) =
7 6i28/2019 4:30:54.312 FM 10 device failure - Link down on all 10 controller ports =t
8 6i28/2019 4:30:54.312 FM 10 device failure -Watchdog time expired =
E] 6/28/2019 4:30:52.809 FM 10 device failure - Watchdog time expired At
Details on event -
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— Select the incoming event that indicates the partner error. (— Error on partner)

Events

[ Display CPU Time Stamps in PGIPC local time

MNo.  Date and time Event

1 6/28(2019 4:31:00.571 FM  Error on partner - No neighbor could be detected =
2 6/282019 4:31:00.569 FM  Error on partner -Wrong partner port Gt

3 6/28i2019 4:30:59.194 PM  Diagnostics available and is being processed v i

4 6I2Bi2019 4:30:59.194 PM | Error on partner - Mo neighbor could be detected {9 |

5 6/28i2019 4:30:59.179 FM  Diagnostics available and is being processed Bt

6 6/28i2019 4:30:59.177 PM 10 device failure - (pending faults indicated) =

7 6/28i2019 4:30:54.312 PM 10 device failure - Link down on all 1O controller ports M=t

8 6/28/2019 4:30:54.312 PM |0 device failure - Watchdog time expired =t

g 6/28/2019 4:30:52.809 PM |0 device failure - Watchdog time expired o ey

Freeze display

Details on event

Details on event: of 529 Event|D: |16& 06:4040 |

Module: | switch_1 [ switch_1.Port_1 |

Rackislot: [Rack0/Slot0X1PI1R |

Description: |Error: Error on partner - No neighbor could be detected -~
Switch_1 i Switch_1.Port_1

~
Help an event: |The port cabling or configuration is inconsistent: ~
Description: You have configured a port interconnection but no partner was detected at the port.
Possible causes: A non-PNIO-compliant device is connected to this port. The port interconnection
is configured but there is no device connected or the partner device is switched off or the cable is
defective.
Solution: Adapt the configuration or the interconnection.
~
Flant designation: | | Lecation 1D: | |
Incemingloutgoing: |Incoming event | Event type: |Error |
| Openin editor | | SEVE 85...

Note:

— The CPU is now able to report information about the current topology from the perspective of
the CPU and the switch.
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7.14 End of topology discovery

The topology discovery uses the Link Layer Discovery Protocol (LLDP) to determine the
connections between the different nodes. By deactivating LLDP on individual ports, this discovery
can be restricted, e.g. in order to limit topology discovery to individual parts of the system. But
security can also be a reason to restrict the protocol. An attacker is also able to determine the
exact topology with LLDP and thus identify critical points.

— Move the connection between the S7 and the XC208 to port 3 of the XC208
— Open the properties of the XC208 (— Switch_1 — Properties)

— Go to the LLDP settings (— Layer 2 — LLDP)

|§ Properties ||"i.LInfo ||ﬂ Diagnostics

JGeneraI || 10 tags || System constants || Texts |

System
- Layer2

-

LLDP

MmE

Configuration

b Quos I Setting Copy to Table

Rate Control All ports Mo Change | = || Copy to Table

VLAN
Private VLAN
Provider Bridge

T =W T &7

- v v w

Mirrering
Dynamic MAC Aging
Ring Redundancy

LR

Spanning Tree

Loop Detection

Link Aggregation
DCP Forwarding
P Unicast ‘I m

— Scroll down to the table with the port settings

|§Properties ||"_i.'.lnfo ”ﬂ Diagnostics |

J General || 10 tags || System constants || Texts |

Private WLAN

Provider Bridge

v v v

Mirrering
Dynamic MAC Aging Port  Setting

Ring Redundancy @

Spanning Tree .P0_2 Rx & Tx

P03 Rx&Tx

P04 Rx&Tx lEl
PO5 Rx&Tx

PD.6 Rx&Tx

P07 PRx&Tx

POB Rx&Tx

* v

Loop Detection

Link Aggregation

T = T =l

DCP Forwarding
LLDP

Unicast

* v

Multicast

Broadcast

[ TN =
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— Disable LLDP for port 3 (— P0.3: -)

Port | Setting
P01  Rx&Tx
P02 Rx&Tx
P03 :
.
P04 Rx& T
P05 Rx&Tx
P06 Rx&Tx
P07 Rx&Tx
POB Rx&Tx

4=|
— Download the changes to the CPU. (— CPU_1516F — ol II‘I)

— Now open the topology comparison again.

(— Devices & networks — Topology view — Topological data — Topology comparison)

I8 Siemens - C:\00_TIA_Portal\142-100_Industrial_Ethernet_with_XC208\142-100_Industrial_Ethernet_with_XC208

Project Edit  View Intert Online Options Tools Window Help
(3 [Y B save project ) X Oredr GMEBER F coonline F coofiiine  go AW 2! o 1 AL
142-100_Industrial_Ethernet_with_XC208 » Devices & networks
Devices ‘; Topology view Hﬁﬂ-h Network view ‘m'f Device view ‘ Options [22]
2 w =
'} 2 i 5 | [ Topology overview | Topology i ] Ofe
=
& Compare offlinelonlin| @ Advanced compare# &3 & v | Catalog H
~ 7 142-100_Industrisl_Fthemet_with X__ E S
B Name PROFINET device name  IP ... [ii] g
[ o e CPUT516F Switch_1 ~ 571500/ET200MP station_1 M Fiter [=al= [=] o
D e (e b R CPU 1516F-3 PN... SCALANCEXC20 crUTSISE cpuisitprofinetintert.. 19.. | 1 [ig Contrallers 2
¥ T3l Switch_ 1 [SCALANCE XC208] CFU1516F cpul5iéfprofinetinterf.. 19, » [EHM ||
L CPU1516F cpul5i6fprofinetinterf.. 19, » [ FCsystems i
» Bg Securitysettings ‘. ¥ SCALANCE XC-200 » [ Drives & starters =
» [g# Common data - Switch_1 switch_1 19, + [ Network components H
» [5]) Documentation settings L Switch_1 suiteh_1 19 + [ Detecting & Monitoring E
. ]
» [ Languages & resources Uk » (@ Distributed 110 S
» [ig Online access Switch_1 19. » (1§ Power supplyand distribu 9
» [ Card Reader/USE memary Switch_1 Uk » [ Field devices =
Switch_1 19 » [ Otherfield devices =
Switch_1 19 3
)
Switch_1 switch_1 3
~ HNotin project | |
<[] v & <] ] ]
=
‘g. Properties ‘l"_i.‘.lnfo Hﬂ Diagnostics 5
Fl
<] w |[»]| General || Cross-references H Compile ‘ B
@
~ | Details view @m\shnwau messages [=] | |
dule
1 Message Gotw |? Date
Hardware configuration was loaded successfully. 5128120.
(] CPU1516F started 6(28(20.
The software has not been loaded, because itis up-to-date 612820 =
Loading completed (errors: 0; wamings: 0). 6(28/20...
— 9comp ° = I T — )
<] [0 5| |* |Information
Portal vie =3 overview oy Devices &ne... L
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il
— Update the topology comparison. (— )

|§ Topology view ||EEU Network view ||[|1‘ Device view
| Topology overview || Topology comparison |
88 compare offlinelonline| % Advanced compare ¥ (5L
—p Update
Marme FROFIMET device narme IF address Fort Inte. Fartn.. Partner IF addres
* S71500/ET200MP station_1
= CPU1S16F cpulsiafprofinetinterf.. 192.168.0.1 Port_1 — Pori_1 192.168.0.250
W CPU1516F cpulsiafprofinetinterf.. 122.168.0.1 Port_2
. CPU1S16F cpulsiafprofinetinterf.. 192.168.1.1 Part_1
= * SCALANCE XC-200
Switch_1 switch_1 192.168.0250 Port_.1 — Port_1 192.168.0.1
Switch_1 switch_1 192.168.0.250 Port_2
switch_1 switch_1 192.168.0.250 Port_3

— Confirm the assigning of temporary IP addresses. (— OK)

Online & diagnostics (0236:000007T)

I Temporary IP addresses will be assigned.
= Do you want to continue?

Connections of communication modules that only use the ISO transport
protocel could be interrupted.

To continue without temporary IP address assignment, deactivate this
setting under Options = Settings = Hardware configuration = Topology
OVEMVIEW.

D Do not show this message again.

E DK ” Cancel |

— No partner should be found on either the switch or the CPU.

|5"’ Topology view ||5Eh Network view ”—[h’ Device view

_| Topology overview || Topology comparison |

] Compare offlinglenline ﬁ Advanced compare ¥ [5 LY

JFINET device .. Status Action @ PROFINET device name @ IP address @ P @ |.|® P_ @ PartneriPa.. @ Partner PROFINET dev..
5 =]
[ ) cpulsiéfprofinetinterf.. 192.168.0.1 Fort 1
cpul5iéfprofinetinterf.. 192.168.0.1 Port 2
— Notassigned =
4
I rofinetinterf... [ ] switch_1 192.168.0.250 Port 1
: switch_1 192.168.0.250 Port 2
[+] " switch_1 [+] 1921680250 Pore3
switch_1 192.168.0.250 Port 4
switch_1 192.168.0.250 Port 5
switch_1 192.168.0.250 Port6
switch_1 192.168.0.250 Port 7
No action ;wm‘c.h_: : 1921680250 Port8 Port1 192.168.0.99 desktop-4cemOdm
I []
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7.15 End of detection of accessible devices

In addition to topology discovery, there is also the option to interrupt the detection of accessible
devices. Accessible devices in PROFINET are determined via the "Discovery and Configuration
Protocol* (DCP). The switch is adjustable so that DCP packets are not forwarded to the

configured ports. Incoming packets will still be accepted.
— Open the properties of the XC208. (— Switch_1 — Properties)

— Go to the DCP settings. (— Layer 2 — DCP Forwarding)

|§.Properties ||"i.'.|nfo ||ﬂDiagnos‘tics |

J General || 10 tags || System constants || Texts |

b System

* Layer2

DCP Forwarding

Configuration

b QoS ] Setting Copy to Table

Rate Control All ports Mo Change |~ || Copy to Table

WLAN
Private VLAN
Provider Bridge

r v v v

Mirroring
Dynamic MAC Aging
Ring Redundancy

i
T =l T =t

* v

Spanning Tree

Loop Detection
Link Aggregation

DCP Forwarding

LLDF

¥ Unicast .

— Scroll down to the table with the port settings

|_Ci‘, Properties ||"_iJ.Info ||ﬂ Diagnostics |
J General || 10 tags ” System constants ” Texts |
b System _ lz‘
« Layer2
Cenfiguration
» QoS =
Rate Control .
Port | Setting
» VLAN
- P0.1 Forward :
¥ Private WVLAN -
- . L P0.2 Forward
¥ Provider Bridge |
b Mirrori — |\ P0O.3 Forward E
irrorin =
o .g MAC A m FO.4 Forward
amic in o
,}rn Aging H P0.5 Forward
¥ Ring Redundancy
b < - P0.6 Forward
anning Tree
=P 9 - P0O.7 Forward
Loop Detection
. . = | PO.8  Forward
Link Aggregation
DCP Forwarding
LLDF
b Unicast 2
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— Disable DCP forwarding for port 3 (— P0.3: Block)

Port | Setting
P0O.1 Forward
PO.2 Forward
_PO.3 Black :
PO.4 Forward
PO.5 Forward
PO.6 Forward
PO.7 Forward
PO.8 Forward

4=|
— Download the changes to the CPU. (— CPU_1516F — ol II‘I)

— Open the "Accessible devices" dialog. (—

a2

mens - C:\00_TIA_Portal\142-100_Industrial_Ethernet_with_XC208\142-100_Industrial_Ethernet with_XC208

Project Edit View Insert Online Options Tools Window Help

Devices

F (3 saveproject & X = Tm X 2 MG B[R F coonline F Gooffine  fz [M B 2 | 1]

142-100_Industrial_Ethernet_with_XC208 » Devices & {iatrlll el

B

~ _] 142-100_Industrial_Ethernet_with_X...
i device

|, Devices & networks

+ [ CPUT516F [CPU 1516F-3 PN/DP]

» [l Switch_1 [SCALANCE XC208]

» /i ungrouped devices

CPU1S16F
CPU 1516F-3 PN...|

Switch_1
SCALANCE XC208

CPU1516F

¥ nework| L Connections wow [ @

TAL
‘; Topology view Hﬁg-,, Network view @ Device view ‘ Options 52}
m =
= =15
v ‘ Catalog 5
BN e r—
CE e Err—
5
[

» [ Controllers
» (5 Hm

» [ PCsystems
» [ Drives &
» [[§ Network components

» [ Detecting & Monitering

» [[§ Distributed /0

» (8 Power supplyand distribu
» (g Field devices

» (1§ Other field devices

starters

%m%

» 5§ securitysettings ]
» [g§ common data H
» [5]] Documentation settings i
» [F Languages & resources
» [igj Online access
» [ Card Reader/USB memary
(<[ 100% = —y— @
‘g Properties ‘l"_i.‘.lnfo Hﬂ Diagnostics
< H [ \ > General || Cross-references H Compile iJl
- | Details view @m\showa\l messages \'|
1 Message Goto |? Date
= ) Hardware configuration was loaded successfully. 6128120.
= ) CPUTST6F started 6128120,
[i] The software has not been loaded, because itis up-to-date. 6(28(20.
| Loading completed (errors: 0; warnings: 0). 6128/20...
<] [ >
Portal vie 3 Overview by Devices &ne... L
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— Start the search for accessible devices. (—>

Accessible devices %

Type of the PGIPC interface: |_LPNI'|E |'|
PGIPC interface: |m Intel (R} FRO/M1000 MT Desktop Adapter | e | @

Accessible nodes of the selected interface:

Device Device type Interface type Address MAC address
switch_1 SCALANCE XC208  PMIIE 192.168.0.250 20-87-56-80-2B-AE

I =

[|Flash LED

Startsearch

Online status infarmation: [:]Displayonlyerror Messages
0 Scan completed. 1 devices found.
scan and information retrieval completed.

2 Retrieving device information...

N mEER

r Show 1 | Cancel

— The CPU no longer appears in the list of accessible devices.
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7.16 Activation of media redundancy

— Move the connection between the S7 controller and the XC208 back to port 1 of the XC208

— Open the properties of the XC208. (— Switch_1 — Properties)

Properties =

|§Properties ||"i.'.|nfo ||ﬂDiagnostics |

J General || 10 tags || System constants || Texts |

» oot -
c enera

PROFIMNET interface [X1] =

Management

-

Module parameters Name: |Switch_1 |

System

Author: |5chu|ung |

Comment: ~

]

b Layer2
b Layer3
]

T ¥ T

Security

Cataloo infnmation i

— Go to the "Ring Redundancy" item in the "Layer 2" menu. (— Layer 2 — Ring Redundancy)

Properties =

|§.Properties ||"i.'.|nfo ||ﬂDiagnos‘tics |

J General || 10 tags || System constants || Texts |

b System

-~
- Layer2 Ring Redundancy E

Cenfiguration
» QoS

Rate Control
b VLAN
b Private VLAN
¥ Provider Bridge

> Ring

T vl | «a

[¥) Ring Redundancy

Ring redundancy mode: | Automatic Redundancy Detection |v |

» Mirroring Ring ports: |F'D.l |v|

Dynamic MAC Aging |P0.2 [-]
| B Ring Redundancy [ ] observer

b Spanning Tree

. b
| ann Netectian Cimin Al el

— Set the ring redundancy mode to MRP Auto-Manager.

— Set the ring ports to P0.1 and P0.2.

[w Ring Redundancy

Ring redundancy mode: QRN GEE-TEL[ n

Ring ports: | FO.1 |‘F|
| P02 [+]
| | Observer
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— Now open the properties of the X1 interface in the CPU_1516F.

(— CPU_1516F — Device configuration — X1 — Properties)

Properties =

|_C3,Pmperties ||"_iJ.Info ”ﬂ Diagnostics |

J General || 10 tags ” System constants ” Texts |
General I E
Fparameters Ethernet addresses =

Interface networked with

Time synchronization
Operating mode Subnet: | PMNIIE_1 |*|
» Advanced options

T

Web server access

— Under "Advanced options”, switch to "Media redundancy": (— Advanced options — Media

redundancy)
Properties =
|_C3,Pmperties ||"_iJ.Info ”ﬂ Diagnostics |
J General || 10 tags ” System constants ” Texts |
General I .
Fpsrameters Media redundancy

Ethernet addresses

Time synchronization WRP domain | mrpdomain-1 |"|
Operating mode

m Media redundancy role: | Mot device in the ring |v|

+ Advanced options 1
Interface options | Ring port 1: |PROFIr-!ETin:Er:an:E_' [X1]\Port_1 [X1 P1R] |v|
IMedia redundancy : Ring port 2: |PROFIr-!ETin:Er:an:E_' [X1]\Port_2 [¥1 P2 R] |v|

b Real time settings Diagnostics interrupts
b Port [X1 P1R] |
} Port[X1 P2 R]

Web serveraccess

Domain settings |

— Set the media redundancy role to client. (— Media redundancy role: Client)
MRP domain | mrpdomain-1 |'-'|
Media redundancyrole:
T, |
— Then download the changes in the CPU_1516F. (— CPU_1516F — - )
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7.17 Checking the ring status

~» Connecttothe CPU. (- CPU_1516F — & Goonline)

— Open the online diagnostics of the XC208. (— Switch_1 — Online & diagnostics)

T4 Siemens - C:\00_TIA_Portal\142-100_Industrial_Ethernet_with_XC208\142-100_Industrial_Ethernet_with_XC208
Project Edit View Insert Online Options Tools Window Help

Cf [ [ saveproject 51 Y =

Devices

£ =+ Online access. B
General
~ Diagnostics B
General Module
Diagnostic status.
» PROFINETinterface [x1]
b Functions

_ Totally Integrated Automation
g X s 5N B R F coonline §¥ Gooffine g2 I IR % - [[]| [<carchinproject= | PORTAL

* | ] 142-100_Industrial_Ethemet_wit.. [ @
B ~dd new device
i Devices & networks
» [0 CPUI516F [CPU1516F-3 PNI.. [ @
~ [ Switch_1 [SCALANCE XC208]
[ Device configuration
4/ Online & diagnostics :
Tl switch_1 [sCALANCE xc208] B
» [k Ungrouped denices
» 5§ security settings
» (4§ common dats
» [5]] Documentation settings
» (i@ Languages & resources
» [ Online access Module information
» (i Card Reader/USB memory

51003 auuQ =

| scaLANcE xc208

| 6GKs 208-0BADD-2AC2

Firmware

Firmware expansion: [-—-

T
saueIq E” syse] kil

<] [} e

» | Details view |§. Properties H‘j.‘.lnfu UHE Diagnostics ‘

4 Portal view o CPUTS16F | &/ online a dia... 3
=

— Go to the diagnostics of the MRP domain.

(— Diagnostics - PROFINET interface [X1] - Domain - MRP domain)

Online access

» »  MRP domain

w Diagnostics
General MRP domain
Diagnostic status

~ PROFINET interface [X1] I
10 controller E

MRP domain MRP role MRF ring status Ring port 1 Ring port 2
mrpdomain-1 Manager (autc) Open Port 1 (R4S0/X1 P1R} Port 2 (R450iX1 P2R)

» Ethernetaddress
Ports
Communication diagnostics
PFROFINET IO diagnestics
 Domain

] B

» Functions

Note:
— The MRP ring status should be described as open, because the redundant line is not yet

inserted.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
sce-142-100-industrial-ethernet-xc208-en-r1906.docx



Learn-/Training Document | TIA Portal Module 142-100, Edition 09/2019 | Digital Industries, FA

— Now connect port P2 of the XC208 to port X1P2R on the CPU 1516F-3 PN/DP.

CPU 1516F

— Check the MRP ring status again in the online diagnostics.

142-100_Industrial_Ethernet_with_XC208 » Switch_1 [SCALANCE XC208]

Online access

» »  MRP domain

w Diagnosfics

General MRP domain
Diagnostic status

~ PROFINETinterface [X1] Instance | MRP dornain MRP role MRP ring status | Ring port 1 | Ring port 2 |
10 controller 1 in-1 {auto) i Closed Port 1 (R450iX1 F1R} Port 2 (R-50iX1 P2R)

} Ethernetaddress
Ports
Communication d\ﬂgﬂﬂit\[i
PROFINET IO diagnestics
* Domain
WRP domain [<] i Ir>
» Functions

Note:

— The MRP ring status should now be described as closed.
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7.18 Diagnostics of the ring status in the web interface

— Open the web interface of the XC208 (— https://192.168.0.250)

— Go to the redundancy information (— Information — Redundancy)

Il SCALANCE XC208 WEB Manager X = =+ - B X
& C A Notsecure | hips//192.168.0.250 3 -
= -
SIEMENS
192.168.0.250/SCALANCE XC208 01/01/2000 00:53:37%
Welcome admin | §panning Tree
Logout B2
S o i e st 1
~Information
beElEETE Spanning Tree Mode: -
»Versions Instance ID:[~ v |
ClEL Bridge Priority: 0
Gl R Bridge Address: 00-00-00-00-00-00
»Log Table Root Priority: 0
»Faults Root Address: 00-00-00-00-00-00
»Redundancy Root Cost: 0
» Ethernet
Statistics
rUnicast
» Multicast Port Role State Oper. Version Priority Path Cost Edge Type PP Ty
»LLDP 1 4
»Routing
»DHCP Server
» Diagnostics
» SNMP -

— Go to the Ring Redundancy tab (— Ring Redundancy)

Ring Redundancy
- B

Spning ] o s Sy

Redundancy Function: MRP Auto-Manager
RM Status: Passive
Observer Status: -
Ring Port 1: P01
Ring Port 2: P0.2
Mo. of Changes to RM Active State: 2
Max. Delay of RM Test Packets[ms]: 3

Reset Counters

Note:
— The ring status is output here under RM Status. Since the ring is closed, the ring manager

behaves passively.
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— Open the ring by disconnecting one of the two connections between S7 and XC208.
— Update the display in the web page. (— Update)

Ring Redundancy
a VIS

S o v Sy S

Redundancy Function: MRP Auto-Manager
RM Status: Active
Observer Status: -
Ring Port 1: P01
Ring Port 2: PD.2
No. of Changes to RM Active State: 3
Max. Delay of RM Test Packets[ms]: 4

Reset Counters

Note:
— The status then changes to active because the ring manager became active and has

activated its redundant port.
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7.19 Archiving the project

— Finally, the complete project is to be archived. Select the "Archive ..." command in the

"Project"” menu. Enter a target path in the following dialog and archive the project. (— Project

— Archive — Destination path ... — Archive)

&, Siemens - C:\00_TIA_Portal\142-100_Industrial_Ethernet_with_XC208\142-100_Industrial_Ethernet_with_XC208
Project |Edit View Insert Online Options Tools Window Help

[3f New... ')g('lg:-:ﬂ'm[nE,.@'Gnnnlmeﬁ,‘(ioofﬂme&,}[E[E}(J:l_u earch
H (% Open... Ctrl+0 - - - . - -
Migrate project...
Close Ctrlew |; Topology view ||ﬁEt| Network vie
H save cerl+s : : =
Save as... Ctrl+Shift+5 I:
~
Delete project... ctrl+E E

Archive...

Retrieve...

Multiuser 4
Open project fram Teamcenter...
5 Card Reader/USE memory ]

MMermory card file 4
T v Reil0

Start basic integrity check

a Print... Crrl+P
& Print preview...

C:..1142-100_Industrial_Ethernet_with_xC...

Exit Alt+F4

» @ Card Reader/lUSB memory
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7.20 Checklist — step-by-step instructions

The following checklist helps students/trainees to independently check whether all steps of the
step-by-step instructions have been carefully completed and enables them to successfully

complete the module on their own.

1 Project successfully retrieved from archive

2 SCALANCE XC208 added

3 IP address successfully set

4 Web management login and password changed

5 Basic configuration completed (HTTPS, SNMP, Ports, etc.)

6 CPU_1516F assigned to XC208 as |10 controller

7 CPU_1516F compiled and downloaded

8 Insecure HTTP access no longer possible

9 Link via ports 4 to 7 no longer possible

11 Topology synchronized

12 CPU_1516F compiled and downloaded again

13 Online connection to CPU_1516F established

14 CPU connected to port 1 of XC208: Topology view error-free

15 CPU connected to port 2 of XC208: Errors in topology view

16 Diagnostics buffer of the CPU_1516F evaluated

17 LLDP on port 3 deactivated

18 Configuration successfully downloaded to CPU_1516F

19 Topology discovery with CPU connected to port 3 is no longer
noceihle

20 DCP on port 3 deactivated

21 Configuration successfully downloaded to CPU_1516F

22 CPU connected to port 3 no longer visible as accessible device

23 CPU reconnected to correct port on XC208

24 Ring redundancy at switch_1 set to MRP Auto-Manager

25 CPU_1516F configured as client in the MRP ring

26 Configuration successfully downloaded to CPU_1516F

27 Ring interrupted: MRP ring status open

28 Ring closed: MRP ring status closed

29 Project successfully archived
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Exercise

Task — Exercise

The changed cabling is to be applied to the topology of the current project. This allows errors in
the cabling of the PROFINET bus to be diagnosed better and faster.

Also, the topology discovery and the detection of accessible devices on port 3 of the switch will
be activated and tested again in order to be able to comfortably expand the system on this port in

the future.

For security reasons, port 3 should be deactivated until it is ultimately used.

Planning

In the next step, plan the implementation of the task on your own.

Checklist — Exercise

The following checklist helps students/trainees to independently check whether all steps of the
exercise have been carefully completed and enables them to successfully complete the module

on their own.

No. Description Checked

New inserted connection configured in the topology view

LLDP for port 3 enabled again

DCP enabled for port 3 again

Port 3 deactivated

Configuration was compiled without error message

Configuration downloaded to CPU_1516F without error message

Devices show no group error

Group error when connection to P2 at Switch_1 is disconnected

O |l | N || 0|~ WIN]|[PF

Project successfully archived
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9 Additional information

More information for further practice and consolidation is available as orientation, for example:
Getting Started, videos, tutorials, apps, manuals, programming guidelines and trial software /
firmware, under the following link:

siemens.de/sce/s7-1500

Preview "Additional information™ — In preparation
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Further Information

Siemens Automation Cooperates with Education
siemens.com/sce

SCE Learn-/Training Documents
siemens.com/sce/documents

SCE Trainer Packages
siemens.com/sceltp

SCE Contact Partners
siemens.com/sce/contact

Digital Enterprise
siemens.com/digital-enterprise

Industrie 4.0
siemens.com/future-of-manufacturing

Totally Integrated Automation (TIA)
siemens.com/tia

TIA Portal
siemens.com/tia-portal

SIMATIC Controller
siemens.com/controller

SIMATIC Technical Documentation
siemens.com/simatic-docu

Industry Online Support
support.industry.siemens.com

Product catalogue and online ordering system Industry Mall
mall.industry.siemens.com

Siemens

Digital Industries, FA
P.O. Box 4848
90026 Nuremberg
Germany
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