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Matching SCE trainer packages for this Learn-/Training Document

SIMATIC ET 200SP Distributed 10
SIMATIC ET 200SP Digital PROFINET
Order no.: 6ES7155-6AU00-0ABO
SIMATIC ET 200SP Digital with input module ENERGY METER PN
Order no.: 6ES7155-6AU00-0AB1
SIMATIC ET 200SP Digital with communication module IO-LINK MASTER V1.1 PN
Order no.: 6ES7155-6AU00-0AB2
SIMATIC ET 200SP Digital with communication module CM AS-i MASTER ST PN
Order no.: 6ES7155-6AU00-0AB3
SIMATIC ET 200SP Safety expansion module
Order no.: 6ES7136-6BA00-0AB1

SIMATIC controllers
SIMATIC ET 200SP Open Controller CPU 1515SP PC2 F with WinCC RT Advanced 512 PTs

Order no.: 6ES7677-2SB42-4AB1

SIMATIC ET 200SP Distributed Controller CPU 1512SP F-1 PN Safety
Order no.: 6ES7512-1SK00-4AB2

SIMATIC CPU 1516F PN/DP Safety with software

Order no.: 6ES7516-3FN00-4AB2

SIMATIC STEP 7 Software for Training
SIMATIC STEP 7 Professional V15.1 - Single license
Order no.: 6ES7822-1AA05-4YA5

»  SIMATIC STEP 7 Professional (V15.1) - Classroom license for 6 users
Order no.: 6ES7822-1BA05-4YA5

»  SIMATIC STEP 7 Professional (V15.1) - Upgrade license for 6 users
Order no.: 6ES7822-1AA05-4YES

+  SIMATIC STEP 7 Professional V15.1 - Student license for 20 users
Order no.: 6ES7822-1AC05-4YA5

Note:

— The SIMATIC STEP 7 Safety software for TIA Portal as of V15.1 is included in all the above-named "SIMATIC
STEP 7 Software for Training" Trainer Packages.

Please note that these trainer packages are replaced with successor packages when necessary.
An overview of the currently available SCE packages is provided under: siemens.com/sce/tp
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Training courses
For regional Siemens SCE training courses, contact your regional SCE representative:
siemens.com/sce/contact

Additional information regarding SCE

siemens.com/sce

Information regarding use

The SCE Learn-/Training Document for the integrated automation solution Totally Integrated Automation
(T1A) was prepared for the program "Siemens Automation Cooperates with Education (SCE)" specifically
for training purposes for public educational and R&D institutions. Siemens does not guarantee the contents.

This document is only to be used for initial training on Siemens products/systems. This means it can be
copied in whole or in part and given to trainees/students for use within the scope of their training/course of
study. Disseminating or duplicating this document and sharing its content is permitted within public training
and advanced training facilities for training purposes or as part of a course of study.

Exceptions require written consent from Siemens. Send all related requests to
scesupportfinder.i-ia@siemens.com.

Offenders will be held liable. All rights including translation are reserved, particularly if a patent is granted
or a utility model or design is registered.

Use for industrial customer courses is expressly prohibited. We do not consent to commercial use of the
training documents.

We wish to thank the TU Dresden and the Michael Dziallas Engineering company and all other involved
persons for the support in the preparation of this SCE Learn-/Training Document.
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PROFIsafe and PROFINET with 10
controller CPU 1516F-3 PN/DP and IO
device ET 200SP

1 Objective

In this module, the reader will learn how to commission a safety-related application on PROFINET
(PROFIsafe). The module uses the CPU 1516F-3 PN/DP on PROFINET as 10 controller with an ET
200SP as 10 device to monitor the safety door on a sorting station. It also implements an EMERGENCY
STOP using the ET 200S.

The module shows the basic procedure using a simple example.

The SIMATIC S7 controllers listed in chapter 3 can be used.

This

Requirement

chapter builds on the chapter "Global data blocks for SIMATIC S7".

To implement this chapter, you can use the following project, for example:

"SCE_EN_032-600_Global_Data_Blocks...".

3 Hardware and software required

1

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved.

Engineering station: Hardware and operating system requirements apply
(for additional information, see Readme on the TIA Portal Installation DVDs)

SIMATIC STEP 7 Professional software in TIA Portal —as of V15.1

Software STEP 7 Safety as of Basic V15.1 — already included in all the "SIMATIC STEP 7 Software
for Training" Trainer Packages.

SIMATIC S7-1500 controller with F-CPU, e.g. CPU 1516F-3 PN/DP — as of firmware V2.0 with
memory card and 16DI/16DO
Note: The digital inputs should be fed out to a control panel.

ET 200SP with fail-safe input/output modules for PROFIsafe with:
— EMERGENCY STOP button, 2-channel

— Safety door with 2 channels
— Control of 2 main contactors of a load with feedback circuit
— Acknowledgment button

Ethernet connection between the engineering station and controller and between the controller and
ET 200SP

sce-072-100-safety-pn-cpu1516f-et200sp-r2101-en.docx
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2 SIMATIC STEP 7
Professional (TIA Portal)
as of V15.1

1 Engineering station

3 STEP 7 Safety
(TIA Portal) as of V15.1

6 Ethernet connection

UYL T T T Y
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4 SIMATIC S7-1500 controller

with F-CPU for PROFIsafe Control panel

6 Ethernet connection

5 ET 200SP with fail-safe input and output
modules for PROFIsafe with:
- EMERGENCY STOP button, 2-channel
- Safety door with 2 channels
- Control of 2 main contactors of a
load with feedback circuit
- Acknowledgment button
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Theory

For further details, see the manuals at

support.automation.siemens.com.

Objective of safety engineering

The objective of safety engineering is to keep potential hazards for both humans and the environment as
low as possible without restricting, more than necessary, the production, the use of machines or the
manufacture of specific products.

Through guidelines that have been internationally harmonized to some extent, persons and the
environment are to be protected equally in all countries. At the same time, unfair competition arising from
different safety requirements in international trade is to be avoided.

There are different concepts and requirements for ensuring safety in the various regions and countries of
the world. The legal concepts and the requirements governing proof of adequate safety (when and how
proof must be provided) are also different. The same applies to the allocation of responsibilities. For
example, in the EU, there are requirements placed on both the manufacturer and the plant operator,
which are set out by directives, laws and standards.

On the other hand, in the US there are different requirements depending on the region or even the locale.
However, throughout the USA there is a basic principle that an employer must guarantee a safe place of
work. As a result of product liability laws, a manufacturer can be made liable for damage caused by its
product.

The important thing for machine manufacturers and constructors is that the laws and regulations in the
country where the machine or plant is being operated always apply. For instance, the control system of
a machine that is to be used in the EU must fulfill the EU requirements even if the machine manufacturer
is headquartered in the US.

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 8
sce-072-100-safety-pn-cpu1516f-et200sp-r2101-en.docx


http://support.automation.siemens.com/

Learn-/Training Document | TIA Portal Module 072-100, Edition 02/2021 | Digital Industries, FA

4.2 Safety concept of SIMATIC Safety Integrated in the TIA Portal

The SIMATIC Safety Integrated fail-safe system is available in the TIA Portal for implementing safety
concepts in the area of machine and operator protection.

4.2.1 Principle of the safety functions in SIMATIC Safety Integrated

The functional safety is achieved primarily through safety functions in the software.

If a dangerous event occurs, safety functions are executed in order to bring the system to a safe state or
to keep it in a safe state.

The safety functions are mainly contained within the following components:

— Safety-related user program of the F-CPU (z. B.: 1516F-3 PN/DP)

— Fail-safe inputs and outputs of the F-10 (e.g.: ET 200SP).

The F-10 ensures the safe processing of information from the field, such as information from
— Sensors: EMERGENCY STORP buttons, safety doors, light barriers

— Actuators: Motor control, valve blocks

The user only programs the user safety function.

In the event of a fault, if the F-system can no longer execute its actual user safety function, it executes
the fault reaction function, for example, the associated outputs are disabled.

4.2.2 Safety program

You create a safety program in the program editor. You program fail-safe FBs and FCs in the FBD or
LAD programming language with the instructions from the option package and create fail-safe DBs.

When you compile the safety program, safety checks are automatically performed and additional fail-safe
blocks for fault detection and fault reaction are incorporated. This ensures that failures and faults are
detected, and appropriate reactions are triggered to maintain the F-system in a safe state or bring it to a
safe state.

Besides the safety program, a standard user program can also be run in the F-CPU. The co-existence of
the standard program and safety program in an F-CPU is possible because the safety-related data of the
safety program is protected from unwanted interference by data of the standard user program.

Data exchange between the safety program and the standard user program in the F-CPU is possible
using bit memory and data of a standard DB and by accessing the process image input and output.

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 9
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4.2.3 Program structure of safety program in the TIA Portal

Explanation Screen

~ [ PLC_1_safety[CPU 1516F-3 PN/DP]

1. "Safety Administration" editor N oG e

Y. Online & diaonostics

— Status of safety program m

— Collective F-signature ~ kg Progrem blocks
‘;‘ Add new block
— Safety mode status | Main [0B1]
@ DataSync [DB2]
— Creating/organizing F-runtime groups X FOB_1 [0B123]
L Main_Safety [FB1]
— Information on the F-blocks @ Main_safery DB [DB1]
* o System blocks
— Information on F-compliant PLC data types » i Program rescurces
. . . . w . STEP 7 Safety
— Defining/changing access protection S F_Systeminto_D8 [0830001] 3
h RTG15ys Info [DB30000]
2. User-created F-blocks v . F40 data blocks

i FOD000_4{8F-DIDC24V._1 [DB30006]

J§ FO0006_4F-DODC24VI2A_1 [DB30007)

Jil FODO11_F-DIBx24VDCHF_1 [DB30008]

4§ FO0017_F-DQ4:x24VDCI2APNHF_1 [DB30009]

3. System-generated F-runtime group blocks

— Blocks contain status information about the

. »| - Compiler blocks
F-runtime group. » [ Technology objects 5
» k@ External source files
4. System-generated F-1O data blocks » L5 PLC tags
« 2 PLC data types
— Blocks contain tags for evaluation of the F- " Add new data type
modules. S8 F_SYSINFO
B FayType
¥ [52 Watch and ferce tables
5. "Compiler blocks" - System-generated P2 reces

verification blocks

— These run in the background of the
controller and ensure the safety-related
execution of the safety program.

— These blocks cannot be manipulated by the
user.

4.2.4 Achievable safety requirements

F-systems with SIMATIC Safety Integrated can meet the following safety requirements:
— Safety class (Safety Integrity Level) SIL3 according to IEC 61508:2010
— Performance Level (PL) e and Category 4 according to ISO 13849-1:2015 or EN ISO 13849-1:2015

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 10
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4.3 STEP 7 Safety software (TIA Portal) as of V15.1
The software package, which is included in all "SIMATIC STEP 7 Software for Training" Trainer
Packages, contains all the functions and blocks required to create the F-program.
The F-program with the safety functions is interconnected in F-FBD or F-LAD or with special function
blocks from the F-library. Use of F-FBD or F-LAD simplifies the configuring and programming of the
system as well as its acceptance thanks to uniform display for all systems. Programmers can fully
concentrate on configuring of the safety-related application without having to use additional tools.

4.3.1 Safety concept
The safety functions of the S7-1500 F-CPUs are contained in the F-program of the CPU and in the fail-
safe signal modules. The fail-safe modules can be used in the ET 200 distributed 10 systems.
The fail-safe signal modules monitor output and input signals through discrepancy analyses and test
signal injections.
The CPU checks the proper operation of the controller through regular self-tests, command tests and
logical and chronological program flow monitoring. In addition, the 10 is checked through retrieval of
signs-of-life.
If a fault is diagnosed in the system, the system is brought to a safe state.
An F-Runtime license is not required to operate the S7-1500 F-CPUs.
Besides the fail-safe modules, standard modules can also be used.
This makes it possible to establish a fully integrated control system for a system where safety-related and
standard areas co-exist.
The entire system is configured and programmed with the same standard tools.

4.3.2 Programming
The S7-1500 F-CPUs are programmed in the same manner as other SIMATIC S7 systems. The user
program for non-fail-safe parts of the system is created with the proven programming tools of STEP 7
Professional (TIA Portal) as of V15.1.
The software package "STEP 7 Safety as of V15.1" is essential for programming the safety-related
programs. It contains all the elements that are needed for engineering.
The programming for the S7-1500 F-CPUs is done with the STEP 7 F-LAD or F-FBD language. Examples
of safety functions that can be implemented here are:
— User-programmable, safe linking of sensors with actuators
— Selective safe shutdown of actuators
The scope of functions with regard to operations and data types is restricted here.
A safety-related, password-protected program is generated through a specific compilation setting.
Besides the fail-safe program, a standard program can also run in parallel on a CPU (coexistence) with
no restrictions.

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 11
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An additional component of this software package is the F-library with off-the-shelf, programming
examples for safety-related functions approved by the technical inspectorate. These programming

examples can be adapted by the user; however, the changes must then be newly certified.

4.4 SIMATIC S7-1500 automation system with F-CPU
The SIMATIC S7-1500 automation system is a modular control system for the medium and high-
performance range. A comprehensive range of modules is available for optimal adaptation to the
automation task with fail-safe and non-fail-safe CPUs and modules.
Fail-safe F-CPUs for which safety-related user programs can be created are available for SIMATIC
S7-1500.
These F-CPUs support the safety-related PROFIsafe bus profile with PROFINET 10 and PROFIBUS for
communication between the safety program and the fail-safe modules of the F-10.
4.4.1 Example configuration of F-CPU
The following configuration of an S7-1500 automation system with F-CPU is used for the program
example in this document.
EEE “Emm
SIEMENS w: [ I
i|n [ |
| 5. |
| Sl [ ]
i|n |
B|n |
| B L |
[ LET | |
B|n |
| B L |
i|n [ ]
|0 [ ]
| B |
a|n |
il [ |
| n [ ]
: -+ I -
u | o I
@ Power module PM with input 120/230V AC, 50Hz / 60Hz, 190W and output
24\ DC/ 8A
@ Central processing unit F-CPU 1516F-3 PN/DP with integrated PROFIBUS and PROFINET
IO interfaces also for PROFIsafe
@ IO module 32x digital input DI 32x24V DC HF
@ IO module 32x digital output DQ 32x24V DC/0.5A HF
@ IO module 8x analog input Al 8xU/I/RTD/TC ST
@ IO module 4x analog output AQ 4xU/I ST
For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 12
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PROFIsafe bus profile with PROFINET 10

The safety-related bus profile of PROFINET 10 for communication between the safety program and the
fail-safe modules of the F-10 is called PROFIsafe.

Fail-safe modules

Fail-safe modules (F-modules) are designed with two channels internally. This means that the two
integrated processors monitor each other and automatically test the input or output connection.

In the event of a fault, fail-safe modules are put into the safe state.

The F-CPU communicates with the fail-safe modules via the safety-related PROFIsafe bus profile.

PROFIlsafe address

The PROFIsafe address serves to protect standard addressing mechanisms such as e.g. IP addresses.

The PROFIsafe address consists of the F-source address and F-destination address.

PROFIsafe monitoring time

The monitoring time for safety-related communication between the F-CPU and F-10, together with
additional measures, guarantees a maximum reaction time of the safety application.

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 13
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4.6 SIMATIC ET 200SP Distributed 10

SIMATIC ET 200SP is a modular distributed 10 system for connecting fail-safe and non-fail-safe process
signals to a central automation system such as SIMATIC S7-1500. Thanks to its comprehensive range of
modules, ET 200SP can be modularly expanded for optimal adaptation to the automation task.

Distributed 10 are often used when signals must be transferred over long distances and the wiring effort
for this is too great. Thus, the signals can be gathered locally and connected to a central controller via a
bus system. In the case of the ET 200SP system, devices can be connected via PROFINET or
PROFIBUS.

The ET 200SP distributed 10 is mounted on a standard mounting rail (7) and consists of an interface
module (1) with bus adapter (6), up to 32/64 10 modules (4) plugged onto BaseUnits (2), (3) and a
terminating server module (5).

B

]
1
it
Sl
tall
."'
i
ik

The distributed 10 provides inputs and outputs for the local process connection, which can be read and
written by the central module via a bus protocol. The 10 modules are queried and addressed in the S7
program in the normal way using input addresses (%l) and output addresses (%Q), respectively. It is
possible to mix fail-safe and non-fail-safe IO modules in an ET 200SP configuration.

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 14
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4.6.1 Range of modules

SIMATIC ET 200SP is a modular distributed 1O system and offers the following range of modules:
Interface modules with pluggable bus adapters

for connection of distributed IO to a central module.

Bus adapters enable users to use the connection system of their choice. Interface modules have their
own power supply, which is not coupled via the backplane bus.

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 15
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BaseUnits

as universal base modules for electrical and mechanical connection of IO modules.

They are available in a light version BU..D, which opens a new potential group over the backplane bus
for the power supply, and a dark version BU..B, which continues the potential group. Thus, at least one
light BaseUnit BU..D must be used in order to supply at least one potential group with voltage. The 10
modules are plugged onto the BaseUnits.

10 modules
for digital input (DI) / digital output (DQ) / analog input (Al) / analog output (AQ).
They are available in versions for 24V DC (1) and 400V AC (2).

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 16
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F-IO modules

For the connection of fail-safe signals, a digital input module F-DI 8x24VDC HF (1) and the digital output
modules F-DQ 4x24VDC/2A PM HF @ and F-RQ 1x24VDC/24.230VAC/5A @ among others, are
offered.

You can find further details on the F-IO modules in manuals at
support.automation.siemens.com.

Communication modules (CM)

For a point-to-point connection (PtP) (1) or for connection to the 10-Link (2) and AS-i (3) communication
systems.

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 17
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Server module
As termination for the ET 200SP system configuration.

It can be used as a holder for 3 standby fuses. It serves as a terminating resistor for the backplane bus
and is thus required.

4.6.2 Example configuration

The following configuration of an ET 200SP distributed 10 system is used for the program example in this
learning/training document.

H_ il

=
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Nl

®
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aalalelajeyelsls
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@ Interface module IM155-6PN HF with Bus Adapter BA 2xRJ45
@ IO module 4/8x fail-safe digital input F-DI 8x24V DC HF

@ IO module 4x fail-safe digital output F-DQ 4x24V DC/2A PM HF
@ IO module 8x digital input DI 8x24V DC HF

@ Server module

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 18
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4.7 Interface settings and reset for F-CPU and ET 200SP

4.7.1 Setting the IP address in the CPU

The IP address of the SIMATIC S7-1500 controller is set as follows.

— To do this, select the Totally Integrated Automation Portal, which is opened with a double-click.
(— TIA Portal V15.1)

n

TIA Portal
V151

— Select the — "Online & diagnostics" item and open the — "Project view".

78 Siemens

Totally Integrated Autol

Accessible devices

|| online& o
Diagnostics y

P Project view
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— In the project tree, select the network adapter that was set previously under — "Online access". When
you click — "Update accessible devices", you see the IP address (if already set) or the MAC address
(if the IP address has not yet been assigned) of the connected SIMATIC S7-1500. Select — "Online

& diagnostics".

Ji& Siemens

Project tree

Devices

i}

~ i Online access
1 Displayhide interfaces
] Eu COM [R5232/FFl multi-master cable]
» r_[| ComSet
- r_‘]] Intel(R) Ethernet Connection (4} 1219-LI
52 Update accessible devices
i Display mare information
- rfu cpu_1516fprofinetinterface_1 [192.168.0.1]
ﬂ Online & diagnostics
» g Program blocks
» [3 Technology objects
v [ PLC dats types
» [= oOnline card data

F

L]

L)
~

Project Edit View Insert Online Options Tools Window Help

3 (B saveproject Z M 25 5 X iz T M5 l;?r)# Goonlineﬂl}oofﬂine.éz‘gmm;x;:‘ﬂ .

gProperties |"i!.lnfo | %] Diagnostics

Totally Integrated Automation
PORTAL

—-Oox

o =

+ | Details view J General " Cross-references ” Compile ” Energy Suite |
@m‘ Show all messages [‘]

BT 1 Iessage Goto ? Date
0 Scanning for devices on interface Intel(R) Ethernet Connection (4) 1219-LMwas started. 414/20...
Q‘ Scanning for devices completed for interface Intel(R} Ethernet Connection (4} 1219-LM. Foun... 414/20...
< [} >
Porta 3 a Overview Bl

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved.

sce-072-100-safety-pn-cpu1516f-et200sp-r2101-en.docx

20



Learn-/Training Document | TIA Portal Module 072-100, Edition 02/2021 | Digital Industries, FA

— Under — "Functions”, you will find the — "Assign IP address" item. Enter the following IP address
and subnet mask, for example: — IP address: 192.168.0.1 — Subnet mask: 255.255.255.0. Click —
"Assign IP address", and this new address will be assigned to your SIMATIC S7-1500.

T8 Siemens —_OoxX
Project Edit View Insert Dnlme— Options  Tools Window Help Totally Integrated Automation
Gf (Y sovepoject S M 75 (B X Qe S MG W R § coonline ¥ cooffine : Sy MM 2 1" PORTAL
Devices wl
ot = = [=]
=3 =* | » Diagnostics ) =
i a = o Assign IP address =
¥ Functions i
= r;ﬂ Online access Z Assign IPaddress g
{ Displayhide interfaces N Settime Assign IP address to the device Iy
[ ; ¥ Firmware update
» Ll COM [R5232IPFI multi-master cable] L B 1 Devices cennected to an enterprise network or directly to the internet must be appropri =
» '"41 ComSet ] =519 ) H protected against unauthorized access, e.g. by use of firewalls and network segmentati |5
+ [ Intel(R) Ethernet Connection (4) 121900 1 Reset to factory seftings For more inférmannn ahﬁ.ut mm.!sirial se.curity, please visit ol
2 Update accessible devices = Format memory card hetp:lhwww.siemnens.comlindustrialsecuri %
2 = Save service data
i+ Display more information
- [l cpu_1516fprofinet interface_1 [182_ Il
% Online & diagnostics E - =
» [ Program blocks (== " 5
v [4 Technology objects F i 285 Bt S s D E'
v [ PLC data types
v ER Orie Gl o IPaddress: 192 . 168 .0 [ |
Subnetmask: 255 . 255 . 255 . O

» [H whiware Virtual Ethernet Adapter for Vi Tl
v [ Wihiware Virtual Ethernet Adapter for Wiin_ Tl
» [ siemens PLCSIM Virtual Ethernet Adapter Tl
» [R PLCSIM [PNIIE] b<l]
» [ use [s7usB] ]

] use router

Router address: 92

Assign P address
B r

s i = .
.: LR TeleSeNllce [Automatic protocol detection [l s ‘d
<] M ] |_;'| (<] i ] El < | I | ) Assign a device address to the module B
£ | Details view |g Properties ||"i.. Info Hﬂ Diagnostics |
J General H Cross-references ” Compile ” Energy Suite
@mlshow all messages |'1
Mame
1 Message Goto ? Date Time
I Scanning for devices on interface Intel{R) Ethernet Connection (4} 12194 Mwas started. 442019 11-. S
< [ (]

1 Sscanning f

| & online & dia... Jleted for int...

4 Portal view 2 Overview

Note:

The IP address of the SIMATIC S7-1500 can also be set via the display on the CPU, if this is enabled
in the hardware configuration.

— Ifthe assignment of the IP address was not successful, you receive a message in the — "Info" window
— "General" tab.

'8 Properties \"j;lnfo | %] Diagnostics
' General | Cross-references I Compile H Energy Suite |
|2 \L 2 Show all messages [=]
Message Go to ? Date Time
9 ¥ The IP address could not be assigned. ? 11i23i2017 1:33:48PM ad
Q The set command could not be executed. 11/23/12017 1:33:48 PM o—
- ~
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4.7.2 Formatting a memory card in the CPU

— If the IP address could not be assigned, the program data on the CPU must be deleted. This is done
in 2 steps: — "Format memory card" and — "Reset to factory settings".

— First, select the —» "Format memory card" function and click the — "Format" button.

T4, Siemens

Project Edit View Insert Online Options Tools Window Help
G Yy saveprojec 3 ¥ 32 B X iz 5\ MMM E R § coaniine ¥ cooffine o M MW ¢ 1] "

Totally Integrated Automation
POR

TAL

=}

Devices

é,? Update accessible devices
i+ Display more information

A ﬂi online &'d\'agnomcs

- E{. cpu_1516fprofinetinterface_1 [192....

<

» gl Program blocks

» [ Technology objects
v [ig PLC data types

» [ Online card dats

NEd

|
b [A vhiware Virtual Ethernet Adanter far Whin mﬁ

<] n ]

» Diagnostics
2 Format memory card
¥ Functions

Assign IP address

Format memory card

Save service data

~ i Online access [~ d
1 Displayhide interfaces T ochome
+ 8 COM[RS232/PFl multi-master cable] W ¥ Firmware update
v [ comset W = Assign PROFINET device na. Paddress:
~ [ Intel(R) Ethernet Connection (4) 12190 Tl Reset to factory settings r

192 .168..0 .1

PROFINET device name: |cpu71515{pmﬂnet interface_1

| Farmat |

p Format

5100 BUNUQ [

55|“.L@"H

sapeaqr] £ H

v | Details view

MName

G Properties |*_1.. Info

‘ %] Diagnostics

General || Cross-references ” Compile ” Energy Suite |

B[O ronaimesazs —— [7]

: Message
scanning for devices on interface Intel(R} Ethernet Connection (4} 1219-LMwas started.

Goto i Date

44/2019 3

<]

4 Portal view 5 Overview

— Confirm the prompt "Do you really want to format the memory card?" with — "Yes".

| &/ online & dia...

Do you really want to format the

~" The parame transferred succe...

= memory card?

Formatting a memory card is only permitted in STOP mode. Do

m you want to stop the CPU?

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved.
sce-072-100-safety-pn-cpu1516f-et200sp-r2101-en.docx

22



Learn-/Training Document | TIA Portal Module 072-100, Edition 02/2021 | Digital Industries, FA

4.7.3 Resetting the CPU to factory settings

— Before you can finally reset the CPU memory, you must wait until the formatting of the CPU is finished.
You must then select again — "Update accessible devices" and — "Online & diagnostics" of your
CPU. To reset the controller, select the — "Reset to factory settings" function and click — "Reset".

T8, Siemens _OxX
Project Edit View Insert Online Options Tools Wndow Help Totally Integrated Automation
i (Y H saveproiec & : GMEER F coonine Fcooiiine fp MM % J1]° PORTAL
Devices )
&5 » Diagnostics e i =
S ese actory settings %.
it ineerresy [~ Assign IP address g
L] & o
{ Displayhide interfaces e =@
v [ COM[RS232/PPI multi-master cable] % L R A |4
» [] Comset = Assign FROFINET device na Paddress: 192 . 168 .0 1 =
= [ Intel(R) Ethernet Connection (4) 1219-LM =] fesctiobulon settig i PROFINET device name: |cpu_1516fprofinetinterface_1 3
‘
57 Update accessible devices — (e R g %
5 Save service data 5
B+ Display more information | (@ Retain IP address | |
- [ s16fprofinetinterface_1 [192.168... - O Dslete 1P address |
% Online & diagnastics =
» [g@ Software units Reset 5
» gl Program blocks b Reset E'
» [ Technologyobjects
» [ PLctags - _
» [ PIC dats fumes ey =
<] I B E I T NEY b
» | Details view Q,Pmpel‘ties |‘_i.i|nfn ‘ I Diagnostics
General ” Cross-references ” Compile ” Energy Suite |
(€3]], ][] [Show all messages [~
Mame
1 Message Go to ? Date
Scanning for devices completed for interface Intel(R) Ethernet Connection (4} 1219-LA. Foun... 4i4{2019
< [ l

4 Portal view 3 Ovenview I | Online & dia.... i Scanning fo eted forint...

— Confirm the prompt "Do you really want to reset the module?" with — "Yes".

"Online & diagnnst'i'cs'{ﬁi‘l'1 :ﬂ-ﬁﬁﬂSEj

Do you really want to reset the module?

Resetting is only allowed in STOP
] mode. Do you want to stop the CPU?

| Yes | : Mo !
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4.7.4 Setting the IP address in the ET 200SP
The IP address of the ET 200SP is set as follows.

— Select the Totally Integrated Automation Portal and open it with a double-click. (— TIA Portal V15.1)

[

TIA Portal
¥15.1

— Select the — "Online & diagnostics" item and open the — "Project view".

TI& Siemens

Totally Integrated Auto

Accessible devices

I online & -
Diagnostics B Help

P Project view
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— In the project tree, select the network adapter that was set previously under — "Online access". When
you click — "Update accessible devices", you see the IP address (if already set) or the MAC address

(if the IP address has not yet been assigned) of the connected ET 200SP. Select — "Online &
diagnostics".

I8 Siemens -ox

Project Edit View |Insert Online Options Tools Window Help Totally Integrated Automation

3% [ | save project 3 HEx e 5 0E R # coonline ¥ cooffiine g M@ 2 H []°* PORTAL

Project tree

Devices

[
B

syse|

= I"'_m Online access
1 Displayihide interfaces
» El] COMI[RS232/PPI multi-master cable]
] iﬂ Com5et
- Eﬂ Intel(R) Ethernet Connection (4} 1219-Lii

sauesq) £

)

[

i}
g

Eh? Update accessible devices

ﬁ Display more information
3 r_?- cpu_1516fprofinet interface_1 [192.168...
- ﬁ Accessible device [28-63-36-42-82-16]
ﬂ Online & diagnostics :
4 Eu VMware Virtuz| Ethemet Adapter for VMnet1  Fll
» [ Vhware Virtual Ethernet Adapter for Vivinets il
» [ Siemens PLCSIMVirtual Ethemnet Adapter

» A PLCsIna IPNAE]

< L]
" — ‘g Properties H"_x.'. Info ” [%] Diagnostics
~ | Details view
J General ” Cross-references ” Compile ” Energy Suite ‘
@m‘ Show all messages l']
Name
IMessage Goto |7 Date
Scanning for devices completed for interface Intel(R) Ethermnet Connection {4} 1219-LM Foun... 4i4i2019 s
I

4 Portal view i Scanning ford completed for int...
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— Under — "Functions", you will find the — "Assign IP address" item. Enter the following IP address
and subnet mask, for example: — IP address: 192.168.0.2 — Subnet mask: 255.255.255.0. Click —
"Assign IP address", and this new address will be assigned to your ET 200SP.

JI& Siemens —_Ox
Project Edit View Insert Onhne— Options  Tools  Window  Help ) Totally Integrated Automation
Y saveproje: & M =2 B X e B MIGE B § coonline o coofiline - fz [ B ¥ /]| PORTAL

Devices B
) =¥ | = Diagnostics W ) l E
- Assign IP address =

General 125
~ [gg Online access :z e Functm‘m; g
1§ Displayihide interfaces Assign IP address Assign IP address to the device =
[ - Assign PROFINET device na...
4 _3] COM [R3232/FFI multi-master cable] 1% Reset 1o fotary setfings 1 Devices connected to an enterprise network or directly to the intemnet must be appr =
» [ comset | = - o i 9° H protected against unauthorized access, e.g. by use of firewalls and network segmer |5
= [} Intel(R) Ethernet Connection (4) (219-LI Bi’ For more information about industrial security, please visit &
Bz Update accessible devices hrtp vy siemens comiindustrialsec urity 3
i? 55 s @
i Display mare information
» [l cpu_1516fprofinet interface_1 [192.168. m
i E
C - &
m Accessible devices o
4 28 -63 -36 -42 -82 -16 | e de | A
- = ]
» [ vMware virtual Ethernet Adapter for Viinets [l - q
»+ [ siemens PLCSIMVirtual Ethernet Adapter . I B 102 180 = —
» R PICSIM IPRIE] m!_‘i Subnetmask: 255 . 255 . 255 E
<] il 1>
b | Details view [ use router
Routeraddress: 0O o 0
Assign IPaddress |
Home i device add h dul
| P Assign a device address to the module _E|
<] i [ 3 1 T (2]
‘g Properties ||"1-'- Info ” ) Diagnostics ‘

4 Portal view £ Ovenview I&' Online & dia.... i Scanning for de ompleted for int_..

— You receive feedback regarding the assignment of the IP address as a message in the — "Info"
window — "General" tab.

Q;Properties |"_L'.Info ||ﬂ Diagnostics |
J General || Cross-references || Compile || Energy Suite |
@m!showall MEessages |"i
! hiessage Go to ? Date
L Scanning for devices completed for interface Intel(R) Ethernet Connection (4) 1219-LM. Foun... 4/4i2019 5 |_—|
Q The parameters were transferred successfully. 4/4/2019 [ ]
<] il B

Note:

— If a communication connection already exists between the ET 200SP as device and a higher-level
controller as controller, the IP address cannot be changed.
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4.7.5 Reading out the firmware version of the ET 200SP

— Before you can read out the firmware version of the ET 200SP, you must again select — "Update
accessible devices" and — "Online & diagnostics" of your ET 200SP. In the menu item —
"Diagnostics" — "General", you can read out the short description, article number, hardware version
and firmware version.

“IIE! Siemens -Oox
Project Edit View Insert DnImEA Options  Tools Window Help Totally Integrated Automation
Cf i saveproject & X =22 X D BIEM B R F coonine F Gootfline o A 2 ] °* PORTAL
Project tree m 4
Devices o)
=} + Diegnostics HE]
. General =
General EE
i Do [a] ~ functions Module |z
Y Displayhide interfaces izgn Fardess @
» [ COMIRS2321PPI multimasser cable] = Assign PROFINET device na... Short de n [IM155-6 PN HF | L4
» [ comser m|‘ EesEticiiactan oG © [BES7 155-6AU00-0CNO | B
~ 1) Intel(R) Ethernet Connection (4) 1219-LM ol are [5 | =
@
ﬁ%? Update accessible devices S ‘V!.!.O | =
ft Display more information
» r:u cpu_1516fprofinetinterface_1 [192.168... : ‘ | E
x: % Accessible device [192.168.0.2] Lot
ﬂ Online & diagnostics Rac| 57“ E!-
» [ VMware Virtual Ethernet Adapter for Vidnetl il 7= n 57-‘ E
o |Bd] [ o
< i \@ 1 ————
hd | Details view d
Module information
\ J
Namne I |
Pla [ |
\ |
Manufacturer information
nption: | SIEMENS AG |
I w . ] |5 CHIB104282016 |
|g Properties ”*_i.l,lnfo ”ﬂ Diagnostics ‘
4 Portal view 3 Overview | &l online & dia._
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5 Task

In the following, a safety application is to be added to the project from chapter
"SCE_EN_032-600_Global_Data_Blocks".

The safety of the operators of a sorting station will be ensured by blocking access by a guard with safety
door. In addition, an EMERGENCY STOP will be incorporated that can be used to stop the station in an
emergency.

6 Planning
The signals for the safety engineering are connected to a distributed ET 200SP IO device, which is
assigned as a device to the CPU 1516F-3 PN/DP via PROFINET.
The safety program safely switches off all loads of the sorting station if:
— A safety door monitored by two contacts is opened or
— An EMERGENCY STOP connected via two channels is actuated.

After actuation of the EMERGENCY STOP or opening of the safety door, a local user acknowledgment
is necessary before the production operation can be restarted.

This is implemented by programming a fail-safe block with

e A safety door function,
e an EMERGENCY STOP function (safety circuit for shutdown when EMERGENCY STOP is
actuated and when safety door is opened),
o A feedback circuit (as a restart protection in case of a faulty load) and
e A user acknowledgment for the re-integration
and generating a safety program.

6.1 Connection of the F-modules

For the EMERGENCY STOP, a two-channel sensor is connected to the two inputs DIO and DI1 of the F-
module. The evaluation of the sensors must be set to 1002 (2v2) evaluation for this.

A cross circuit of the inputs is also checked through the internal sensor supply of the sensors from two
different sensor supplies.

VS,

DI,

VSy
DI
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For the safety door, two sensors are connected via 1 channel to DI1 and DI5 of the F-module. The
evaluation of the sensors must be set to 1001 (1v1) evaluation for this.

A cross circuit of the inputs is also checked through the internal sensor supply of the sensors from two
different sensor supplies.

VS

X

DI ¢

n

VSy C

DI

n+4

For control of the main contactors of the load, 2 relays are connected in parallel to the DQO of the F-
module. The feedback circuit of the main contactors is connected to a non-fail-safe input channel.

DQ-P, |
[ "]
DQ-M,
Note:

— You can find further information in the manuals for the ET 200SP and the fail-safe modules.
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6.2 Reference table

The following signals are required as global operands for this safety-related program expansion.

Identifier

Function

1200.0 | BOOL |-S10 EMERG_STOP Emergency stop 2-channel (F) NC

1200.1 | BOOL | -S11.1_DOOR_CONTACT 1 First door contact (F) NC

1200.5 | BOOL | -S11.2 DOOR _CONTACT 2 Second door contact (F) NC

120.1 | BOOL |-K20 FEEDBACK_LOOP Feedback loop NC
- - main load contactors

120.0 | BOOL | -S12_ACKNOWLEDGE Push-button acknowledge NO

12011 | BOOL | -S11.1_DOOR CONTACT 1 vs | value status (0==substitute value) |

- - - First door contact

12015 | BOOL | -511.2 DOOR CONTACT 2 vs | value status (0==substitute value) |
Second door contact

1210.0 | BOOL | -K20 LOAD_CONTACTOR Vs | Value status (0==substitute value) |
main load contactors

Q 210.0

Type Identifier

BOOL | -K20_LOAD_CONTACTOR

Function

Control main load contactors (F)

Legend for reference list

DI Digital Input DO
Al Analog Input AO
I Input Q
NC  Normally Closed F

NO Normally Open

Digital Output
Analog Output
Output

Failsafe Signal
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7  Structured step-by-step instructions

You can find instructions on how to perform planning below. If you already have a good understanding of
everything, it is enough to focus on the numbered steps. Otherwise, simply follow the steps of the
instructions illustrated below.

7.1 Retrieving an existing project

— Before we can extend the project "sce-032-600-global-data-blocks..." from chapter "sce-032-600-
global-data-blocks", we have to retrieve it. To retrieve an existing project, you must select the
respective archive from the Project view under — Project — Retrieve. Confirm your selection with
Open. (— Project —» Retrieve — selection of a .zap archive — Open)

Ji&, Siemens

Project |Edit View Insert Online Opftions

Wl
|3 New... b..
M 3 Open... Ctrl+0 I

Migrate project...

Delete project... Ctri+E &
Archive...
Multiuser »

¥ Card Reader/USE memory »

T vemorycard file 4

ClUsersimdelDo.1020-112_OPC UAS7-1500
C:WUsersimdelDo.. 1092 300_OPC UA S7-1500

Exit Alt+F4
|

— Next, the target directory in which the retrieved project is to be stored can be selected. Confirm your
selection with "OK". (— Target directory — OK)
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— Save the opened project under the name "072-100_SAFETY PN CPU1516F and ET200SP"
(— Project —» Save as ... —» 072-100_SAFETY PN CPU1516F and ET200SP — Save).

JIA Siemens - C:Wsersimde\Documents\Automation\032-600_Global_Data_Blocks\032-600_Global_Data_Blocks

Project [Edit VWiew Insert Online Options Tools Window Help Totally Integrated Automation
P

[3F ew.. s BIMEE R # coonline ¥ cooifine  §p MW x ]| * ORTAL
H ¥ Open... Ctrl+0
Migrate project... :
Close Crrl+w
Delete project... crE
Archive.. LI
4 E
Retrieve... &
Multiuser » s
o
T Card ReaderlUSB memory » &
| wernory card file »
Start basic integrity check
C:\Usersimd...\032-600_Global_Data_Blocks
CWsersimdelDo.\020-112_0OPC UA 57-1500
CWUsersimdelDo.1092 300_OPC UA 57-1500
Exit Alt+Fd

v | Details view

ngperties ||'Lil|nfn }J"ﬂ Diagnostics

4 Portal view < Fro al_Da

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 32

sce-072-100-safety-pn-cpu1516f-et200sp-r2101-en.docx



Learn-/Training Document | TIA Portal Module 072-100, Edition 02/2021 | Digital Industries, FA

7.2 Activating the safety setting for the CPU 1516F-3 PN/DP

— First, it should be checked whether the "Generate default fail-safe program” check box has been
selected under "STEP 7 Safety" in the "Options" menu. (— Options — Settings — STEP 7 Safety —

Generate default fail-safe program)

Jia Siemens - C:\Usersimde\Documents\Automation\072-100_SAFETY PN CPU1516F and ET200SP\072-100_SAFETY PN CPU1516F and ET200SP

Project Edit View Insert Online Options |Tools Window Help Totally Integrated Automation
PORT.

1V EEE - i ot 4 MR X [

Support packages

j 3 H save project & :

Project tree

5 Manage genersl station description files (GSD
Devices g=9 > P (Gso)
Start Automation License Manager

]
%] show reference text

syse ] il

L] Global libraries

¥ ] 072-100_SAFETY PN CPU1516F a
B Add new device
g Devices & networks

~ [[j§ CPUI516F [CPU 1516F-3 PN/DP]

JI¥ Device configuration

'] Online & diagnostics

gt Program blocks

[ Technolegy objects

4 Energy objects

External source files

r_?d FLCtags

[ig PLC data types

| Watch and force tables

(& Online backups

saneiqr] &

&= 5
g3 Traces

v rTrvwrvwrvw

(i, Device proxy data
B Program info
Ef PLC supervisions & alarms
5] PLCalarm text lists
» [ Local modules
+ i3 Ungrouped devices
» 5% Security settings
3 ';_' Common data "v

o

> | Details view : =& Properties |E.l Info y| % Diagnostics
4 Portal view { ed under C:\U

» General STEP 7 Saf
» Hardware configuration Biehy
¥ PLC programming General

» Sirnulation
» Online & diagnostics

[# Generate default fail-safe program

PLC alarms
¥ Visualization
kKeyboard shortcuts
b Password providers
Multiuser
External applications
Chx

T vl | &l

Note:

As a result of this setting, when a fail-safe CPU is used, the fail-safe support is enabled in the TIA
Portal and a safety program is automatically created. If a fail-safe CPU without safety functions is to
be used, the "Generate default fail-safe program” check box must be cleared before using the F-CPU.
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— Open the "Device configuration" of the "CPU 1516F-3 PN/DP". Double-click the CPU to select it, and
in the — "Properties" window, open menu — "Fail-safe" — "F-activation". There select — "Enable F-
activation". (— Enable F-activation)
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|E] PLC alarm text lists F-parameters || Fcapability activated g_
» [ Local modules » FROFINETinterface [X1] a

+ i Ungrouped devices

-
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» =g Security settings ¥ DPinterface [X3
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» |Details view )fm e
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— Now, "F-capability activated" is displayed and the subitem "® Safety Administration" appears in the
project tree.
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— In menu — "Fail-safe” — "F-parameters”, the ranges for the "F-addresses" and the "Default F-
monitoring time for central F-IO" are now set. (— Fail-safe — F-parameters — Low limit for F-
destination addresses: 1 — High limit for F-destination addresses: 99 — Central F-source address:
1 — Default F-monitoring time for central 10: 150 ms)
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Note:

— The safety-relevant "F-monitoring time" setting should be coordinated with the requirements from the
risk assessment of the plant. This also applies to the other safety-relevant settings in this document.
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— Go to the — "Protection & Security” menu and select — "Access level" — "Full access incl. fail-safe
(no protection)"”.
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Note:

— The "Full access incl. fail-safe (no protection)" setting has been selected here because a password
will be assigned later for the safety program and then only a password has to be assigned.
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7.3 Configuration of ET 200SP/IM 155-6PN HF

— Now open the network view. Find the correct interface module IM155-6PN HF from the hardware
catalog and insert it into the network view using drag-and-drop. (— Network view — Hardware catalog
— Distributed IO — ET 200SP — Interface module — PROFINET — IM155-6 PN HF — 6ES7 155-
6AU00-0CNO — Version: V3.3)
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— Assign the field device to the CPU 1516F by first clicking on the interface of the IM155-6PN HF in the
network view and then connecting it to the PROFINET interface (X1) of the CPU 1516F.
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To configure the IM155-6PN HF, first select the 10 device. In the — "General" tab in the —
"Properties" window, open the — "Ethernet addresses" menu — and set the IP address under — "IP
protocol". (— 10 device_1 — Properties — General — Ethernet addresses — IP protocol — IP
address: 192.168.0.2)
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— Click on the name — "IO-device 1" and change it to — "IO-Safety".
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This name is now also applied as the device name for the PROFINET communication.
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— In the — "Ethernet addresses” — menu, the "PROFINET device name" and the "Diagnostics
address”, which is automatically assigned for the diagnostics”, can be checked under —
"PROFINET". (— Ethernet addresses — PROFINET — PROFINET device name: io-safety —

Diagnostics address: 1)
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— Settings for the "lIO cycle" such as the "Update time" and 'Watchdog time" can also be set for the
device here. (— Advanced options — Real time settings — 10 cycle — Update time — 1,000 ms —
Watchdog time — 3,000 ms)
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Note:

— The watchdog time should always be significantly shorter than the F-monitoring time set beforehand.
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— To obtain an overview of the assigned addresses within a project, you can click the " =& " putton in
the "Network view". (— Network view — Display = addresses)
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— Change to the device view of the ET 200SP by double-clicking on the PROFINET device. (— 10-
Safety)
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Note:

— You can also open the device view of the various devices in the drop-down menu at the top left of the
device view.
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— Find the correct digital fail-safe input module with matching order number and version in the hardware
catalog. Insert the digital F-input module on slot 1. (— Hardware catalog — DI — F-DI 8x24VDC HF
— B6ES7 136-6BA00-0CAO0 — Version: V1.0)
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— The settings for the fail-safe input module "F-DI 8x24VDC HF" must still be made in the properties.
First, the 10 addresses are set to "Start address: 200". (— 10 addresses — Start address: 200).

..._.SAFETY PN CPU1516F and ET2005SP » Ungrouped devices » I0-Safety [IM 155-6 PN HF] -l EX
|E Topology view ||ﬁg'h Network view H—I]'f Device view ‘ Options [z
r . R = =i
##* [105afety [IM 1556 PN HF] iv!_,—;]_::_ ;Qi = i
v v W v Vv v v v | Catalog 5
| I | =
o ™
il I R = e |<Search> | ikl | i 9
; =
£ . A o
r E:Hter Profile: | <All= % £
= » i BusAdapter E‘ b=
» » mlnter‘face modules |
| ~mo ]|
» [ DI 8x24VDC BA o
» [ DI 8x24VDC 5T =
» [l DI 8x24VDC HF 2
(<[ m [>] [100% [~ » [ DI 8x24vDC HS s |
E . . . = = i 1
|§. Properties ||"_1.'. Info || %} Diagnostics | » [l DI 16:24VDC 5T |
C | 0. o o o » [l DI 8x24VDC SRC BA Ll
J enera || ags || ystem constants || exts | _| (7 DI S:04VACIBVUC BA _?
b General -~ =
: 1D ik roseos e » [H DI 4x120..230VAC 5T 2
Fotential group = » [ DI BXNAMUR HF &
» Module parameters Input addresses = = I"_E. F-DI 8x24VDC HF 4 ]
Fparameters = [ 6E57 136-6BA00-0CAD Ll
» Dl parameters | Start address: ‘200 .0| J‘tr" Do ’7‘ c
" o
i addresses End address: ‘205 7 | + | Information E
B - 13
| Organization block: | - Device: had 54
i Process image: ‘-— —
r =
- Output addresses
Start address: ‘200 .0| F-DI 8x24VDC HF
End address: ‘203 T |
L Article no.: 6ES7 136-6BA00-0CAD
QOrganization block: ‘—
Process image: | — [o] Vversion: |_\.f‘|07rz]
< m [ [)<] Il [

— For the general "F-parameters”, the "F-destination address" and the "Behavior after channel fault"
are entered (— F-parameters — F-destination address: 65534 — Behavior after channel fault:
Passivate channel).

|g Properties ||"_1.'. Info ||ﬂ Diagnostics |
J General || 10 tags || System constants || Texts |
b General [ |T
- F-parameters
Potential group =
» Module parameters
F-parameters [ ] Manual assignment of F-menitoring time
A L F-menitoring time: |150 ms |
IO addresses
Fsource address: |1 |
F-destination address: |65534 |
F-parameter signature (with
addresses): |30959 |
1 F-parameter signature (without
B addresses): |18133 |
i Behavior after channel fault: iPaszi*:ate channel |v__|
RICTorFA safety: Passivate the entire module
PROFIsafe mode: | V2 mode =1
PROFIsafe protocol version: | Loop-back extension (LP) [=]
["] Flio DB manual number assignment
FI0 DB-number: | 30000 |
F-iC DB-name: iFOOZDD_F-DIS:Q!-‘rVDCHF_‘I
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— Activate the "short-circuit test" for the "Sensor supplies" 0/1/4/5.

|§,P‘roperties ||"'_i.'.lnfo ||ﬂDiagnostics |

JGeneraI || 10 tags || System constants || Texts |

» General >  Sensorsupply 0 (o]
Potential group

» Module parameters

[#] shortcircuit test
F-parameters

i i
~ Dl parameters 1 Time for shortcircuit test: {42 ms |
- Sensorsupply 3 Startup time of sensor after
ircui s (42 ms
Sensor sup... shortcircuit test: |

Sensorsup...
Sensorsup... || > Sensorsupply 1

Sensorsup...

C e e . .
Sensorsup... EShon—clrculttest

Sensorsup...

Time for shortcircuit test: |4.2 m:l
Sensorsup...

Startup time of sensor after
shortcircuit test: | 4.2 ms

N B |

Sensorsup...

b Channel param...

1i0 addresses
* Sensorsupply 2

[ short<circuit test

Tirne for shortcircuit test: |4.2 ms

Startup time of sensor after
shortcircuit test: |4.2 msl

* Sensorsupply 3

<] I NE v
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For the EMERGENCY STOP, a two-channel sensor is connected to the two inputs DIO and DI1 of the F-
module. The evaluation of the sensors must be set to 1002 (2v2) evaluation for this.

A cross circuit of the inputs is also checked through the internal sensor supply of the sensors from two
different sensor supplies.

VS,

DI,

VSy
DI

n+4

You can find further information in the manuals for the ET 200SP and the fail-safe modules.

— The following DI parameters are to be set for the EMERGENCY STOP that is wired to "Channel O,
4", (— DI parameters — Channel parameters — Channel 0, 4)

|_Q'.Propertie5 ||"_i.'.lnfo ||L= Diagnostics |

JGeneraI || 10 tags || System constants || Texts |

» General

» Chanrnel 0, 4

Potential group

HEY

b Module parameters

F-parameters Sensor evaluation: | 1002 evaluation, equivalent |v|
« Dl parameters : -
P Discrepancy behavior: |Supp|}“.ralue 0 [=]
» Sensorsupply : ; i ==
Discrepancy time: _1SD| ms I-:.I

« Channel parameters -
+ Channel 0, 4 Reintegration after discrepancy € value range: [5.30000]. X

error: | Test O-Signal not necessary q

Channel 0
Channel 4
¥ Channel 1,5
Channel 1
Channel 5 @ﬁctiva:ed
» Channel 2, 6
» Channel 3,7
110 addresses

» > Channel 0

Sensar supply: |Sen50r5upp|}ftl [=]

Input delay: |3.2 ms |_']

[ | chatter menitoring

N R |

Mumber of signal changes: |5 |

Monitaring window: |2 sec |
> > Channel 4
[# Activated
Sensorsupply: |Sen50r5uppl)f4 [=]
Input delay: |3.2 ms | =|

[ ] chatter monitoring

Mumber of signal changes: |5 |

Monitoring window: |2 sec | P

Note:

— Through the selected sensor evaluation, the two inputs DIO and DI4 are combined into one input
signal for the EMERGENCY STOP. The EMERGENCY STOP thus receives the address "%/200.0".
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For the safety door, two sensors are connected via 1 channel to DI1 and DI5 of the F-module. The
evaluation of the sensors must be set to 1001 evaluation for this.

A cross circuit of the inputs is also checked through the internal sensor supply of the sensors from two
different sensor supplies.

VS

X

DI ¢

n

VS, ¢

DI

n+4

You can find further information in the manuals for the ET 200SP and the fail-safe modules.

— The following DI parameters are to be set for the two safety door contacts that are wired to "Channel
1, 5". (— DI parameters — Channel parameters — Channel 1, 5)

|§ Properties ||"_i.',lnfo ||ﬁ Diagnostics |
J General || 10 tags || System constants || Texts |
b General 1 [«]
. » Channel 1,5
Potential group =
» Module parameters -
F-parameters sensor evaluation: | 1001 evaluation B2
~ Dlporameters R
» Sensorsupply }oog e.raluat!on. equiva e_r1tI
i ime: 1002 evaluation, non-equivalent
* Channel parameters DISCIEpacicy e S =
» Channeld, 4 Reintegration after discrepancy
: | Test 0-Signal not necessa -
w Channel 1,5 srrer g = [~]
Channel 1
Channel 5 _ > »  Channel 1
¥ Channel 2,6
b Channel 3,7 [ Activated
li0 addresses
B Sensar supply: |Sen50r5upp|y1 |v]|
4
r Input delay: |3.2 m:!vli
" [ chatter manitaring
Mumber of signal changes: |5 |
Monitaring window: |2 sec|
» » Channel 5
[ Activated
Sensor supply: |Sensor5upply5 [=]
Input delay: |3.2 ms 7]
[] chatter manitoring
Mumber of signal changes: |5 .|
Manitoring window: |2 sec| I
L™

Note:
— Through the selected sensor evaluation, the two inputs DI1 and DI5 are designated separately for the

safety door contacts. They thus receive the addresses "%1200.1" and "%1200.5".
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— Channels 2 and 6 are not needed and are therefore deactivated in the DI parameters.
(— DI parameters — Channel parameters — Channel 2, 6)

|_C5,. Properties ||"_i'.|nfo ”ﬂ Diagnostics |
J General || 10 tags || System constants || Texts |
b General 1 [~
: > Channel 2,6 =
Potential group |E
b Module parameters
F-parameters Sensor evaluation: |1001 evaluation [+]
= DioniniEies Discrepancy behavior: | Supplyvalue O [=]
¥ Sensorsupply
. — =
« Channel parameters ZEECpaBoyiiess |5 g :I
» Channel, 4 Reintegration after discrepancy :
: | Test 0-5ignal not necessa b
» Channel 1,5 Errer | = = [~
» Channel 2,6
b Channel 3,7 > > (Channel 2
IiD addresses :
. [ Activated
L4 0
- Sensorsupply: |_} Activated CTSUpply [~
Input delay: | 3.2 ms =]
[ chatter monitoring
Number of signal changes: |5 |
Manitoring window: |2 sec |
» » Channel 6
[ Activated
—
Sensorsupply: |E:tem_a| sensorsupply [~] b

— Channels 3 and 7 are also deactivated in the (— DI parameters — Channel parameters — Channel

3,7)
|§.Propertie5 ||"_i.'.lnfo ||ﬂ Diagnostics |
J General || 10 tags || System constants || Texts |
b General i -~
. »  Channel 3,7
Potential group =
b Module parameters
F-parameters Sensor evaluation: |1oo1 evaluation |"],
ZiE pEmmelcrs Discrepancy behavior: | Supplyvalue 0 [+]
b Sensorsupply X : —
~ Channel parameters Discrepancytime: |5 ms ¥
» Channelo, 4 Reintegration after discrepancy
error: | Test O-Signal not necessary [v]
b Channel 1,5
¥ Channel 2,6
b Channel 3,7 > > Channel 3
10 addresses :
E [£] Activated
L3
. Sensor supply: |_} Activated orsupply |V|
Input delay: | 3,2 ms V]
|| chatter menitaring
Murmnber of signal changes: |5 |
Monitoring window: |2 sec |
> >  (Channel 7
[ Activated -
Sensorsupply: | External sensor supply [~] i
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— Find the correct digital fail-safe output module, with matching order number and version from the
hardware catalog. Insert the digital F-output module on slot 2. (— Hardware catalog — DQ — F-DQ
4x24VDC/2A PM HF — 6ES7 136-6DB00-0CAO0 — Version: V1.0)

...ETY PN CPU1516F and ET200SP » Ungrouped devices » 10-Safety [IM 155-6 PN HF] - EX !i

ETopology view ”& Network view "i'f Device view ]

#“IO{\E{EW[IM‘ISS-&PNHF] [7]@_1';]52 :@li = | g
REE=EEEEE |/ catato 5

& 7 EE 0 | |zearch= |@@ 5

Rack_0 . e | = | T T E E Filter Profile: ﬂ g

=

~mpoo
» [ DQ 4x24VDCI2A ST
» [ DQ 4x24VDCi2A HF
» [l DO 4x24VDCi2A HS
» [l DQ 8x24VDCI0.5A BA
» [ DQ 8x24VDCI05A ST
» [l DQ 8x24VDCI0.5A HF
» [l DQ 8x24VDCI0.5A SNK BA
» [ DQ 16:24VDCI0.5ABA
» [l DQ 16:24VDCI0.5AST
» [l DQ 4x24.230VACI2A ST
» [ DO 4x24.230VACI2A HF
» [ RQ 4x24VUCI2A CO ST
» [ RQ 4x120VDCI230VACISA NO 5T
» [l RQ 4x120VDCI230VACISA NO MA ST
» ([l F-RQ 1x24_48VDCI24. 230VACISA
~ [l FDQ 4x24VDCI2A PMHF

sjo03 auljuQ [

[sTelelalelalalale]
(slelslalalolalelol

No ‘properties’ available.

No ‘properties’ can be shown at the moment. There is either no object selected or the selected

objectdoes not have any displayable properties. F-DQ 4x24VDCI2APMHF

Article no.:  [6ES7 136-6DBOD0CAD |

Version: | V1.0 m
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— The settings for the fail-safe output module "F-DQ 4x24VDC/2A PM HF" must still be made in the
properties. First, the IO addresses are set to "Start address: 210". (— IO addresses — Start address:

...ETY PN CPU1516F and ET200SP » Ungrouped devices » 10-Safety [IM 155-6 PN HF] - EX
|§ Topology view ||ﬁg'h Network view "—[Hl Device view ‘ Options [afa]
— T
it [1osaferyM155-6PNHF]  [+] [ml §E OF 3 = Uiz
I R V|Catalog 3
q E
m
ol REo B IShEC i E |<5earch> ”@ 2
O @rier rofie: [ ad|E
_ <
- | ~[@ogq 2
'] » [l DQ 4x24vDCi2A 5T I |
» [ DQ 4x24vDCi2A HF (|
» [l DQ 4x24vDCI24 HS o
=
4 = 3 = E 3 r:ﬂ DQ 8x24VDCID.5A BA g
oo |« el —— & » [l DQ Bx24VDCID.5A ST o
£l = - %l bi = » [ DQ 8x24VDCI0.5A HF g
|- Properties ||_x..|nfo ||J Diagnostics | v r\—_m DQ 8x24VDCI0.54 SHK BA =(|=
J General " 10 tags " System constants ” Texts | » [l DQ 16x24VDCI0.5A BA =
ViGenerat I » [ DQ 16x24VDCID.5A ST _?'
Petental o IO addresses » [l DQ 4x24 230VACI2A 5T 2
(= ’ =
Bl e priemeter st e » [ DO 4x24_230VACIZA HF L | |&
F-parameters » [l RQ 4x24VUCIZA CO 5T I
T f 5
b DO parameters Start address: |21D| ,0| G r_‘I-. RQ 4x120VDCI230VACISA NO ST L
110 addresses . @ value range: [0.32763]. X » Ll RQ 4x120VDCI230VACISA NO MA ST E
End address: | i : 3 =
» [ FRQ 1:24..48VDCI24. 230VACISA 2
Organization block: |- ~ [ F-DQ 4x24VDCI2A PM HF s
: Process image: |--- [. 6EST 136-6DE00-0CAD w
i [<] i NES
' Output addresses v | Information
Device: |i
startaddress: [210 o
End address: |214 7 | =
Organization block: | ,,,
Process image: |—
F-DQ 4x24VDCIZA PM HF
¢ m | v

— For the general "F-parameters”, the "F-destination address" and the "Behavior after channel fault"
are entered (— F-parameters — F-destination address: 65533 — Behavior after channel fault:

Passivate channel).

|§ Properties

||'1.'. Info

||ﬂ Diagnostics |

JGeneraI || 10 tags || System constants || Texts |

General

-

F-parameters

Potential group

-

Module parameters

F-parameters

[ ] Manual assignment of Fmonitering time

T

Ll pametes F-rnanitoring time: |15{} ms
110 addresses
Fsource address: |1 |
F-destination address: |65533 |
F-parameter signature (with
addresses): |43619 |
i F-parameter signature (without
o addresses): |56891 |
i Behavior after channel fault: | Passivate channel d

RIOforFA safety:
PROFlsafe mode:

PROFIsafe protocol version:

F-/0 DB-number:

F-/O DE-name:

Passivate the entire module |

Passivate channel

|V2 mode

| Loop-back extension (LP)

[} F4i0 DE manual number assignment

[z0001 |

| Foo210_F-DQ4x24VDCI2APMHF_1 |
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For control of the main contactors of the load, 2 relays are connected in parallel to the DQO of the

F-module.
DQ-P, |
va
DQ-M,

You can find further information in the manuals for the ET 200SP and the fail-safe modules.

— The following DQ parameters are to be set for the control of the main contactors of the load that are
wired to "Channel 0". Channels 1,2,3 are not wired and are therefore deactivated. (— DQ parameters
— Channel 0 —» Channel 1 — Channel 2 — Channel 3)

|§,Propertie5 ||"_i.'.|nfo ||iEDiagnDstics |

J General || 10 tags || System constants || Texts |

3]

-

General
DQ parameters

i

Potential group

» Module parameters

F-parameters Maximum test period: | 1000 sec |v|
» DQ parameters
/0 addresses fhannel ol
Eﬂctivated
Max readback time dark test: | 1.0 ms

Max readback time switch on
test: |0.6 ms |

[ Activated light test

N B |

[ Diagnasis: Wire break

Channel 1
[ Activated
Max. readback time dark test: [1.0 ms |
L e e | SR PRI B Iv

Note:

— The output to the contactors of the load thus has address "%Q210.0".

* |4 System blocks
v |5 STEP 7 Safety
* |5 Fio data blocks
o FO0200_F-DIBx24VDCHF_1 [DE30000]
5§ FO0210_F-DQ4x24VDCI2APMHF_1 [DB30001]

Note:

— For each F-IO module, an associated F-10O data block is also generated for the system blocks. The
designation results from the name and address of the F-IO module.
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— Next, find the correct digital input module with matching order number and version in the hardware
catalog and insert it on slot 3. (— Hardware catalog — DI — DI 8x24VDC HF — 6ES7 136-6BF00-
0CAOQ — Version: V2.0)

PN CP 6F a 00SP ouped device afe 6 P
‘5'? Topology view ||5Eh Network view "ﬁf Device view | Options [EE]
M - =
= d|=
o
-: 7| Catalog E
S
|<5earch_:- | il =
0 s Il | [ el S
E Filter Profile: ﬂ |_n'|? o
— |5
» [ ET2005P CPU [a] =
» p_[. BusAdapter il |
| » 5 Interface modules g
| ~mo (=]
- 2 =
£ » (i DI 8:x24VDC BA ==
+ i ==
| W b _;. DI Bx24VDC 5T bt
o 0: \EAD. ~ [ DI 8:24VDC HF g
o0 I [6ES7 131-68F00-DCAD i
oo
99 » [ DI 8x24VDC HS
P
o0 » [l DI 16:24vDC 5T &
8 8 » [l DI 8x24VDC 5RC BA o
» [l DI Bx24VACI48VUC BA 3
|>| » [ DI 4x120.230VAC 5T L8
(<] m [100% [+] —5— #l » L DI 8xNAMUR HF L]
i =
]§. Properties ||"_1.'. Info " ﬂ Diagnostics | r: o IRl R |T| =
=T =3
General v l Information B
“w
Device:
No 'properties’ available.
No ‘properties’ can be shown at the moment. There is either no object selected or the selected object
does not have any displayable properties.
DI 8x24WDC HF
Version: i_\a'_2.D _L-]I
<] il ]

— In the properties, the input addresses must be set to "Start address: 20". (— |0 addresses — Start
address: 20)

b Inputs
1i0 addresses

T

Organization block:

Process image

D Isochronous mode

|£2‘.Properties ||"_i.'.lnfo ||ﬁ Diagnostics |
J General || 10 tags || System constants || Texts |
» General [l
= IO addresses

Potential group
¥ Module parameters Input addresses
* lnput0-7

General Start address: |2El| .0|
» Configuration ov... Endiatdmsss @ value range: [0.32767]. X|

| --- (Automatic update}

: |P.ut0matic update
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7.4 Changing components in the hardware configuration

— If it is necessary to replace a component in the hardware configuration with a newer version or a
different type, this can be done by right clicking the component and then selecting "Change device".
A dialog then opens where you can select a new component for the replacement and confirm the
selection with "OK". (— Change device —» OK)

._SAFETY PN CPU1516F and ET200SP » Ungrouped devices » 10-Safety [IM 155-6 PN HF] — 0 X

|a’ Topology view [y Network view [} Device view ||
gt [l0saeryimissernnr [+ L B [t @+ N

& >
& &

Rack_0 S simaens | o
|
Ctrl+x I 5
Cirl+C ;
Ctrl+W =
oo
[eNs] ¥ Delete Del
o0 B
oo
oo
o0 =
oo
(=R Compile »
o0 ;
—— Download to device ]
ﬁ Go online Cirl+K
W
N Go offline Cirl+hd [
<im -~ e e
1 11| Anline 2 disanactee el M
Change device — DI'8x24VDC HF a3
Current device: New device: « (i@l Distributed 0
~ [ ET2005F
~[@o
» [l DI 8x24VDC BA
» [ DI 8x24vDC ST
~ [l DI 8x24VDC HF
i Joco > Corooocan
DI Bx24VDC HF DI 8x24VDC HF SRS
» [ D1 16x24vDC ST
Aricle no.:  [6ES7 131-6BFO0-0CAD Article no.: | 6ES7 131-6BF00-0CAD » [l DI B24VDC SRCBA
=
Version: V2.0 - Version: vi2 [+ 4 - At dmi i
» [ DI 4x120_230vAC ST
Description: Description: » [ DI BXNAMUR HF
Digital input module DI x DC24V HF; Digital input module DIB x 24VDC HF; » [ F-01 8:24vDC HF
value status; channelpecific value status; channelspecific
diagnostics; input delay 0 to 20 ms; diagnostics; input delay 0 to 20ms;
pulse stretching; supports hardware pulse stretching; supports hardware
interrupts; supports PROFlenergy; interrupts; supports PROFlenergy;
isochronous mode; supports MS; isochronous mode; supports K|
module distribution (2/4 submodules)
‘Compatibility information
Information
oK Cancel

— Ifthe new component is not displayed for selection, it is not compatible with the previous component.
In this case, the old component must be deleted first, and the new component must then be inserted
from the hardware catalog.
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7.5 Inserting the server module

— Find the correct server module with matching order number and version in the hardware catalog.
Insert the server module in slot 5. (— Hardware catalog — Server module — 6ES7 193-6PA00-0AAQ
— Version: V1.1)

...SAFETY PN CPU1516F and ET2005P » Ungrouped devices » 10-Safety [IM155-6 PNHF] @ X |

]E Topology view ||ﬁ, Network view "E'f Device view Options [z
e = E =l
dt [10safery[IMiss-6PnHF]  [=] il B (el B |E| @ s =H .
o P C R
¢ & F e v | Catalog 3
©
| <Search= | @ 9
. - )
0 ] 2 = | e [ Filter Profile: [<all=  [+] oY | HD_T
» [ ET2005P cPU ~|le
Rack_0 =
» [i BusAdapter
» [l Interface modules E_l
= » (@Dl o
» [ Do =
®
» (g Al z
» (@ A =3
8 8 » (il Communications modules Sl
o0 i i
50 ] [i Station extension .@u
e » [ Pt ~
oo 3 [iTechno\agymodules =
8 8 » [il'u\otor starter 3
» [ Special (]
VEiServer modules L
B
vi|E
~ | Information =
“w
General Device:
No 'properties' available.
No ‘properties’ can be shown at the moment. There is either no object selected or the selected object
does not have any displayable properties.
Server module
Article no.: B6ES7 193-6PAD0-0AAD
Version: V1.1 []
Do

Note:

— Ifyou forget to insert the server module, it will be created automatically when the device configuration
is compiled.
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7.6 Configuration of the potential groups of the BaseUnits

— To change the potential group of a BaseUnit, select the associated module and open the "Potential
group” section in the general properties. Select the "Enable new potential group (light BaseUnit)"
option. (Slot 3 — Properties — General — Potential group — Enable new potential group (light
BaseUnit))

...SAFETY PN CPU1516F and ET2005P » Ungrouped devices » l0-Safety [IM155-6 PN HF] —_ W WX

|§ Topology view ||§h Network view ||H'f Device view

xooooo [
100000

Slalelalels]
200000

| JS Properties
10 tags " System constants " Texts |

JGeneral H
b General
Potential group

Potential group

P Module parameters
* Input0-7 " () use potential group of the lefc madule (dark
General E BaseUnit}
» Configuration overview | {®){Enabie new potential group (iight Baselnit}

F Inputs

li0 addresses

<] M W2 [<] M 4
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— The BaseUnit in the configuration has now become a light BaseUnit. Repeat these steps for slot 2
and compare the device configuration with the figure below.

— Save your project by clicking the — bl seveproieet 1 4on, and select menu item — "® Safety

Administration" with a double-click in order to create and edit the F-runtime group there.

T4 Siemens - C:Wsersimde\Documents\Automation\072-100_SAFETY PN CPU1516F and ET2005P\072-100_SAFETY PN CPU1516F and ET2005P

Project Edit View Insert Online Options Teols Window Help

3 (% ] saveproject 2, M = 5 MG 2§ Goonline ¥ Gooffine g3 (A B x ]|

Totally Integrated Automation
PORTAL

Project tree m 4
Save project
Devices |E Topology view @ Network view ‘m’f Device view ‘ Options [EE]
= 2 | dt [oseeyimisseennr [~] : = =k
2
| hd ‘ Catalog §
~ [ ]072-100_SAFETY PN CPUI516F and ET.. |~ ———— —13
B Add new device M . [Seache ] fut] g
&y Devices & networks > v | v w e v [ Filter Frofile: [ <all - @| o
~ L[ cPUIS16F [CPU1516F-3 PN/DP] 7 » [l ET2005P CPU ] =
[I¥ Device configuration » [ BusAdapter i |
] online & disgnostics » [ Interface modules )
@ Safety Administration = » [@oi °
» [l Program blocks » [ Do =
+ [ Technology objects yma 2
» [ Energy abjects » (@A g
> External source files e o » E. Communications modules ==
» [ PLCtags (] [sXs) (sXs] » (@ Station extension =
v [ PLC data types o s » [m Pt i{
» 53 Watch and force tables Q9 oo i » [ Technology modules 2
» [ Online backups (<] m | [100% i v W » [ Motor starter -3
» [ Taces ‘g Properties "‘_i..'IT”W‘ [ ::jl Special et
» [§} Device proxy data ~ [ Server modules LI
T J General H 10 tags | System constants H Texts | [l 6E57 193 6PA00ARD g
[ PLC supervisions & alarms. b General PR oD - L BT AR {3
Z PLC alarm textlists Potential group "‘ 5
» [l Locsl modules b Module parameters Device:
» [l Distributed li0 F-parameters () Use potential group of the left module (dark I r
BaseUnit)

» I3 Ungrouped devices DQ parameters
» 5§ security settings
» (4§ common data L}

(]
< i 1[>] Server madule

> | Details view

1i0 addresses {®) Enable new potential group (light BaseUnit)

< [ > v

(B

4 Portal view =7 Overview |1 setings | & 10-safety
=

— In "Safety Administration", select menu item "F-runtime group" and click on "Add new F-runtime
group". (— F-runtime group — Add new F-runtime group)

072-100_SAFETY PN CPU1516F and ET2005P » CPU1516F [CPU 1516F-3 PN/DP] » Safety Administration

=
General Add F-runtime group
»

F-blocks An F-runtime group consists of an F-OB (cycle OB, cyclic interrupt OB or synchronous cycle interrupt OB) that calls a

i main safety block (FB or FC). Additional userspecific safety functions are called from the main safety block. Mare .
F-compliant PLC data types
Access protection -

Add new Fruntime grou
Wieb server F-admins ﬁ A 1
Settings |
Flexible F-Link -
*
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— You can then assign a name for an F-runtime group as shown here. You can also have the fail-safe
organization block "FOB_RTG1" created with the suitable "Cycle time" for the safety application.
Likewise, the Main safety block "Main_Safety RTG1" and the associated data block
"Main_Safety RTG1_DB" will also be created there. (- FOB_RTG1 — Cycle time 100ms —
Main_Safety RTG1 — Main_Safety RTG1_DB — OK)

Add new F-runtime group for CPUTS16F

Mame

[ F-runtime group 1 |

n calls n

Fail-safe organization block Main safety block
Name |FOB_RTGI | Name |Main_Safery RTG1 [~
Event class iﬂ- Cyclic interrupt |VI Type |ﬂ-Functi0n block |v|
Number | m MNumber |:Z EI
() Manual () Manual
@Automatic @hut{:matic
Cycle ime | 100000 ps |
Phase shift |Er s | Pt iock '
Priori 12 = -
ity | &l Name |Main_Safety RTG1_DE [+
Nurer
() Manual
@®:
Description

An Fruntime group consists of an F-OB (cycle OB, cyclic interrupt OB or synchronous cycle interrupt OB) that calls a
main safety block (FB or FC). Additional user-specific safety functions are called from the main safety block. More ..

The called function block saves its data in its own instance data block.

[+ Add new and open [ ok | | Cancel |
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— Before you compile the configuration, you should save your project again by clicking the —

L save project

button. To compile your CPU with the device configuration, first select the —

=l
"CPU_1516F [CPU1516F-3 PN/DP]" folder and click the — "Compile" button ol

i, Siemens -

Project Edit View Insert Online

G O3l smeproiect @ M i

Devices

Options

Project tree m 4

Tools

Window  Help

H X S:ci: T MG IR # Goonline 4 Goofiine g M M® 2 H ]

C:\Wsers\imde\Documents\Automation\072-100_SAFETY PN CPU1516F and ET200SP\072-100_SAFETY PN CPU1516F and ET200SP

TAL

Compile

~ ] 072-100_SAFETY PN CPU1516F and ET...
B Add new device
& Devices & networks

E

CPU1516F [CPU 1516F-3 PN/DP]

[If Device configuration
] online & diagnostics
@ safety Administration
I;-j Program blocks

rj Technology objects
f;, Energy objects
External source files
[& PLC tags

[ PLC data types

[& Wiatch and force tables

General
* Fruntime group
Fruntime group 1 [RTG1]
F-blocks
Fcompliant PLC data types
Access protection
Web server F-admins
Settings
Flexible F-Link

F-runtime group 1 [RTG1]

Fail-safe organization block

Name [FOB_RTG1 |

]

O o et |
Number ‘7123 e
____ 0 s
cenralo s
Friority |12 3|

F-runtime group parameters

Main safety block

sauelqr] &

[Main_safery RTG1 [FBO]

I-DB

| Main_safety_RTG1_DB [DB4] ||

(&g online backups Warn cycle time of the Fruntime group | 110000

[ Traces
=& lrece Maximurn cycle time ofthe F-runtime group | 120000

[ Device proxydata

DE for Fruntime group communication

B9 Program info

L. PLC supervisions & alarms F-runtime group information DB | RTG15ysInfo

E] PLC alarm text lists
» [l Local modules
» [ Distributed li0
+ i Ungrouped devices
] 5". Security settings
» r'i Common data
» "fj Documentation settings |

-
<[ i

> | Details view
4 Portal view = Overview | Y settings |5§h 10-Safety | & CPUT516F

Note:

Pre/Post processing of the F-runtime group

Pre processing | (None)

Post processing | (None)

Delete Fruntime group | [enerete global F-io status block|

[~}
\7 <] i ]
|:i.‘.lnfo ‘L-I Diagnostics |

| g Properties

You should use the "Save project"” function periodically when working on a project because automatic
saving of the project does not occur. The only time you are prompted to save the project is when you
close the TIA Portal.

— If the configuration is compiled without errors, you see the following:

|_Q Properties ||"i‘.|nfo ”ﬂ Diagnostics ‘
| General ” Cross-references || Compile ” Energy Suite |
@lm | show all messages =]
Compiling finished (errors: 0; warnings: 2}
I |Path Description Goto |? Errors  |Wamings | Time
I. ¥ CPUI516F ’ o 2 1:24:18 PM
1 ~ Hardware configuration Fa o 2 1:24:18 PM
1 ¥ 571500(ET200MP station_1 ’ 0 2 1:24:20 PM
1 ~ Rail_0 A 0 2 1:24:20 FM
1 ¥ CPU1516F Fa o 2 1:24:20 FM
1 ¥ CPU1516F ’ o 1 1:24:20 PM
1 CPU1516F does not contain a configured protection level A 1:24:20 PM
1 > CPUdisplay_1 A o 1 1:24:20 PM
1 The 57-1500 CPU display does not contain any password prote... @8 1:24:20 PM
o Safety Compile safety program "Safety Administration’. A 1:24:22 PM
(] » Program blocks A 0 0 1:24:25 PM
o ¥ Consistency check Consistency check for safety program ‘Safety Administration’. A v] 0 1:24:29 PM
0 Fruntime group 1 Consistency check for F-runtime group ‘F-runtime group 1°. P 1:24:29 PM
o The F-module 'F-DI Bx24VDC HF_1' was notinterconnected int.. A 1:24:29 PM
o The F-module 'F-DQ 4x24VDCI2ZA PMHF_1" was not interconne... A 1:24:29 PM
L Compiling finished (errars: 0; warnings: 2} 1:24:40 PM
<] i 3]

Warnings appear here because no protection level has been configured and the fail-safe inputs and
outputs are not yet being used in the program. The warnings can be ignored.
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7.7 Assigning the device name to interface module IM 155-6PN HF

— To obtain an overview of the assigned IP addresses within a project, you can click the " & " button in

the "Network view". (— Network view — = Display addresses)

072-100_SAFETY PN CPU1516F and ET200SP » Devices & networks
|; Topology view ”ﬂh Network view  |[If Device view

g% Nemwork| £ Connections [ HUI connection [+] £k Relations & £ =

as E
p Show Address [abel =

~-tem: CPUT516F PROFINET 10-System (100) E

10-Safety
IM 155-6 FM HF

CPUIS16F .

CPU1516F
CPU 1516F-3 PN...

| v | | el

I
PMAE_1: 192.168.0.2|
r:-:-:-:-:-:-:-:ﬂ

--------- CPU1516F.PROFINET I0-5...

[>] [100% B v

[ _w ]

— So that the controller, here the CPU1516F-3 PN/DP, can find the assigned PROFINET devices in the
network, they must be assigned device names. This is done by selecting the network in the "Network

view", which connects the devices, and then clicking on the " =" putton. (— = Assign device name)

072-100_SAFETY PN CPU1516F and ET2005P » Devices & networks
|; Topology view ||ﬁg‘ﬂ Network view  |[IIf Device view
r% Newvork| §.3 Connections |HiI connsciion [~] J2 Relations @ E oy ' (O 2 =H |

P Assign device name D system: CPUT516F.PROFINET 10-System (100) b

10-Safety

CPUI516F i
CPU 1516F-3 PN... Ik 155-6 PN HF n
CPU1516F - i
13
192.168.1.1| | CPU1516F_PROFINET 10-5._. =o=—=m==mmmere
PNJIE_1: 192.168.0.1 ﬂ
<] [>][100% Wy =
Note:

The IP addresses set in the project are assigned by the controller to the devices later during
establishment of the communication connection.
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— The online access must be correctly set in the dialog for assignment of the PROFINET device names.
Then, each device can be individually selected and filtered by devices of the same type. If a new
device is connected first, the list must be updated again. (— PROFINET device name: io-safety —
Type of the PG/PC interface: PN/IE — PG/PC interface: here: Intel(R) Ethernet Connection (4)I219-

LM — & Only show devices of the same type — | Updatelist )

ﬁssi-gn PROFINET device name.

Configured PROFINET device

PROFINET device name: | iosafety [+

Device type:  |IM 155-6 PN HF |

Online access

Type of the PGIPC interface: FMIIE v_!
PGIFCinterface: [l Intel(R} Exhernet Connection (4) 1219-L [~ ©[=]

Device filter

[wf] Only show devices of the same type
D Only show devices with bad parameter settings

D Only show devices without names

Accessible devices in the network:

IP address MAC address Device PROFIMET device name Status
192.168.0.2 28-63-36-67-F8-2A ETZ005F — I Mo device name assigned
I (=
Flash LED
<] il [[»]
| Update list Ji| Aszign name |

Online status information:

0 Search completed. 0 of 0 devices were found.
0 Search completed. 0 of 1 devices were found.
0 Search completed. 1 of 2 devices were found.

(<] ] 2]
Close |
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— The correct device must be unambiguously determined based on the MAC address printed on the

device before the name is assigned with |

the device for checking purposes. (— L]

Accessible devices in the network:
IP address
192.168.0.2

MAC address
28-63-36-67-FB-2A

Device
ET2005P

<]

assignname v yvou can also have the LEDs flash on

Flash LED |'
1 L

Assign name 1)

PROFIMET device name Status
= I. Mo device name assigned

il 2]

| Update list | | Assign name |

— The successful assignment of the PROFINET device name should still be checked before the dialog

is closed. (— | Ginen )

,'A'ssi-gn PROFINET device name.

Device filter

Accessible devices in the network:

Configured PROFINET device
PROFINET device name:

Device type:

Online access
Type of the PGIPC interface:

PGIPC interface:

E Only show devices of the same type
[] only show devices with bad paremeter settings

[] only show devices without names

liosafety [~]

I 1556 PN HF |

Online status information:

o Search completed. 0 of O devices were found.

IP address MAC address Device PROFINET device name Status
19216802 28-63-36-67-FB-2A ET2005P io-safety 0 Ok
I =
[ | Flash LED
B I [>]
Update list | | Assign narme |

s
(] Search completed. 0 of 1 devices were found. :_E
o Search completed. 1 of 2 devices were found.
(<] I ] EF
Close 1
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7.8

Downloading the hardware configuration to the device

— To download your complete CPU, select the — "CPU_1516F [CPU1516F-3 PN/DP]" folder again and

click the — "Download to device" button :ﬂ

.:Us‘! Siemens - C:Wsersimde\Documents\Automation\072-100_SAFETY PN CPU1516F and ET2005P\072-100_SAFETY PN CPU1516F and ET2005P

Project Edit View Insert Online Optio

ns  Tools

Window Help

Totally Integrated Automation
POR

Cf i sveprojer & ¥ 2 2 X 92 GDE B R ¥ coonline F coofiine f2 MM 26 H11°

TAL

Project tree m 4
Devices

Download to device

‘; Topology view

||5§h Network view

=R

cannection [+] & Relations

5% Hetwork| £§ Connections [ i

A
)

~ _] 072-100_SAFETY PN CPU1516F and ET...
B¢ Add new device
52-5 Devices & networks

CPU1516F

'E\EI CPU1516F [CPU 1516F-3 PN/DP]

CPU 1516F-3 PN..

JIY Device configuration
1/ Online & diagnostics
@ Safety Administration
=gl Program blocks

I3 Technology objects
(3 Energyobjects
External source files
% PLCtags

(g PLC data ypes

|5 watch and force tables
[ Online backups

vy v r v rvrvrvrovew

[ Traces
(i} Device proxy data
4 Program info
[ PLC supervisions & alarms
E] PLC alarm text lists
v [l Local modules
[ :I] Distributed IO
» [ Ungrouped devices
» 5% Security settings

» R

(<] w |

®

L 10 system: CPU1516F.PROFINET 10-System (100) ii—l

10-5afety
IM 155-6 PH HF

CPU1516F L

PM/IE_1: 192.168.0.2

== CPU1516F.PROFINET 10-5... |

(3] [100% 2 e

||ﬁ1‘ Device view

=
|

P

(<]

Gojejes atempiey [

5|00} aUIUQ |2:_||

sqsnll@}H

& Properties |"_i.‘.lnfo y\ %} Diagnostics

| General yH Cross-references

|| Compile

|| Energy Suite ‘

@m ‘ Show all messages

Compiling finished (errors: 0; warnings: 0)
! |Path
@ ~ cruisier
¥ Hardware configuration

a
<[ [

Safety

QS

=
[>]

3 | Details view

beleal

Description

Hardware was not compiled. The configuration is up-to-date.

Compile safety program "Safety Administration’

Goto ?

Y WY

Errors
o
o

Warnings

(]
]

a
|

<]

4 Portal view

| ¥ setings | £ pevices & ne._.

interface must be correctly selected here. This is done in three steps.

Type of the PG/PC interface — PN/IE
PG/PC interface — here: Intel(R) Ethernet Connection (4)I1219-LM

Connection to interface/subnet — "PN/IE_1"

network must be started by clicking the — | Sfartsearch = pytton.
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Extended download to device 'X

Configured access nodes of "CPU1516F

Device Device type slot Interface type  Address Subnet
CPU1516F CPUT516F3 PMIL. 1 X3 PROFIBUS 2
CPUTS16F3 PN 1 X1 PMIIE 182.168.0.1 PNIE_1
CPU 1516F-3 PNl 1 X2 PMNIIE 192.168.1.1
Type of the PGIPCinterface:  B_FNIE [~]
PGIPCinterface: Rl Intel(R) Ethernet Connectian (4) 1219-LM [~ @[]
Connection to interfacelsubnet: | PMIE_1 Iv] @
1stgateway | |*| ©
Select target device: Show all compatible devices [v]
Device Device type .Interfaceqrpe Address -Target device
= = PMIIE Access address ==

Flash LED
Startsearch 1
: : : : startsearch
Online status information: [ Display anly errar messages’ .
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— If your CPU is displayed in the "Compatible devices in target subnet" list, select it and start the
download. (— CPU 1516F-3 PN/DP — "Load")

"Extended downioad to device

Configured access nodes of "CPUT516F

Device Device type Slot Interface type  Address Subret
CPU1516F CPU1516F-3 PN, 1 X3 PROFIBUS 2
CPU1S16F3 PNl 1 X1 PMIIE 192.168.0.1 PMIE_1
CPU 1516F-3 PNl... 1 X2 PMIIE 192.168.1.1
Type of the PGIPC interface: ﬁ_PNI'IE |v|

PGIPC interface: !ﬁ Intel(R) Ethernet Connection (4) 1219-LM [+ © |g|
Connection to interfacelsubnet: | PMIE_1 |V| @
5t gatewny | |'|®
Select target device: | Show all compatible devices |v]
Device Device type Interface type Address Target device
= CPUcommon CPU 1516F-3 PNIDP PMIIE 192.168.0.1 CPUcommon
. = - PMIIE Access address —
[ | Flash LED
Startsearch !
Online status information: [ pisplay anly error messages
! Found accessible device io-safety E-!
€ ccan completed. 1 compatible devices of 3 accessible devices found. n
Scan and information retrieval completed. E—|
rf2 Retrieving device information.. |:_|

| Load ||

Cancel |

— You first receive a preview. Confirm the control window — "Consistent download" and continue with

n n
— "Load".
Toad preview %
9 Check before loading
Status | ! Target Message Action
i & ~ cruisieF Ready for loading. Load 'CRU1516F'
1 ¥ Protection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use offirewalls and network segmentation. For
more information about industrial security, please visit
= http:iiwww.siemens.comfindustrialsecurity
H » Different modules Differences between configured and target modules (online}
e » Software Download software to device Consistent download
] » Safetyprogram Load safety program to device Consistent download
] Text libraries Download all alarm texts and text list texts to device Consistent download..
| Refresh |
Finish ‘ r Load I I Cancel |

™ |
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Note:

— Inthe "Load preview", you should see the @ symbol in each line. You can see additional information
in the "Message" column.

— The — "Start module" option is now selected before the download operation can be completed with

— "Finish".
[oad results [%
9 Status and actions after downloading to device
Status |1 Target Message Action
‘5 @ ~ cruisieF Downleading to device completed without error. Load "CPU1516F'
Q * Start modules Start modules after downloading to device. Start module E
0 The module "CPUT516F can be started.
(] » CRCcomparison  Result of CRC comparison
r Finish 'I | Load | | Cancel
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— The project view is opened again automatically after a successful download operation. A download
report appears in the "General" tab of the Info window. This can be helpful for troubleshooting if the
download operation was unsuccessful.

00_SAFETY PN CPU1516F and ET2005P

7.9 Assigning the PROFIsafe addresses

Project Edit View Insert Online Options Tools Wndow Help Totally Integrated Automation
3 (% | save project X X D@ G it R Goonline ¥ Goofiline - o (MW 3¢ 4 1] " PORTAL
m 4
|E Topology view ||b%h Network view @'f Device view | (58}
; ol =
& Metwork| §§ Connections [+] I relations §* @ =) g
B 10 system: CPU1516F. PROFINET 10-System (100) | z
~ (] 072-100_SAFETY PN CPU1516Fand ET.. A H
B Add new device il 8
oy Devices & networks R 10-Safety E
, 3 5
R i CPU 1516F-3 PN... I 155-6 PN HF =S
NP i cruisier o |
) Online & diagnestics =
" = = PNJIE_1: 192.168.0.2 >
- e :afe“'\d;':'”:"“m ---------- CPU1516F.PROFINET 10°5... | -8
JoTghm e [PNAIE_1: 192.168.0.1] 2] 3
» [ Technology objects — 2
3
» [ Energy objects o
. @
» lig} External source files
v [ PLC tags =] =
» (g PLC data types (<] w ] [>][100% ~ = B
» [58 Watch and force tables : ” g s s a
= cilegiinh el ‘ngpemas ":x.‘.lnfu y"ﬂ Diagnostics ‘ S
» L& Online backups g
b [ Traces J General || Cross-references || Compile || Energy Suite | ||
5 B v i [O]4][0] [Srow st s o
rogram info =
= it = 3
Soes “IJPEN“‘”T_’ Sl | Message Gow |7 Date Time z
i PLCE‘ w‘;e“t it [ F_SYSINFO' was loaded successfully 442019 1:42:30PM [A] @
' Lc_'“_b'"D :f‘ (] ‘Main' was loaded successhully. 42019 1:42:30PM |
3;&4. D"("e';t: ) (] 'FOB_RTG1' was loaded successfully. 4142019 1:42:30 FM
: gt ngrouped dew-cx o il ieand Gifireed eo e s e i S e 442019 1:42:31 FM
=8 )Hunwsimng) [~ 0 scanning for devices completed for interface Intel(R) Ethernet Connection (4) 1219-LM. Foun... 4i4i2019 1:40:26 PM EJ
[T B @  Losding completed (errors: 0; warnings: 0). 4i4(2019  1:43:09 PM =
- e
dl NE
Portal view Ovenview Sertings Devices & ne...
2

— Finally, the PROFIsafe addresses must still be assigned in the safety modules of the ET 200SP. To
do so, right-click on the ET 200SP as shown here and select - "® Assign PROFIsafe address". (—
# Assign PROFIsafe address)
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Project Edit View Insert Online Options

55 (Y ) saveproject @b X

Tools

Devices

Window

X oz G\ MG E R coonline ¥ Gooffiine f» MM [M® € - []].*

Help

Totally Integrated Automation
PORT.,

AL

=)

¥ | ] 072-100_SAFETY PN CPU1516F and ET...
B Add new device

-~ [[§ CPU1516F [CPU 1516F-3 PNIDP]

IIY Device configuration
% Online & diagnostics
@ safety Administration
EL Program blocks

L:” Technology objects
'3 Energy objects
External source files

[& PLC tags
[ PLC data types
Watch and force tables

[ig Online backups

& 5
[ Traces

[} Device proxy data

£ Program info

¢ PLC supervisions & alarms
PLC alarm text lists

v [ Local modules

v [ Distributed 10
13 k Ungrouped devices
Security settings

kg secuyse e
<H‘ [T |m_l (]

gf Metwork

072-100_SAFETY PN CPU1516F and ET200SP » Devices & networks -0 EX
‘E Topology view ||5§~h Network view ‘mf Device view ‘ [EE)
"2 Connections ‘_ [+] L3 Relations ¢ i @+ = [l g
2 =
1 10 system: CPU1516F PROFINET 10-System (100) || H
= B
g

[192:168.11

[PNRE_T: 192,1ﬁﬁ,u,'|

CPU1516F
CPU 1516F-3 PN

10-Safety
IM 155-6 PN HF

CPUISIEE @

PNJIE_1: 192.168

<]

{CPU1516F.PROFINET 10-5... ;

(78] Paste

¥ Delete

]
]
]
o

> | Details view

J General

Message

‘F_SYSINFO' was loaded successiully.

‘Main’ was loaded successfully.

'FOB_RTG1' was loaded successfully.

Online and offline collective Fsignatures match.

Scanning for devices completed for interface Intel{R) Ethernet Connection (4} 1219-LM. Foun

Loading completed (errors: 0; warnings: 0).

-
<]

4 Portal view

I ¥ settings

sce-072-100-safety-pn-cpu1516f-et200sp-r2101-en.docx

[l Device configuration
Change device

& Go to topology view

H Cross-references || Compile H Energy Suite | Compile

Show sll messages [=] Download ta device
& Go online
!“‘d’ Go ofline

Q| Online & diagnostics
ign device name

Show catalog

Ctrl+x
Ctrl+C
Ctrl+v

Del

Assign to new DP master [ 10 controller
g Disconnect fram DP master system [ 10 system
(¥ Highlight DP master system 10 system

»
»
Ctrl+i¢

Crrl+D

Crl+Shifi+C

[ Export module labeling strips

Alt+Enter
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— The interface for online access can be selected in the following dialog. This is done in three steps.

— Type of the PG/PC interface — PN/IE
— PG/PC interface — here: Intel(R) Ethernet Connection (4)1219-LM

— Connection to interface/subnet — "PN/IE_1"

— Select the two modules "F-DI 8x24VDC HF_1" and "F-DQ 4x24VDC/2A PM HF_1" by setting the "
@" in the "Assign" column. Select "ldentification "@" by LED flashing" and click on the

"ldentification" button. (— Assign E — Assign @ — Identification @ by LED flashing —

Identification)

'ﬁssi-gn PROFIsale address

For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved.
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Online access
Type of the PGIPC interface: |-!_ PHIIE [=]
PGIFCinterface: [l Intel(R) Exhernet Connection (4) 1219-LI [~] €<
Connection to interface/subnet: | PHIE_T [+] ©
q stgatewa | | 'i [@
L] —
Device address:  [192.168.0 | |E£|
Identification:
@ by LED flashing
() by serial number

1. Download the current hardware configuration before you assign the PROFIsafe address.
2. First select the F-module to be identified. Then click on the "Identification” button.
3. Compare the reaction of the F-module to that in the table.
4_Confirm the reaction of the F-module in the table and then click on the "Assign PROFIsafe address™ button.
Assign . Module Rack Slot Type Order no. F-destination a.. Status Identification Confirm

E > |D-5afety o o I 155-6 PN HF B6E57 155-6AU000OCND  —

@ FDI 8x24VDC ... O 1 F-DI 8x24VDC HF  6ES7 136-6BA00-0CAD 65534

@ F-DQ 4:24VD.. 0 2 F-DQ 4x24VDCI... 6ES7 136-6DBO0-0CAD 65533

DI8x24VDCH.. O 3 DI 8x24VDC HF BES7 131-6BFO0-0CAD =
server module... 0 4 Server module  6ES7 193-6PADD-0AAD —
[ Identification ] [Assign PROFisafe add
Online status information: P Identification
| Close |
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— Confirm the flashing of the LEDs on the two modules "F-DI 8x24VDC HF_1" and "F-DQ 4x24VDC/2A

PM HF_1" by setting the "@“ in the "Confirm" column. Then click on the "Assign PROFIsafe address"
button. (— Confirm m — Confirm m — Assign PROFIsafe address)

'Kssi-gn PROFIsafe address

Online access
Type |v|
“onnection (4} 1219-Lt || ®|§,!
ection -] @
o7 e
- —
F—1 ||l
Identification:
@ by LED flashing
O by serial number
1. Download the current hardware configuration before you assign the PROFisafe address.
2. First select the F-module to be identified. Then click on the "Identification” button.
3. Compare the reaction of the F-module to that in the table.
4. Confirm the reaction of the F-module in the table and then click on the "Assign PROFIsafe address” button.
Aszign ~ Module Rack Slot Type Order no. F-destination &.. Status Identification Confirm
=) v |0safety 0 0 IMI55-6PNHF  BES7 155-6AU00-DCND — ™
@ F-DI 8x24VDC .. 0 1 F-DI 8x24VDC HF  6ES7 136-6BA00-0CAD 65534 1. unassigned LED flashing? E
E F-DQ 4x24VD... 0 i F-DQ 4x24VDO.. 6ES7 136-6DBO0-0CAD 65533 1. unassigned LED flashing? E
DI 8x24VDCH.. 0 3 DI 8x24VDC HF B6ES7 131-6BFO0-0CAD =
Server module_. O 4 Server module  6ES7 193-6PADD-DAAD —
| Iidentification | [Assign PROFIsafe addr...|
Online status information: ) A5sign PROFlsafe addre
| Close |
_____________________________________________________________________________________________________________________________________}

— Confirm the assignment of the PROFIsafe address within 55 seconds by clicking the — "Yes" button.
(— Yes)

“Confirm PROT Isafe address ass'i'gnmeni

I Please confirm the PROFIsafe address
assignment within 55 seconds!

The PROFIsafe address will be assigned to the failsafe
maodules.
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— Close the dialog window for assigning the PROFIsafe address. (— Close)

Assi-gn PROFlsafe address

Online access

=]

5) 216-L1 EICIE]
-] ®
= e — e
Device addre [19271880 | fiz]
Identification:
O by serial number
1. Download the current hardware configuration before you assign the PROFIsafe address.
2. First select the F-module to be identified. Then click on the "Identification” button.
3. Compare the reaction of the F-module to that in the table.
4_Confirm the reaction of the F-module in the table and then click on the "Assign PROFIsafe address”® button.
Assign . Module Rack Slot Type Order no. F-destination a.. Status Identification Confirm
> |OSafety o v} IM155-6 PN HF  6E57 155-6AU00-0CND  —
F-DI 8x24VDC ... O 1 F-DI 8x24VDC HF  6ES7 136-6BAD0-0CAD 65534 a assigned
FDQ 4x24VD.. 0O 2 F-DQ 4x24VDCl... 6ES7 136-6DBO0-0CAD 65533 a assigned
Dl 8:24VDCH... O 3 DI 8x24VDC HF 6ES7 131-6BFO0-0CAD =
Server module.. 0 4 Servermodule  6ES7 193-6PAD0-0AAD —

Online status information:

0 The PROFIsafe address was assigned successfully to F-DI 8x24VDC HF_1 by I0-Safety.
0 The PROFIsafe address was assigned successfully to F-DQ 4x24VDCI2ZA PMHF_1 by I0-Safety.

r Close 1

Note:

— For the ET 200SP, the PROFIsafe addresses are stored in the small white coding plugs of the F-
modules.
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7.10 Creating and downloading the safety program
According to the task, a safety-related shutdown of a plant as a consumer is to be performed in the
following safety program if:
— A safety door monitored by two contacts is opened or
— An EMERGENCY STORP connected via two channels is actuated.

After actuation of the EMERGENCY STOP or opening of the safety door, a local user acknowledgment
is necessary before the production operation can be restarted.

In our example, a fail-safe block with a safety door function, an EMERGENCY STOP function (safety
circuit for shutdown when EMERGENCY STOP is actuated and when safety door is opened), a feedback
circuit (as restart protection in case of faulty load) and a user acknowledgment for the re-integration is to
be programmed and generated to form a safety program.

The prerequisite for the programming is a correctly created hardware configuration as was previously

described.
Project tree m 4
Devices
i i
w | ] 072-100_SAFETY PN CPU1516F and ET2005F A

ﬂb' Add new device
,:,-g-:, Devices & networks
~ [ CPU1516F [CPU 1516F-3 PN/DP]
Y Device configuration
% Online & diagnostics
@ Safety Administration
. ha. Program blocks
ﬁb'ﬁ.dd new block
2 Main [0B1]
48 MOTOR_SPEEDCONTROL [FC10]
48 MOTOR_SPEEDMONITORING [FC11]
& MOTOR_AUTO [FE1]
@ MAGAZINE_PLASTIC [DB3]
@ MOTOR_AUTO_DE [DB1]
@ SPEED_MOTOR [DB2]
20 FOB_RTG1 [OB123]
& Main_Safety RTG1 [FBO]
@ Main_Safety RTG1_DE [DB4]
~ [+ System blocks
~ 5l STEP7 Safety
8§ F_Systerninfo_DB [DB30003]
48 RTG15ysinfo [DB30002]
¥ |4 FIO data blocks
4§ F00200_F-DIBx24VDCHF_1 [DB30000]
S FO0210_F-DQ4x24VDCI2APMHF_1 [DB3...
¥ |4 Fcommunication DBs

¥ lg¢ Compiler blocks
2F F_IL_CORR[FC32768]

F-IO data blocks

For each F-IO, an "F-IO DB" is automatically generated in the hardware configuration during
compilation and a symbolic name for it is simultaneously entered in the symbol table. You can see the F-
IO DBs generated for the example 10 in the block container.

The symbolic name of the F-IO DB is formed from the fixed prefix "F", the start address of the F-IO and
the name entered in the device configuration for the F-10.
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— First, the global PLC tags must be specified for the safety program. To do this, select the "CPU_1516F
[CPU 3156F-3 PN/DP]" in the project tree and create a new "Tag_table_safety” under "PLC tags".
Open the "Tag table_safety" with a double-click and enter the "Name", "Data type", "Address" and
"Comment" for the inputs and outputs of the safety program. (— CPU_1516F [CPU 3156F-3 PN/DP]
— PLC tags — Tag table_safety)

072-100_SAFETY PN CPU1516F and ET200SP » CPU1516F [CPU 1516F-3 PN/DP] » PLCtags » Tag table_safety [9] - X
Devices ‘ﬂl Tags " & User constants |
E] A EE !
Tag table_safety
~ (] 072-100_SAFETY PN CPUTS16F and ET200SF || Name Data type |Address a Retain |Acces.. Writs. |Visibl. Sup.. Comment
B Add new device 1 4@ 512 ACKNOWLEDGE Bool %120.0 =) =) =] push-button acknowledge (no)
i Devices & networks. 3 40 20 FEEDBACK_LOOP Eool %1201 =] =) =] feedback loop main load contactors (nc)
~ [l CPUT516F [CPU 1516F-3 PN/DP] 3 4n  510_EMERG_STOP Eool %I200.0 =] =] =] emergencystop 2-channel (nc)
[ Device cenfiguration 4 @  511.1_DOOR_CONTACT_1 EBool %1200.1 =] =] =] first door contact (nc)
%/ Online & diagnostics 5 40 511.2_DOOR_CONTACT.2 Bool %1200.5 =] =] =] second door contact (nc)
@ safety Administration d'|=]5 4@ 511.1_DOCR CONTACT 1_Vs EBool %I201.1 =] =] =] value status(0== substitute value) first door contact (nc)
» [ Program blocks 7 4@ -511.2_DOOR_CONTACT_2_VS Bool %2015 =] =) =] value status(0== substitute value) secend door contact (nc}
» 5 Technology objects & 40 20_LOAD_CONTACTORVS  Bool %I210.0 =] =] =] value status(0== substitute value) main lead contactors
» [ Energyobjects 9 40 K20 LOAD_CONTACTOR Bool %0210.0 =] =] =] control main load contactors
» i External source files 10 Add ne [
~ [3 PLCtag:
% Showall tags i
B Add new tag table
22 Defaulttag table [68]
5 Tag table_safety [9]
53 Tag table_sorting station [31]
@  -512_ACKNOWLEDGE Bool %120.0 ! W ™) push-button acknowledge (no)
T -K20_FEEDBACK_LOOP Boaol %I20.1 ] ] =) feedback loop main load contactors (nc)
<d -510_EMERG_STOP Bool %I200.0 =] ]| =] emergency stop 2<channel (nc)
@  511.1_DOOR_CONTACT_1 Bool %I200.1 =] =] =] first door contact (nc)
4@  -511.2_ DOOR CONTACT 2 Bool %I200.5 =] =] =] second door contact (nc)
< 511.1_DOOR CONTACT_1_VS | Bool %I201.1 E E @ value status (0== substitute value) first door contact (nc)
<1 -511.2_DOOR _CONTACT_2_VS Bool %I201.5 E @ @ value status (0== substitute value) second door contact (nc)
< -K20_LOAD_CONTACTOR_VS Bool %l210.0 ) =] 0 value status(0==substitute value} main load contactors
4  -K20_LOAD_CONTACTOR Bool %Q210.0 =] =] =] control main load contactors

2
2
]

— The value status tags are available in the F-modules of the ET 200SP to obtain diagnostic information
on the value status of individual channels. The F-IO DBs have only a QBAD tag that indicates the
status of the overall module.
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— Open the "Main_Safety RTG1" block in the Program blocks folder and change the programming
language to FBD in the Properties window under General. (— CPU_1516F [CPU 3156F-3 PN/DP] —»
Program blocks — Main_Safety RTG1 — Properties General — FBD)

1A Siemens - C:\Usersimde\Documents\Automation\072-100_SAFETY PN CPU1516F and ET200SP\072-100_SAFETY PN CPU1516F and ET2005P

Project Edit View Insert Online Options Tools
Cf (Y soveproiect & X = 02 X s (M

Devices

Window Help

5 MG E B coonline (¥ cooffine o (M > — || *

Totally Integrated Automation
POR

../ PN CPU1516F and ET2005P » CPU1516F [CPU 1516F-3 PN/DP] » Program blocks » Main_Safety_RTG1 [FBO] -

TAL

x

i)

w |7 072-100_SAFETY PN CPU1516F and ET2005P
W" Add new device
#h Devices & networks
~ [[Jl CPU1516F [CPU 1516F-3 PN/DP]
JIf pevice configuration
% online & diagnostics
@ Safety Administration

1

E: Program blocks
ﬁ Add new block
& Main [0B1]
4 MOTOR_SPEEDCONTROL [FC10]
48 MOTOR_SPEEDMOMITORING [FC11]
& MOTOR_AUTO [FB1]
@ MAGAZINE PLASTIC [DB3]
@ MOTOR_AUTO_DE [DB1]
@ SPEED_MOTOR [DB2]
20 FOB_RTG1 [0B123]

.

i 2 L EARE

I T £

s a1 B 4

&0 Main_Safety RTG1 [FEO]

@ Msin_Safety RTG1_DB [DB4]
» 5 System blacks
¥ [ Technology chjects
3 "jg Energy objects
3 External source files
» (3 PLCtags
»

suopannsuy B

|

syse] K ”

sanelqr

(g PLC data types |~
> view
4 Portal view =2 oveniew |z main_safety...

¥ Block title: ...
Comment
-
gl i [>] [100% |7 W e
‘QPmperties ||‘_i.'.|nfo HL‘ Diagnostics |
J General || Texts ” FB supervision definitions
General
General =
Information | =
Time stamps
Compilation Name: |Main_Safety RTG1 |
Protection Type: |Safﬂyﬂg ‘J
Attributes
Language: | FED 4!
Number:

LAD
&) Wenu

2 Doyou want to activate the ‘Project tre...
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The safety program for our plant will now be created in the "Main_Safety RTG1" block. Additional blocks
will be called from the safety functions for this purpose. Additionally, created local (and thus fail-safe) tags

will be used to interconnect the blocks.

Only the 'Bool’, 'Dint’, 'DWord’, 'Int’, 'Time' and 'Word' data types are permitted in the safety program.

— Create the static tag

Release_safety door — Bool)

"Release_safety door"

with the "Bool"

data type. (—

../ PN CPU1516F and ET200SP » CPU1516F [CPU 1516F-3 PN/DP] » Program blocks » Main_Safety RTG1 [FBO]

Static —

W B o B
Main_Safety RTG1
Mame
< ¥ Input
= Add new
T Output
= <Add new=
InOut
= Add news=

¥ Static

L] <HA0d new

el =T - TR R VRS, B ST R
1

Temp

[ | —A00 New

(%]

* (Constant

m

L} Release_safety door

~ A A A8
1

& =1 -

¥ Block title:

omment

b Network 1:

Comment

=ol

el

Data type

Bool
Dint
Int

Time

Default value

o] ¢ 6o B 6B = B G235 =

Retain Accessible f... | Writa...

Non-ret... B @

]

Visible in ... | Setpoint

sup...

[>]

100%

[<]
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— Enter here, as well as in the other steps, the block title and network heading for Network 1. Using
drag-and-drop, move the block for the safety door monitoring "SFDOOR" from the safety functions to
the first network of the "Main_Safety RTG1" block. (— SFDOOR)

b PN/DP Program blo a afe R BO

Options

Name
<@ ¥ Static
@ L]

=1

w o

10 <@ * Temp

Wl = :;..Q_EEE e

Main_Safety RTG1

Release_safety_door

= <Add new

7|88 G o2 08 B G2 13 e

Data type Default value Retain

Mon-ret... E E

Bool

|l false

<]

o’

Accessiblef.. Writa...

]

ol

- | Hl

* |Favorites

1

Wt e %

+ | Basic instructions

& =1

Comment

¥  Network 1:

Comment

| EI ]

¥ Block title: Main safety program

=4

Release from safetydoor

Name
» [ ] General
» 5] Bit logic operations
v [@ safetyfunctions
& ESTOP1
& TWO_H_EN
& MUT_P
& EVioo2DI
3 FDBACK

Description

[E38

|

Emergency STOPlemer...

Two-hand monitoring ...

Parallel muting

1002 evaluation with d...

Feedback monitoring

3 SFDOOR

Safety door monitoring

[3][100%

B ACK_GL
[@] Timer cperations
[+1] Counter operations
[%] comparator operati..
[£] math functions
[ Move operations
25 Conversion operati...
5 Program control ap...
=3 word logic operati...

Global acknowledgme...

Extended instructions

suoRINNSY

sqsnl@i#”

saueiq & ||

/ Technology

wiwiw Ay v vy v v ororw

Communication

— For the call option, select 'Multi-instance' and confirm with 'OK' (— Multi-instance — OK)

Call up't'i'uns

&

Single
instance

ot

Motul i
instance

Multiple instance

Mame in the interface 5FDDD_In5tBnce

Ifyou call the function block as a multiHnstance, it saves its

data in the instance data block of the calling function block and

notin its own instance data block. This allows you

concentrate the instance data in a single block and to get by

with fewer instance data blocks in your program.

more...

o

Lok

Cancel
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— A safety door function is programmed with the help of "SFDOOR". Inputs "IN1" and "IN2" are
interconnected with the door contacts "QBAD_IN1" and "QBAD _IN2" are used to query the fault-free
function of the utilized channels of the F-10. With "OPEN_NEC = TRUE", a check of the safety device
(fully open door and close again) is required after a restart of the safety program. "ACK_NEC = TRUE"
means that a user acknowledgment is required after the safety door has been opened. The signal of
the user acknowledgment is interconnected at the "ACK" input. The "Release_safety door" occurs
at output "Q" when the safety door is in the safely closed state.

* Block title: Main safety program

iment

*  Network 1: Release from safety door

Comment

#5FDOOR_Instance

SFDOOR
= EN
2001
"511.1_DOOR_
CONTACT_1" — |1
W200.5
"511.2 DOOR_
CONTACT_2° — |n2
W2011
"511.1_DOOR_
CONTACT_T_V5" —0 QBAD_IN1
W2015
"5£11.2_DOOR_
CONTACT 2_V5" —0 QBAD_IN2
frue — QPEM_MEC
frue — ACK_MEC Q — #Release_safety door
W20 0 ACK_REQ — _ ?. B
"512_ DIAG B& 1 o=UU
ACKNOWLEDGE" — ark EMNO —
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— The release of the safety circuit is programmed in the second step. Additional static tags must first
be created for this, as shown here. The EMERGENCY STOP signal can be directly interconnected
because safe functioning of the "EMERGENCY STOP" is already provided due to the settings in the
device configuration of the F-10.

P & b P b PN/DP Progra blo 3 afe R B0 |
Options ’@
Wi 2 L, ERROE D =l G I | (HH T i =
Main_Safety_RTG1 = [Faw,ites 15
Name Data type Default value Retain Accessible f... Writa... g-
> lam v Sttic E & ==1 7 4 - o ] @
4 |4q1= Release_safety door | Bool false Non-retain =] [+ L
9 1= » SFDOOR_Instance SFDOOR =] M (= ]
10 @ = Auxiliary_flag_01 Bool false Non-retain =] =] o
©n
11 . Auxiliary_flag_02 Bool false Non-retain E @ e = = g‘
12 4= Release_safety circuit | Bool false Non-retain =] M o V|Bas": jasioiclions i
T Name Description
[<] i ] > i | |
e D s b || General )
& =1 7 4 - = 4-] = [41] Bitlogic operations ;
LI AND logic operation %
w Block title: Main safety program £ =1 OR logic operation
Comment T« EXCLUSIVE OR logic op... E
&= Assignment = =
» Network 1: FRelease from safetydoor TR Rest oatpit &
*  Network 2: ECT Setoutput %-
Comment £ SR Setireset flipflop M
RS Resetiset flipflop
ECIE Scan operand for positi..
&N Scan operand for negat
T P_RIG Scan RLO for positive si..
£ N_TRIG Scan RLO for negative s
-[& Safety functions \
- Network 2: Safety circuit
Comment
W20.0
"512_
ACKMOWLEDGE"  #Auxliary flag_o2
P SR
—_—
#Auziliary flag_01
&
#Release_
safety_door — #Release
safety circuit
2000
*-510_EMERG_ =
STOP" e 2k o— R1 Q— pii
For unrestricted use in educational and R&D institutions. © Siemens 2021. All rights reserved. 75

sce-072-100-safety-pn-cpu1516f-et200sp-r2101-en.docx



Learn-/Training Document | TIA Portal Module 072-100, Edition 02/2021 | Digital Industries, FA

— The feedback monitoring is configured using the "FDBACK" block in the third network.
To do so, drag the block for the feedback circuit monitoring "FDBACK" from the safety functions to
the third network of the "Main_Safety_ RTG1" block.(— FDBACK)

p p SF [CP 6E-3 PN/DP T o : fetv R B0
Options
FE LEREC @t QrHR e = G G| Jmat R z
Main_Safety RTG1 ~ | Favorites 15
MName Data type Default value Retain Accessible ... Writa... | ... E'
=Wl ~ static |‘; & ==1 {7 4 - = A:] a
i <] s Release_safety door  Bool falze MNon-retain @ E -
9 4= » SFDOOR Instance SFDOOR =] M =] i
10 < = Auxiliary lag_01 Bool false Mon-retain E @ [ E
i1 Q= Auiliary flag_02 Bool false Mon-retain =) =] o - g
12 g = Release_safety circuit Bool |E false Non-et... E| @ B [ ] 25 | Basic instructions 9
== —{ Mame Description
(<] i ] > o =
i . b || General =
2 oo Al o b+ [ Bitlogic operations =
[[@ safetyfunctions %
¥ Block title: Main safety program 4 ESTOF1 Emergency STOFlemergen..
Comment 4 TWO_H_EN Two-hand monitoring wit... E
& MUT_P Parallel muting E
i W rosiialy Sotenstiomnd dpil 4 EVioo2Dl 1002 evaluation with discr..| g
» Network 2: Safety_circuit 4 FDBACK Feedback monitoring =
¥  Network 3: Feedback loop maonitoring M SFROOR gakElydooE modHarg r
- B ACK_GL Global acknowledgment o}
= b [@] Timer operations
b [+ Counter operations
b [€] Comparator operati..
— For the call option, select 'Multi-instance' and confirm with 'OK'. (— Multi-instance — OK)
Call options
Multiple instance
. . e Ea——
F Mame in the interface IFDEACK Instance]
: DB [fyou call the function block as a mult-instance, it saves its
_Single data in the instance data block ofthe calling function block and
Instance notin its own instance data block. This allows you to
concentrate the instance data in a single block and to get by
with fewer instance data blocks in your program.
Multi
instance
More...
r 0K 1 | Cancel
= %
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— The feedback monitoring is configured using the "FDBACK" block in the third network.
The "ON" input is connected together with the release of the safety circuit by the switch-on signal "-
KO0" "main switch ON" (no). As long as a 1 signal is present, the "Q" output to the load is activated.
The signal at the "FEEDBACK" input must fall from 1 to 0 within the set "FDB_TIME" time.
Otherwise, the "Q" output will be disabled again, and a block fault occurs. A fault can be
acknowledged with the user acknowledgment at input "ACK". "QBAD_FIO" is used to query the
fault-free function of the utilized channel of the F-IO.

o Network 3: Feedback loop menitoring

&
#Release_safety_ #FDBACK Instance
CIFCUIt —— FDBACK
0.1 - =HEN
"HO" —=k oM
9201
*-K20_FEEDBACK_
LOOF" — FEEDBACK
W210.0
"20_LOAD_ %Q210.0
CONTACTOR_VS® —0 QBAD_FIO *§20_LOAD_
s — ACK_NEC Q — CONTACTOR"
20,0 ERROR — =15
"512_ ACK_REQ — fa
ACKMOWLEDGE™ — ack DIAG — B# 16500
T#15 — FDB_TIME ENO —
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— The depassivation of the F-IO is configured using the ACK_GL in the fourth network.
To do so, drag the block for the global acknowledgment of all F-IO of a runtime group "ACK_GL"
from the safety functions to the fourth network of the "Main_Safety RTG1" block. (— ACK_GL)

6 6 o blo
Options
i L EREc @S HR e caa &’ I | | W Wt e B J8z
Main_Safety RTG1 ~ | Favorites 15
Name Data type Default value Retain Accessi... g'
> @ v static |;;| a =1 B 4 - o= ] @
8 qn» Release_safety door | Bool false MNon-retain E L
9 <@ = |} SFDOOR_Instance SFDOOR E &i
10 1 » Auxiliary flag_01 Bool Non-retain E |;| ;‘
= “w
i1 » Auxliary flag_02 Bool Non-retain @ = | T = = "5"
12 g = Release_safety circuit Bool Non-ret... E| E g iasisinstiictians — =
1340 = b FDBACK Instance FDBACK g S Name Bestiiplon =
o o T |_7_| » [7] General _:=;’
|<" L —_—— | » 5] Bit logic operations =
F3 - w
~ @ Safetyfunctions =
b R S s 3 ESTOP1 Emergency STOPlemergency OFF up... =
Block title: Nain safety program 2 TWO_H_EN Two-hand monitoring with enable E
griiment & MUTP Parallel muting _
4 EVico2Dl 1002 evaluation with discrepancya... 5
Network 1: Release from safetydoor 3 FDBACK Feedback menitoring =
Network 2:  Safety circuit 4 SFDOOR Safety door monitoring &
— 3 ACK GL Global acknowledgment of all FiOs...|—
Network 3: Feedback loop menitoring e e
Network 4: Global acknowledgement ofall FHiOs » [+ Counter operations
Comment ] 'L Comparator operati..
» [£] Math functions
» [ Move operations
» g Conversion operati..
» & Program control op...
— For the call option, select 'Multi-instance' and confirm with 'OK' (— Multi-instance — OK)
Call options
Multiple instance
F Marne in the interface JACk_GL_Instance]
: DB If you call the function block as a multi-instance, it saves its
Single data in the instance data block of the calling function block and
Instance not in its own instance data block. This allows you to
concentrate the instance data in a single block and to get by
with fewer instance data blocks in your program.
Mt
instance
mare...
r oK I| | Cance| ]
e ———————
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— The "ACK_GL" serves the global acknowledgment of all F-1O of a runtime group and thus the
depassivation of the F-10. With the user acknowledgment at input "ACK_GLOB", a global
acknowledgment of all F-1O can be performed.

Metwork 4: Glebal acknowledgement of all FHIOs

FACK _GL_
Instance
ACK_GL
.= EMN
W20.0
"L12_

ACKMOWLEDGE" — i GLOB ENO —

— Before you download the safety program, however, you should save your project again by clicking

H Save project

the —» button. To download the safety program, select the — "CPU_1516F

[CPU1516F-3 PN/DP]" folder again and click the — "Download to device" button :-I!

C:\Usersimde\Documents\Automatisierung\072-100_SAFETY PN CPU1516F and ET2005P\072-100_SAFETY PN CPU1516F and ET2005P

1l Siemens -

Project Edit View Insert Online Options Tools Window Help
G E saveprojec @0 ¥ 2 3 X D@ G m G IR & Goonline ¥ Gooffine g A M 2€ ]

Project tree m 4
Devices

RTAL

Download to device

i3 =R = =
[ i Fe L, ERE0 B8 a8 s =
2
. s g
~ _] 072-100_SAFETY PN CPU1516F and ET2005F ~ ]
i’ : M & >=1 {7 4 =0 = 4] 2

B/ Add new device

gy Devices & networks
= [[j CPUT5T6F [CPU 1516F-3 PN/DP]
IIf Device configuration

w Block title: Main safety program

4/ online & diagnostics

bupsa) [gc_”

w*  Network 1: Release from safety door

® Safety Administration e
« [ Program blocks
¢ Add new block
2 Main [0B1]
4 MOTOR_SPEEDCONTROL [FC10]
48 MOTOR_SPEEDMONITORING [FC11] L

#SFDOOR_Instance
SFDOOR

snsulkiiilu

~—EN

w2001

48 MOTOR AUTO [FB1] T e L]
@ MAGAZINE_PLASTIC [DB3] CONTACT_1* — |1 g
@ MOTOR_AUTC_DB [DB1] s
= %200.5 =,
@ SPEED_MOTOR[DE2] *511.2 DOOR =
- FOB_RTG1 [0B123] COMTACT_2" — |2
4 Main_Safety RTG1 [FBO] [
E W201.1
@ Main_Safety RTG1_DE [DB4] R
» [ System blocks CONTACT_1_VS" —o ggaD. IN1
v [ Technology objects
= w201.5
» L Energy objects *511.2_ DOOR,
» @l External source files CONTACT_2_VS" —0 gpAD_IN2
= |
b L@ PLCtags frus — DPEN_NEC
A L]
» L) PLC data types frue — ACK_NEC qQ — #Release_safery door
» [Z) watch and force tables
s W20.0
» L& Online backups 512
¥ [ Treces ~ CKNOW FRGE™ = Enn _
2] [ | Bl i ] [>] [100% |~ s

» | Details view
4 Portal view i3 Overview IEE] 10-Safety

I:ﬂ- Main_Safety...

El Properties

%

¥ The
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— You first receive a preview. Continue with — "Load".

Coad Preview

9 Check before loading

Status |! Target Message Action
B & - cruisiEF Ready for loading. Load 'CPU1516F"
1 » Different modules  Differences between configured and target modules {online)
(] » Stop madules The modules are stopped for downloading to device. Stop all
(] » Data block re-initi... The data blocks will be re-initialized with their start values. Re-initialize |v|
(] b Software Download software to device Consistent download
(i ] » Safetyprogram Load safety program to device Consistent download

<] [ 5]
i Refrech |

Finish | E Load ! | Cancel |

Note:

— In the "Load preview", you should see the @ symbol in each line. You can see additional information
in the "Message" column.

— The — "Start module" option is now selected before the download operation can be completed with
— "Finish".

Coad results

9 Status and actions after downloading to device

Status (! Target Message Action
*@ 0 ¥ CPU1516F Downloading to device completed without error. Load "CPU1516F
0 ¥ Start modules Start modules after downloading to device. _:j
0 The module *CPU1516F" can be started.
0 » CRC comparison Result of CRC comparison

<] I [>]
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— By clicking on the

tags at the "Main_Safety_RTG1" block when testing the program. (— )

mens - C:\Usersimde\Documents\Automatisierung\072-100_SAFETY PN CPU1516F and ET2005P\072-100_SAFETY PN CPU1516F and ET2005F

TAL

. Monitoring On/Off" button, you can monitor the state of the input and output

Wl (=l

|— #Release_safety door

[plfioox

Monitoring onloff

=

Bunsa] = S|

syse| Kl

sapeiqr E”

Project Edit View Insert Online Options Tools Window Help
Gy saveproject @ ¥ T8 5 X D iz T ME B R § coonline ¥ coofiine gz MM 3 1]
Devices
8§ W 2 B, ER e F g Bl
_— e
= ] 072-100_SAFETY PN CPUTS 167 and E2_ T @ |~ 0 ondition defined.
;Aud_”e“ deviee = #5FDOOR_Instance
Devices & networks
; SFDOOR
PUTS16F [CPU 1516F-3 PN/DP] il I
IIY Device configuration
g Online & diagnostics TRUE
® safety Administration al= 2001
o = *511.1_DOOR_
~ gf Program blocks @ s
B Add new block
4 Main [0B1] ) TRUE
48 MOTOR_SPEEDCONTROL[FC10] @ %2005
= *-511.2_DOOR_
4 MOTOR SPEEDMONTORING .. @| | CONTACT 2" — 2
& MOTOR_AUTO [FB1] [ ]
@ MAGAZINE_PLASTIC [DB3] [ ] TRUE
@ MOTOR AUTO_DE [DB1] [ ] %2011
= *-511.1_DOOR_
& 50 aopR bl ° CONTACT 1_V5* —6l QBAD_IN1
25 FOB_RTG1 [DB123] [ ] =
4 Main_Safety RTG1 [FBO] ] TRUE
@ Mein_Safety RTG1_DE [DB4] @ 42015
. = *-511.2_DOOR_
b svstem biocks ° CONTACT_2_VS" —0/QBAD_IN2
3 '::“ Technology objects =
TRUE
» (3 Energy objects
f’ Sl true = OPEN_NEC TRUE
» External source files =
b [ PLCtags [ JRLE e
» [ PLC data types ° : = e FALSE
v [32 Viatch and force tables FALSE CHERH" 105
v [ Online backups 420.0
s "512_
b Traces ACKNOWLEDGE" mmf ACk ENO —
» l§ji; Device proxy data e
< Il B Bl L]
> | Details view
4 Portal view Overview @ 10-Safety |2 main_safety...
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— However, a warning is still displayed at menu item " Safety Administration”. To eliminate this, the

online connection must first be disconnected. Then you open — "® Safety Administration” with a

m,q

double-click. (—

Go offline

—> ® safety Administration)

Edit View Insert Online Option:

5 Tools

l

Wwindow Help

TAL

(3 (% | seve project 53

Xm0

) MG B[R S coonline ¥ Gooffiine| fo A A 3¢ ]|
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Go offline
Devices
8§ Wi e B, ERECE g Y ClE BT (=l
_— e
= ] 072-100_SAFETY PN CPUTS 167 and £12.. @ @ (A 15 condition defined.
W’\dd_”e"‘ e #5FDOOR_Instance
#h Devices & networks TTEeR
§ CPU1516F [CPU1516F-3 PNjDR] Mo I
IIY Device configuration
L Online & diagnostics TRUE
® Safety Administration e %2001
= = *511.1_DOOR_
~ gf Program blocks ) s =
B Add new block =
4 Main [0B1] ) TRUE E
48 MOTOR_SPEEDCONTROL[FC10] @ %2005 3
= *-511.2_DOOR_
4 MOTOR SPEEDMONTORING .. @| | CONTACT 2" — 2 4 |
& MOTOR_AUTO [FB1] [ ] L[]
@ MAGAZINE_PLASTIC [DB3] @ TRUE c
@ MOTOR_AUTO_DE [DB1] [ ] %2011 E
= *-511.1_DOOR_ .
MUSCEED VIR D)) ® CONTACT_1_VS" —0 QBAD_INT H
25 FOB_RTG1 [DB123] [ ]
4 Main_Safety RTG1 [FBO] ] TRUE
@ Mein_Safety RTG1_DE [DB4] @ 42015
. = *-511.2_DOOR_
rf S ysiam biocks ° CONTACT_2_VS" —0/QBAD_IN2
¥ L3 Technology objects
I TRUE
b L g Energy objects
, f’ Ll rJ . true = OPEN_NEC TRUE
External source files
- _— Qf— #Release_safety_door
» g PLCtags [+ i
- true == ACK_NEC FALSE
» [ PLC data gypes [ ] ACK_RE e
v [32 Viatch and force tables FALSE CHERH" 105
v [ Online backups 420.0
» 2 Traces "512_ DIAG
3 & Dewc; proxy data v AKNDWLEDSE ENO—
F) -
<] i B Bl n | [>][100% [~
> | Details view |§ Praperties ||"il|nfn Hﬂ Diagnostics ‘
4 Portal view @ 10-Safety |:I:- Main_Safety.._ fi
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— Here, access protection must be activated for the safety program. Click on "Setup” under "Access
protection" and assign the password "pw_fprog" for the safety program. (— Access protection —
Setup — pw_fprog — pw_fprog — OK)

‘\Usersimde\Documents\Automationt072-100_SAFETY PN CPU1516F and ET200SPY072-100_SAFETY PN CPU1516F and ET200SP

Project Edit View Insert Online Options Tools Wndow Help Totally Integrated Automation

m G R & coonline ¥ cooffiine : §p M M8 3¢ || PORTAL

jgﬂﬁveprojeqa Mo L X s

Devices

syse | il

=S =
- cencl Offline safety program protection
¥ ] 072-100_SAFETY PN CPU1516F and ET2005P ) ™ Fruntime group
B Add new device F-runtime group 1 [RTG1] c= Password for modifying safety program: Iﬁ'_'l
By Devices & networks F-blocks §'
~ ([l CPU1516F [CPU 1516F-3 PN/DP] F-compliant PLC data types Password: | | =
IIf Device configuration Access protection Lagin I Setup | 2
¢/ Online & diagnostics Web server Fadmins
® safety Administration = Settings F-CPU access protection
~ [ Program blocks Flexible F-Link
B Add new block The password for downloading to the F-CPU is setin the inspector window of
& Main [0B1] the F-CPU in the "Properties” tab.
4 MOTOR_SPEEDCONTROL [FC10] —
4 MOTOR_SPEEDMONITORING [FC11] Define password
45 MOTOR_AUTO [FE1]

= [l cPu1516F[CPU 1516F-3 PNIDP]
@ MAGAZINE_PLASTIC [DB3]

@ MOTOR_AUTO_DB [DB1]

@ SPEED_MOTOR [DB2] New password: | *****++*

2 FOB_RTG1 [0B123]

L Main_safety RTG1 [FEO]

@ Mein_Safety RTG1_DB [DB4]
b g System blocks l
[ Technology objects
(@ Energy objects

" Define safety program password:

Confirm password:

oK 1] Cancel |

External source files

Ea PLC tags

[ PLC data types

|55 Wiatch and force tables
B Add new watch table

{vvv>v-~

It
’W‘l‘_ﬂ Info y\ % Diagnostics
4 Portal view i |-z wain_saiey... [ ceuisier e

— You can log off from the safety program in the Access protection menu or by right clicking the

i.'r symbol next to ® "Safety Administration". However, this should not be done until later.

Siemens - C:\Usersimde\Documents\Automation\072-100_SAFETY PN CPLU1516F and ET2005P\072-100_SAFETY PN CPU1516F and ET2005P

Project Edit Wiew Insert Online Options Tools Window Help
«

G5 (Y saveproject 3 X | X ® @ 5 MG B § coonline (¥ Gooflne fp A 2  [[] "

Project tree m 4
Devices

Totally Integrated Au

e
E
Gepem| Offline safety program protection
¥ | ] 072-100_SAFETY PN CPU1516F and ET200SP ¥ F-runtime group
B Add new device | F-runtime group 1 [RTG1] &= Password for modifying safety program:
EE'& Devices & networks F-blocks
= [[@ CPU1516F [CPU 1516F-3 PN/DP] Fcompliant PLC data types Password: | |
Y Device configuration Access protection Log off ‘ | Change |
B online & diagnostics Web server F-admins
@ Safety Administration E  Open -CPU access protection
> ';:. Program blocks Authonzed
B’ Add new block S ' |The password for downloading to the FCPU is set in the inspector window of

E the F-CPU in the "Properties” tab.

& Main [OB1] 2 cr
4 MOTOR_SPEEDCONTROL [FC10]

4 MOTOR_SPEEDMONITORIMG [FC11] -
4B MOTOR_AUTO [FB1] &= Go to protection

§ MAGAZINE_PLASTIC [DB3] a ng off frorn the offline safety prugra

e Frint Ctr+P | o to the *Protection” area of the F-CPU
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— Activate the options indicated here in the settings for the safety program. (— E‘ Activation of F-

change history — @ Enable consistent upload from the F-CPU)

'T‘!E, Siemens - C:\Usersimde\Documents\Automation\072-100_SAFETY PN CPU1516F and ET2005P\072-100_SAFETY PN CPU1516F and ET2005P

Project Edit View Insert Online Options Tools Window Help -
i Totally Integrated Automation
Zf [H El saveproject & ¥ X sz G MG I3 & Goonline 3 ¥ cooffiine : o IR 3 || i PORTAL
...2-100_SAFETY PN CPU1516F and ET200SP » CPU1516F [CPU 1516F-3 PN/DP] » Safety Administration — W il X
Devices _%
e = =
[ = |3
=
&
e Safety program settings
~ _] 072-100_SAFETY PN CPU1516F and ET2005P |#~| * Fruntime group
B Add new device [l Fruntime group 1 [RTG1] Assignment of block numbers generated by the safety system Ll
=
5}; Devices & networks F-blocks @ Fsystem managed =
~ [[§l CPU1516F [CPU 1516F-3 PN/DP] F-compliant PLC data types ) -
() Fixed range ®
Il Device configuration Access protection @
%) Online & diagnastics Web server F-admins FB numbers: to FB:
@ Safety Administration ] Settings FC numbers: to FC:
S E} Fr::lgram blocks Flexible F-Link BB T e to DB:
I’ ~dd new block
Main [OB1 c
Mivmin 081} Safety system version
2 MOTOR_SPEEDCONTROL [FC10]
2 MOTOR_SPEEDMONITORING [FC11] |V? 2 [+]
48 MOTOR_AUTO [FB1] L
@ MAGAZINE_PLASTIC [DE3] B Advanced settings
@ MOTOR_AUTO_DB [DB1] o [] safetymode can be disabled
Wi EE MOTDRI(DR: ] v [ Activation of Fchange history
20 FOB_RTG1 [0B123] M
4 Main_Safety RTG1 [FBO] [ Enable consistent upload from the FCPU
@ Main_Safety RTG1_DB [DBE4] D Enable variable Fcommunication IDs
» [ System blocks
v L3 Technolagy abjects System generated objects
k ‘_" Encigynnieots [] Create driver instance data blocks without prefic
v [} External source files
» [g PLC tags | cleanup
» g PLC data types
- :,L Watch and force tables
ﬁ Add new watch table
| Force table
&2 watch table_1
» [ Online backups | ]
» [ Trace: |+ <] L] ] | >
> | Details view 4 Properties |"_i.LInfo y| | Diagnostics
4 Portal view |- wain_sefeyy.. | @ cPuisisr co FU1516F termin

— Save your project again and download the changes to the controller.

(_) H Save project N :ﬂ)

Project Edit View Insert Online Options Tools Window Help
Cf Nl soveproject @ ¥ B X O HMEER F coonl

Project tree m 4
Devices

Download to device

B

General
> 7] O72-100_SAFETY PN CPU1516F and ET2005P E = Fruntime group
B Add new device
gy Devices & netwarks
~ 3 CPU1516F [CPU 1516F-3 PN/DP]
[l‘f Device configuration

Fruntime group 1 [RTG1]
F-blocks
F-compliant PLC data types

Access protection
%| Online & diagnostics Web server F-admins
8 Safety Administration

—
w =l Praararn klacke

Settings
Flavihla FJ inl
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— You first receive a preview where you must select stopping of the CPU. Continue with — "Load".

Coad Preview

9 Check before loading

Status | ! Target Iessage Action
W & v cruisieF Ready for loading. Load 'CPU1516F"
1 » Different modules  Differences between configured and target modules {online}
(v} » Stop modules The modules are stopped for downloading to device. WF‘
(v b Safety program Load safety program to device Consistent download

<] 0 5]
i Refresh |

Finish | E Load i | Cancel |

=l
Note:
— Changes to the safety program can only be loaded consistently when the CPU is in STOP state.

— Now, the — "Start all" option is selected before the download operation can be completed with —
"Finish".

[oad resuits

9 Status and actions after downloading to device

Status ! Target Meszage Action
*ﬂ; 0 ¥ CPU1S16F Downloading to device completed without error. Load ‘CPU1516F
(V] * Start modules Start modules after downloading to device. Start module E
o The module *CPU1516F" can be started.
(v} b CRC comparison Result of CRC comparisan

(<] il =]

[ Finish 1 | Load | | Cancel |
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7.11 Diagnostics functions for the safety program

— The status of the collective F-signature can be displayed in "General" under "Safety Administration".

For acceptance of a system, this signature must be identical online and offline and must be

documented.

FETY PN CPU1516F and ET2005P\072-100

FETY PN CPU1516F and ET200SP

Edit Online

S

Project View Insert

21 3 saveproject S

Optiens

X e

Tools

Window

m
i+

Help

rr

T

B R § coonline 4¥ Gooffline . Sz M M 3 H || "

Totally Integrated Automation
POR

Devices

¥ | 7] 072-100_SAFETY PN CPU1516F and ET...
B Add new device

IIf Device configuration

%] online & diagnostics
@ safety Administration
e ';:. Program blocks
ﬁ"ﬁdd new bleck
& Main [0B1]
2 MOTOR_SPEEDCONTROL [FC..
2 MOTOR_SPEEDMONITORING [..
45 MOTOR_AUTO [FB1]
@ MAGAZINE_PLASTIC [DB3]
@ MOTOR_AUTO_DB [DB1]
@ SPEED_MOTOR [DB2]
20 FOB_RTG1 [0B123]
2 Main_Safety_RTG1 [FBO]
@ Mein_safety RTG1_DB [DB4]
» It system blacks
[ Technology objects
[ Energy objects
External source files
EZa PLCtags
[ PLC data types
Viatch and force tables
¢ Add new watch table
E5| Force table
Watch table_1

v~

+ (i online backups

<] [T

o000O0OOCOOOO OO

o0

] \'3_’

General
w Fruntime group
Fruntime group 1 [RTG1]
Fblocks
Fcompliant PLC data types
Access protection
Wieb server F-admins

Settings
Flexible F-Link

~

General

Safety mode status

Current mode:

| Safetymode is activated

Safety program status

Offline program:

| The offiine safety program is consistent. |

Online program:

| The online safety program is consistent. |

F-signatures

Description

Collective Fsignature

il Software Fsignature

Hardware F-signature
F-Communication Address Signature

Status  Offline signature
@ A0461990
E8C2685E
87838132
none

Online signature
AD461990

Version comparisan

[ ]

> | Details view

Overview

4 Portal view

|® cuisier

|g Properties

||"i.i|nfn

||ﬂ Diagnostics

sapeiqr &

— The status of the individual block signatures can be displayed in "F-blocks" under "Safety
Administration". This can be helpful for finding out where changes have been made.

4 Portal view

@ CPU1516F
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~ [t Program blocks o Flexible F-Link @ Main_Safety_RTG1_DEB [DB4] @ 1DBhrFFB 0x33568014 0x33568014
B Add new block w g system blocks ]
& Main [0B1] ® v Ll STEP 7 Safety [ ]
48 MOTOR SPEEDCONTROLIFC.. @ 2 F_ACK_GL [FB219] @ 0xDEFBO1 0xDBFBO1
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— Now, log off from the safety program. (— Log off from offline safety program)
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— The fail-safe block "Main_Safety RTG1" «can stil be monitored, nevertheless.
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— The diagnostics data for the "SFDOOR" and "FDBACK" blocks called in the "Main_Safety RTG1"
block can be monitored via the multi-instances in the "Main_Safety RTG1_DB" instance data block.

FETY PN CPU1516F and ET2
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— Inthe "RTG1SyslInfo" data block you obtain information on the collective F-signature, generation date,
cycle time of runtime group, version of STEP 7 Safety, etc.
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— You obtain diagnostic information for the F-modules in the usual way by right-clicking on the module
and selecting "Online & diagnostics".
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ﬂ' Go offline )

— Finally, disconnect the online connection (—
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7.12 Archiving the project

— To archive the project, select the — "Archive..." command in the — "Project" menu.
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— Select a folder in which you want to archive your project and save the project. ( — sce-072-100-
safety-pn-cpu1516f-et200sp... — Archive)

Select source to be archived:

Name: | 072-100_SAFETY PN CPU1516F and ET2005P

Source path: ! ET2005P\072-100_SAFETY PN CPU1516F and ET2005P.ap15 1|8

Select settings for archiving:

[#) Archive as compressed file
D Discard restorable data

[] Add date and time to target name

Target path: ; C:lUsersimdelDesktoplsce-072-100-safety-pn-cpul Siﬁf-etEDD:i___l

r Archive I| | Cancel |

= . .. .. 0 ... 9. ...  'ioo o ——
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7.13 Checklist — step-by-step instructions

The following checklist helps trainees/students to independently check whether all steps of the step-by-
step instruction have been carefully completed and enables them to successfully complete the module

on their own.
No. Description Checked
1 Safety settings for the CPU 1516F-3 PN/DP activated.
2 ET 200SP with IM 155-6PN HF configured.
3 Device name of the ET 200SP assigned.
4 Hardware configuration downloaded to the CPU1516F-3 PN/DP.
PROFIsafe addresses assigned to the safety modules of the ET
5
200SP.
6 Safety program created and downloaded.
7 Program blocks successfully compiled and downloaded without

error message. CPU is in RUN.

Open the safety door
8 -S11.1_DOOR_CONTACT_1=0
-S11.2_DOOR_CONTACT_2=0

Close safety door and acknowledge
-S11.1_DOOR_CONTACT_1 =1
-S11.2_DOOR_CONTACT_2 =1
-S12_ACKNOWLEDGE = 1

Release EMERGENCY STOP and acknowledge
10 -S10_EMERG_STOP =1
-S12_Acknowledge = 1

Signal feedback circuit at 1
-K20_FEEDBACK_LOOP =1
Switch on system

1 -KO (main switch "ON") = 1
The main load contactors are then switched on
-K20 LOAD CONTACTOR =1
12 The signal feedback circuit changes to 0 within 1 second
-K20 FEEDBACK LOOP =0
13 Project archived successfully.
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8 Exercise

8.1 Task — Exercise

Program the two displays "-P4" (display "EMERGENCY STOP activated") and "-P8" (display
"Acknowledgment requested") in a "SAFETY_DIAGNOSTICS" function and call them in organization
block "Main".

In so doing, the display "-P4" (display "EMERGENCY STOP activated") is to light up when no safe release
exists for switching on the main contractor for the load.

The display "-P8" (display "Acknowledgment requested") is always to light up when the "-
S12_Acknowledge" button is to be actuated for acknowledging an error in the safety program or an error
in the F-modules.

This is possible by programming within the "SAFETY_DIAGNOSTICS" function with access to the fail-
safe inputs and outputs and to the fail-safe data blocks.

At the block call of MOTOR_AUTOI[FB1]* the Signal ,-A1* should be replaced by the release of the safety

circuit.

‘ DO Type Identifier Function
Q1.0 BOOL |-P4 Display "Emergency Stop activated"
Q14 BOOL |-P8 Display "Acknowledgment requested"

8.2 Planning

Plan the implementation of the task by yourself.
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8.3 Checklist — Exercise

The following checklist helps trainees/students to independently check whether all steps of the exercise
have been carefully completed and enables them to successfully complete the module on their own.

No. Description Checked

Function "SAFETY_DIAGNOSTICS" created.

Call and changes in OB1 completed.

Program blocks successfully compiled and downloaded without
error message.

Open the safety door

-S11.1_DOOR_CONTACT_1=0
-S11.2_DOOR_CONTACT_2=0

or

Actuate EMERGENCY STOP

-S10_EMERG_STOP =0

1

-P4 (display "Emergency Stop activated") = 1
Open the safety door
-S11.1_DOOR_CONTACT_1=0
-S11.2_DOOR_CONTACT_2=0

Close the safety door again
-S11.1_DOOR_CONTACT_1 =1
-S11.2_DOOR_CONTACT_2 =1

Safety door opened and closed again

-P8 (display "Emergency Stop activated") = 1
Actuate EMERGENCY STOP
-S10_EMERG_STOP =0

Release EMERGENCY STOP
-S10_EMERG_STOP =1

EMERGENCY STOP actuated and released again
-P8 (display "Acknowledgment requested") =1
Fault in feedback circuit occurred and eliminated again
-P8 (display "Acknowledgment requested") =1
Fault in input module

7 F-DI8x24VDCHF _1 occurred and eliminated again
-P8 (display "Acknowledgment requested") =1
Fault in fail-safe output module

8 F-DQ4x24VDC/2APMHF_1 occurred and eliminated again
-P8 (display "Acknowledgment requested") =1

13 Project archived successfully.
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9 Additional information
You can find additional information as an orientation aid to familiarize yourself or deepen your knowledge,
for example: Getting Started, videos, tutorials, apps, manuals, programming guidelines and trial software/

firmware, under the following link:

siemens.com/sce/safety

"Additional information" preview — in preparation
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siemens.com/sce
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siemens.com/sceltp

SCE Contact Partners
siemens.com/sce/contact

Digital Enterprise
siemens.com/digital-enterprise

Industrie 4.0
siemens.com/future-of-manufacturing

Totally Integrated Automation (TIA)
siemens.com/tia
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