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Firmware Update with SIMATIC S7-1200

1 Goal

This chapter will show how the firmware version of the CPU of SIMATIC S7-1200 can be
checked and upgraded using the TIA Portal.

The SIMATIC S7 controllers listed in Chapter 3 can be used.

2 Requirement

No prerequisites have to be met for successful completion of this chapter.

3 Required hardware and software

1  Engineering station: requirements for hardware and operating system

(for additional information, see Readme on the TIA Portal Installation DVD)
2  SIMATIC STEP 7 Basic software in TIA Portal — V14 SP1 or higher
3 SIMATIC S7-1200 controller, e.g. CPU 1214C DC/DC/DC — Firmware V4.2.1 or higher

4  Ethernet connection between engineering station and controller

: ; 2 SIMATIC STEP 7

1 Engineering station Basic (TIA Portal) V14
SP1 or higher

4 Ethernet connection

3 SIMATIC S7-1200 controller
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4 Theory

4.1 SIMATIC S7-1200 automation system

The SIMATIC S7-1200 automation system is a modular microcontroller system for the lower
performance range.

A comprehensive range of modules is available to optimally adapt the system to the automation
task.

The S7 controller consists of a power supply and a CPU with integrated inputs and outputs or

additional input or output modules for digital and analog signals.

If necessary, communication processors and function modules for special tasks such as stepper
motor control are also used.

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.
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4.2 Operator controls and display elements of the CPU 1214C
DC/DC/DC

4.2.1 Front view of the CPU 1214C DC/DC/DC

With an integrated power supply (24 V connection) and integrated inputs and outputs, the CPU
1214C DC/DC/DC is ready for immediate use without additional components.

For communication with a programming device, the CPU has an integrated TCP/IP connection.

The CPU can thus communicate with HMI devices or other CPUs over an Ethernet network.

O) 24 V connection

® Plug-in terminal block for user wiring (behind the cover flaps)

® Status LEDs for the integrated 10 and the operating mode of the CPU

® TCP/IP connection (on the bottom of the CPU)

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.
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4.2.2 SIMATIC Memory Card (MC)

The optional SIMATIC Memory Card (MC) stores the program, data, system data, files and

projects. It can be used for:
— Transfer of a program to multiple CPUs
— Firmware update of CPUs, signal modules (SM) and communication modules (CM)

— Simple CPU replacement

4.2.3 Operating modes of the CPU
The CPU can have the following three operating modes:
— In STOP mode, the CPU is not executing the program and you can download a project.
— In STARTUP mode, the CPU is starting up.
— In RUN mode, the program is being executed cyclically.
The CPU does not have a physical switch for changing the operating mode.

You use the button on the operator panel of the STEP 7 Basic software to change the operating
mode (STOP or RUN). The operator panel also contains an MRES button for performing a

memory reset and displays the status LEDs of the CPU.

b | CPU operator panel

Press Control [CPU 1516-3 FNIDF]
B RrunisTOP RUN

ERROR STER

Mode selectar:  RUMN
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4.2.4 Status and error displays

The Status LED RUN/STOP on the front of the CPU indicates the current operating mode of the
CPU by the color indicated.

SIEMERS 3 - Yellow light indicates

; STOP mode.

Green light indicates
RUN mode.

A flashing light indicates
STARTUP mode.

In addition, there is an ERROR LED for indicating errors and a MAINT LED for indicating a

maintenance requirement.
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4.3 STEP 7 Basic programming software (TIA Portal V14)

STEP 7 Basic V14 (TIA Portal VV14) software is the programming tool for the following automation
systems:

— SIMATIC S7-1200

— Basic Panels

STEP 7 Basic V14 provides the following functions for plant automation:

— Configuration and parameter assignment of the hardware

— Specification of the communication

— Firmware update

— Programming

— Testing, commissioning and service with operational/diagnostic functions

— Documentation

— Creation of visualizations for SIMATIC Basic Panels with the integrated WinCC Basic software

Support is provided for all functions through detailed online help.

4.3.1 Basic settings for the TIA Portal

® Users can specify their own default settings for certain settings in the TIA Portal. A few

important settings are shown here.

® In the project view, select the ® "Options" menu and then ® "Settings".

A Siemens ~ox
Project Edit View Insert Online |Options |Tools Window Help
GF D H seveproiect @ ¥ 13 ] ¥ EET - o cooffine fp IR X (1] [Seec

Support packages

JW\— Manage general station description files (GSD)

Start Automation License Manager
Ell

Totally Integrated Automation
PORTAL

%] Show reference text

L] Global libraries »

~ |Find and replace

» b Online access
» [5p Card ReaderiUSE memory

[ seueiqr T swseL &t

' Properties [} Info | %! Diagnostics [
General uCrossrlefeter}cgg UCompile Uﬁngrgy§ui!g ‘
3] .| @][show ail messages -
v | Details view 1| Path Description Goto 2 Erors | Warnings  Time (i e picen) [ahepid
<| [0 B
< il | |5 ]> |Languages & res...

4 Portal view
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® One basic setting is the selection of the user interface language and the language for the

program display. In the curriculums to follow, "English" will be used for both settings.

® Under ® "General" in "Settings", select "User interface language ® English" and "Mnemonic

® International.

18 Siemens -Ox
Project Edit View Insert Onilne- Options Tools Window Help Totally Integrated Automation
iR seveproject 5 M i X iz S ME B R F coonline 4 Gooffiine Jp [ M 2 * PORTAL

5

» General G i |
» Hardware configuration anel S =
» PLC i -
programming Ganeil =
STEP 7 Safety g

» Simulation General settings 2
» Online & diagnostics H

PLCalarms
» Visualization
Keyboard shortcuts
» Password providers
Multiuser
CAx

Username: mde ‘

| Engl\sh FW

Userinterface |

International >

German
show list of recently used
projects: |8 [S] elements

["] Load last opened project during startup

T

Tooltips: [ Show truncated texts completely

=] Show teoltips (context-sensitive help is available)

Note: These settings can always be changed.
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4.3.2 Setting the IP address on the programming device

You need a TCP/IP connection in order to upgrade the CPU of a SIMATIC S7-1200 controller
from the PC, the programming device or a laptop.

It is important that the IP addresses of both devices match for the computer and SIMATIC
S7-1200 to communicate with each other via TCP/IP.

First, we will show you how to set the IP address of a computer with the Windows 10 operating

system.

® Select the network icon in the taskbar at the bottom H and click ® "Network settings".

]

VMware Network Adapter VMnet1

o

Airplane mode

® In the network settings window that opens, click ® "Ethernet" and then on ® "Change

adapter options".

Settings

22 Home

| Find a setting

Network & Internet

Ethernet

VMware Network Adapter VMnet8
No Internet

E VMware Network Adapter VMnet1

B Status No Internet
o Unidentified network
% Wi-Fi No Internet
¥ Ethernet
Related settings
%2 Dial-up
Change adapter options
% VPN
u Change advanced sharing options
5e  Airplane mode Network and Sharing Center
&) Mobile hotspot HomeGroup
Windows Firewall
(5 Data usage
& Proxy
For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved. 11
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® Select the desired ® "LAN Connection” that you want to use to connect to the controller and
click ® "Properties".

/& Network Connections

4 % > Control Panel > Network and Internet > Network Connections

Organize v Disable this network device Diagnose this connection Rename this connection
= ' Bluetooth Network Connection —" Etherne* o 1
o Not connected _ Uniden G Disable |
= g
x e Bluetooth Device (Personal Area .. 'ﬁ Intel(R Status J

-E' Wi-Fi Diagnose
jﬂ Not connected

Intel(R) Dual Band Wireless-AC 82... Bridge Connections

Create Shortcut
Delete

Rename

Qe @

Properties

® Select ® "Properties” for ® "Internet Protocol Version 4 (TCP/IPv4)".

4 Ethernet Properties X
Networking  Sharing
Connect using:
P Inte!(R) Ethemet Connection (4) 1219-LM

This connection uses the following items:

W 8 VMware Bridge Protocol A
¥ " File and Printer Sharing for Microsoft Networks
| %8005 Packet Scheduler

Intemet Protocol Version 4 (TCP/IPv4)
] 4 Microsoft Network Adapter Muttiplexor Protocol
¥  PROFINET IO protocel (DCP/LLDP)

¥ 5 Microsoft LLDP Protocol Driver v
< >

_ Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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® You can now use the following IP address, for example ® IP address: 192.168.0.99 and enter
the following ® subnet mask 255.255.255.0. Accept the settings. (® "OK")

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(® Use the following IP address:
IP address: 192,168, 0 . 99
Subnet mask: [ 255.255 . 255, 0
Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit Advanced...
o] | e

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved. 13
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4.3.3 Setting the IP address in the CPU

Before a firmware update of the CPU can be performed, set the IP address of the SIMATIC
S7-1200 correctly so that the programming device can reach the CPU via TCP
(IP communication). The IP address of the SIMATIC S7-1200 is set as follows:

® Double-click the Totally Integrated Automation Portal to select it. (® TIA Portal V14)

TIA
/14

TIA Portal
V14

® Click ® "Online&Diagnostics" and open ® "Project view".

TA Siemens Zylaligh

Totally Integrated Automation

. Accessible devices

‘" Online &
Diagnostics >

® Help

} Project view

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.
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® In the project tree under ® "Online access"”, select the network adapter that was set
previously. If you click ® "Update accessible devices", you will see the IP address (if
previously set) or the MAC address (if IP address has not yet been assigned) of the

connected SIMATIC S7-1200. Select ® "Online&Diagnostics".

T8 Siemens “ax

Project Edit View Insert Onime“ Options Tools Window Help Tatally Integrated Automation

G iR seveproject & ¥ EH 3 X Dz T E IR | Goonline &¥ Gooffiine | o [N B 2 ° PORTAL
Project tree m 4

Devices

~ g Online access
Y Displayhide interfaces
- r_!] Intel(R) Ethernet Connection (4) 1219-LM L)

syse] il

&2 Update accessible devices
~ (@ plc_1[192.168.0.1]
- Q. Online & di
» ra_ Program blacks

saueiqn &

» [ Technology objects
» [ PLC data types
» [0 intel(R) Dual Band Wireless-AC 8265
» LQ PC internal [Local]
» [0 PLCSIM [PNIE]
» lu TeleService [Automatic protocol detection
» (8 Card ReaderiUSB memory

Fpxdd

G Properties !"_i_.‘.lnfu ﬂbﬂiagnostics

J General H Cross-references H Compile H Energy Suite ‘
@m Show all messages m
! |Message Gote |?
d I Details view o Scanning for devices on interface Intel(R) Ethernet Connection (4) 1219-LMwas started.

6 Scanning for devices completed for interface Intel(R) Ethernet Connection (4) 1219-LM Foun...

i

4 Portal view i i Scanning for devices completed forint...
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® Under ® "Functions"”, you now find the ® "Assign IP address" item. Enter the following IP
address here (example): ® IP address: 192.168.0.1 ® Subnet mask 255.255.255.0. Click ®
"Assign IP address" and this new address will be assigned to your SIMATIC S7-1200.

& Siemens -0OX
Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation
G R seveproject @ X 5 5 X D2 I MG E R F coonline 4F cooffine Sz MMM 2 H []* RTAL
Devices 9
» Disgnostics || Assign IP address -8
~ Functions %
~ b Online access Assign IP address to the device H
Mida i Settime -
Y Displayhide interfaces = : i i @
P - = ) b Firmware update Devices connected to an enterprise network or directly to the internet must be ap|
B Imel(R) Ethames C.nnnecnon CHRATLML Assign PROFINET device na... ! protected against unauthorized access, e.g. by use of firewalls and network segm: =
?b? Update accessible devices e i Bt cotin For mere information about industrial security, please visit 4
~ L@ plc_1[192.168.0.1] R 9 http:ifwww.siemens.comlindustrialsecurity >
e = 7]
% Online & diagnostics =
3 ;:. Program blocks L
» [ Technology objects \ i
» & PLC data types b E
» [0 intel(R) Dual Band Wireless-AC 8265 ] d MAC address: 28 -63 -36 -88 -FF -DA | ;}','
3 Lu FCinternal [Local] ] E‘
» [ PLCSIMPNIE] b IPaddress: 192 . 168 . 0 .1 '
» [ TeleSenvice [Autematic protecel detection il Subnetmask: 255 . 255 . 255 .0 =
» 9§ Card Reader/lUSB memory
[7] use router
Router address: 0O 0 0
| Assign IP address | o
i‘ L3 - ,ﬂ | $ I L] ) Assign a device address to the module
{g Properties Hfi_.‘.lnfo " %! Diagnostics
J General || Cross-references H Compile H Energy Suite ‘
|§|E| Show all messages [+]
v l Details view | Message Goto 7 Date
€@ scenning for devices completed for interface Intel(R) Ethernet Connection (4) 1219-LM. Foun.. siisi2017 A
<l [T | >

4 Portal view =2 Overview | &/ online & dia... i Scanning for devices completed for int...

® If the IP address was not successfully assigned, you will receive a message in the ® "Info"

window under ® "General".

|§, Properties i"_'k'.lnfo || %] Diagnostics
J_aeneral || Cross-references |t Compile || Energy Suite |
@E@ Show all messages I:]
! Message Goto |? Date Time
Q ¥ The IP address could not be assigned. ? 5152017 12:14:00 PM _:]
The set command could not be executed. 5/15/2017 12:14:00 PM =]
4
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4.3.4 Restoring the factory settings of the CPU

® If the IP address could not be assigned, the program data on the CPU must be deleted. This

is done by resetting the CPU. To reset the controller, select the ® "Reset to factory settings

function and then ® "Delete IP address" and click ® "Reset".

1% Siemens -OoxX
Project Edit View Insert Onllhe Options  Tools Window Help Totally Integrated Automation
YRl sovepraject & X 2 2 X Dz TN E QR S coonline o Gooffine o MM 2 - ] PORTAL

Devices 9l
% » Diagnostics M . 9
. Reset to factory settings =
w Functions g
= [ Online access As:igln IP address g
{ Displayhide interfaces setéme &
w [} Intel(R) Ethernet Connection (4) 1219-LM n;, B i Cprinte =}
= . Assign PROFINET device na... ddi . 92 . 168 . 0 1 =
£ Update accessible devices . |Faddress: 2 : £ =
~ [ plc_1[192.168.0.1] Beseti Bopnreetings PROFINET device name: | plc_1 =
%! Online & diagnostics =
=
¥ Program blacks | () Retain IP address -
f ‘"* technologyabieces [ () Delete IP address Ll
» L PLCdata types B e
» 1 intel(R) Dual Band Wireless-AC 8265 ] Reset 5
] ;!] PCinternal [Local] ] ’ Racet E‘
» [ PLCSIM[PNAE] a
» ‘_[| TeleService [Automatic protocol detection [l e
» (& Card Reader/USE memory
< [} ‘ 3: _(] [} B
G Properties ﬂ"i.'.lnfo ﬂﬂ-_\ Diagnostics
JV General “ Cross-references “; C:)mpﬁe H inergy Suite I
@m|ﬂ Show all messages F]
2
v‘ Details view 1 Message Go to ? Date Time i
ﬂ Scanning for devices completed for interface Intel(R) Ether.. 5115/2017 12:12:16 PM ~
€) ~ The P address could not be assigned. ? 5152017  12:14:00 PM S
[x] The set command could not be executed. 5/15/2017 _ 12:14:00 PM b

1 Scanning for devices completed for int...

E Overview I %/ Online & dia...

4 Portal view

® Confirm the prompt asking if you really want to reset the module with ® "Yes".
Online & diagnostics (0241:000056)

Do you really want to reset the module?

Online & diagnostics (0241:000020)

Resetting is only allowed in STOP mode.
Do you want to stop the CPU?
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® Once the CPU has been reset, click ® "Update accessible devices" again. The MAC address
of the connected SIMATIC S7-1200 can now be seen. Select ® "Online&Diagnostics" again.
Select ®"Assign IP address” under ®"Functions". Enter the following IP address here
(example): IP address: 192.168.0.1 Subnet mask 255.255.255.0. Click "Assign IP address”
and this new address will be assigned to your SIMATIC S7-1200.

4 Siemens - oxX
Project Edit View Insert Online Options Tools Window Help il tegs o Antommation
GF [y H saveproject @ M 7 2 X sz G MG W R coonine ¥ cooffine  fz NI 2 H )" PORTAL
..{4) 1219LM » Accessible device [28-63-36-88-FF-DA] » Accessible device [28-63-36-88-FF-DA] - EX
Devices ol
" Tl o
i ~ Diagnostics -
2 Assign IP address £
General =
* [ Online access ZiEinctos g
Y Displayhide interfaces Assign IP address Assign IP address to the device -
oF T Assign PROFINET device name
L4 mel(R Exhernet Connection (4) 12194 W, | Devices connected to an enterprise nefwork o directly to the intemet must  [—
£i? Update accessible devices H protected against unauthorized access, eg. by use of firewalls and network |5,
- -I Accessible device [28-63-36-88-FF-DA] For more information about industrial security, please visit =
2/ Online & diagnostics http:ihwww siemens.comfindustrialsecurity -
~ Z
» [0 Intel(R) Dual Band Wireless-AC 8265 ]
» [jj pCinternal [Local] - b 'i
» [0 PLCSIM [PNIE] 0 £ E
» ] Teleservice [Automatic protocol detection [l B ;‘:
» (i Card ReadenUSB memory i ZREE3 = 6 RIS RREOA 'a-f~
IPaddress: 192 . 168 .0 .1 | |
Subnet mask: 255 . 255 . 255 .0
[7] use router
Router address: 0 0
Assign IP address
= — P Assign a device address to the module | ¥
1—( | | m >
Ig Properties ﬁ.!.lnfu EE Diagnostics
J General h Cross-references h Compile H Energy Suite
3] 2. @] [show sl messages [~
+ | Details view
1 Message Goto |? Date Time
Scanning for devices on interface Intel{R) Ethernet Connect 51152017 12:19:41 FM £
4 Portal view Qverview I&: Online & dia... i Scanning for s completed for int..

® You will receive a message regarding successful transfer of parameters in the ® "Info" ®

"General" window.

[3 Properties %, Info | % Diagnostics
J General H Cross-references " Compile || Energy Suite |
@\m@ Show all messages [=]
! |Message Goto |7 Date Time
o Scanning for devices completed for interface Intel(R) Ether.. 5/15/2017 12:19:48 PM 7;\:
0 i The parameters were transferred successiully. 5115/2017 12:24:56 PM =]
v
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4.3.5 Downloading a firmware update from the SIEMENS Support website

You can download current firmware updates free of charge from the Industry Online Support of
SIEMENS AG.

® Open your choice of Internet browser and enter the address

® support.automation.siemens.com

[ start X [ — 0 X
e % O ,O Search or enter web address = _/_‘ @
support.automation.siemens.com
® Select your desired language ® "Language" ® "English".
B industry Support Sieme X - o X
< - O | E| support.industry.siemens.com/cs/start?lc=en-Ww [ * | = :/4 @ )
- . @ inte

SIEMENS

» 4 Industry Online Support International [l E=Tel 1T ] » Contact » Help » Support Request » Site Explorer 3;
x
> Home ? Product Support ‘ 3 Senid
>English
> Deutsch
> Product Support > francais articles
> Application Examples »italiano
> Services 117 | Marine / Shipping, LR (Lloyds Register), LR i
iy > espafiol egi;ter) pping, LR (Lioyds Register) mySupport Cockpit
> mySupport >Rz 117 | Getting Started SINAMICS $120 in Startdrive
> Favorites
117 | Declaration of Conformity, EC/EU-Declaration of > Personal messages
Conformity, Manufacturer > My requests
Searching for product information i Ghudowhloads
> My Products / Clipboard
This is how you get quick and easy current information from our f . ;
global support database. Simply enter your specific product Happy Blrthday Online SUpportI ) User online (77)
information. -, -
Product/Article No Q U - v
5\ t@’ g AT Siemens at Hannover |
I ,IL \ &2 rndus) z >
el
® Siemens AG 2009-2017 - Imprint | Privacy policy | Cookie policy | Terms of use | Digital ID I‘ -_V
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® In "Searching for product information”, enter the CPU for which you need a firmware update.
For example: ® "S7-1200 CPU1214C"

B industry Support Sieme X + - O X

é % O ‘ EI supportindustry.siemens.com/cs/start?lc=en-WW ' * | = :/i O e

SIEMENS

e W ‘
» ¥4 Industry Online Support International  » Language b Contact » Help » Support Request » Site Explorer v

> Home & Product Support ‘ 3 Senvig

> Product Support
> Application Examples

> Services B
> Forum mySupport Cockpit
> mySupport

> Favorites

» Personal messages

> My requests

> CAx downloads

Searching for product information
» My Products / Clipboard

This is how you get quick and easy current information from our

global support database. Simply enter your specific product B User online (77)

information.

1 S7TM200 CPU1214C x Q
Siemens at Hannover
>
| t

@ Siemens AG 2009-2017 - Imprint | Privacy policy | Cockie policy | Terms ofuse | Digital ID I. _.,

< >

® Under "Filter criteria for entries" select the "Entry type" ® "Download" and click the entry with

firmware updates for your CPU in the selection list.

B s7/1200 cPut214Cc- D X+ N

& = O | E| supportindustry.siemens.com/cs/products?search=57%2F 1200%20CPU1214C&dtp=Download:  [[[]] Tﬁ( ‘ = :/4 Q T

Industry Online §

Product Support

» 4% industry Online Support International  » Language » Contact » Help » Support Request » Site Explorer Search in

> Home > Product Support & Product Support | 3 se

Filter criteria for entries
(® All Products () My Products

& Product tree

Al ~ [s711200 cPUt214C afx|
Product Entry type Date
All Q) ﬁwrnoad (20) v|x| From To
» Search product
B save filter \
20 Entries Flered by 'S7/1200 CPU1214C" and'Download'
Entries per page: 20 | 50 | 100 | «l< 1> ]»
O b Actions Relevance x S rt Cockpit
mysuppo OCKpI
O > Download Firmware update for CPU 1214C, AC/DC/RELAIS, 14DI/10DO/2AI 04/05/2017 S Eovortes
Overview of article numbers and firmware versions of the CPU 1214C, AC/DC/RELAIS, 1D: 107540156 > Personal messages
14DI10DO/2A-... ok 7y T (13) > My requests
For products: BES7214-1BG40-0XB0, BAG1214-1BG40-4XB0, . » All products. > CAx downloads
] > Download Firmware update for CPU 1214C, DC/DC/RELAIS, 14DI/10DO/2AI 04/05/2017 » My Products / Clipboard
User online (56)
© Siemens AG 2009-2017 - Imprint | Privacy policy | Cookie policy | Terms ofuse | Digital ID i
e________________________________________________________________________| ;
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® Various updates are offered in the next window. Select the update recommended for the
upgrade.

H Firmware update forCP X — [ X

E > : ‘ E] supportindustry.siemens.com/cs/document/10753! j,“,( ‘ —

bé unable to change the operating mode 6f the CPU .to RUN m"ode. If this sitﬁation happens, you must rfy::le power
to the CPU to be able to change the CPU to RUN mode.

Overview of article numbers and firmware versions of the CPU 1214C, DC/DCIDC, 14DIM10DO/2AI:
Note: The software is subject to export restrictions, a download is only available to registered users.

Article number Firmware Update with ...
Version
V4.21 Third-party software - Licensing terms and copyright
BEST214-1AG40-0XB0 information

You can find the copyright information for third-party
software contained in this product, parficularly open source
software, as well as applicable licensing terms of such
third-party software in the Readme OS5 V421 file.

Special information for resellers

The information and the license terms in the
Readme 0SS V421 file must be passed on to the
purchasing party to avoid license infringements by the
reseller or purchasing party.

fh o ReadMe_OSS_V421.him (749,8 KB)

Recommended for update:
see description Update V4.2.1
L ME 8EST214-1AGA40-0XB0_V04.02.01.2ip (9,1 MB)

V420 Backup only:
see description Update V4.2.0
b ME 8ES7214-1AG40-0XB0_V04.02.00.2ip (9,1 MB)

V413 Backup only:

see description Update V4.1.3
5b ME 8ES7214-1AGA0-0XB0_V04.01.03.2ip (9,3 MB)

® If you have not already registered, do so in the next window. (® "Yes | would like to register

now"), or if already registered — log in with your "Login" and "Password". (® "Login")

B Firmware Update fir cPU 1 [ supportindustry.siemer X | = | X

< > O ‘ E] support. ublic/Log ﬂ{ ‘ e

1] Z.k‘Slr_\'.S\.EmEﬂS.COm-‘T

Are you already registered? First time here?
Login OO Register now to use the full range of functionality of the

Intemet appearance of Siemens. For each of the

different applications only one registration is required!
Password  sesess) e v ¢ 4

» Forgotten your password/ login? > Yes, | would like to register now

[ Recognition [il

Please note: Change passwords at regular intervals to raise the protection from data theft

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.
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® Enter the requested data for the registration, select the option "Download of export restricted

software" and then save the registration. (® ¥ ® "Save")

B Firmware update for cPU 12 [ Industry Support Sieme X |+ =

& - 0O ‘ B supportindustry.siemens.com/cs/signup?ic=en-US (o ‘;} ‘ = -/-i @ o

SIEMENS ?

L
&

» Industry Online Support United States » Contact » Help » Support Request

> Home > Register

pd

User data - Completion

General access data

Title * QM () Mrs/Ms

Last Name * | I

First Name * | I

Login * il | I

e-Mail * [ 1

© Siemens AG 2009-2017 - Imprint | Privacy policy | Cookie policy | Terms ofuse | Digital ID
N )

[E] Download of export restricted software

Access authorization for the download of export-restricted software
Software that is subject to export restrictions may not be made generally
accessible. Access authorization to export-restricted software may only be
granted to selected, registered uszers.

“fes, | would like to register for access to expori-restricted software

* Mandatory field Save

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.
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® Go back to the Login. After login, consent to the procedure for export-restricted software.

(® | agree ® "Next")

automation.siemens.cor X

Michael Dziallas > Logout

Download of export
restricted software

Industry Support

Note:
The download files under export restrictions are stored on a server in Germany. Therefore, we
transmit your request to a German server The authorization process is governed by German law.

| agree

® Slemens AG 20022014 - Corporate information | Privacy policy | Terms of use

1?1@5‘# fon siemens comy/des/checkdownioadt asp = "\-°16535&lang‘

® Enter the requested data for "Download recipient” and "Final recipient”.

automation.siemens.cor X

/des/D: hmentiD=916535

Download of export
restricted software

Industry Support

— 3 Before downioading, you have to check the export.
o |1 paamput 2 | Confim ["3 | check approvat ‘authorization for this SW.
"}

1" o

Product data
Software name BES7214-1AG40-0XB0_V04.02.01.zip
File name BES7214-1AG40-0XBO0_V04.02.01.zip
Export identification code AL N
Expart identification code ECCN EARS9S
Are download recipient and final recipient ®yes »
identical? ONo *

=/H

Download recipient
Name

First name
Company
E-mail
City
Country

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.
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® Enter the requested data for use of the software. (® "Next")

ﬂ Firmware-Update fir CPU 1 E automation.siemens.cor X

x
é ) ( ) | E] gutomation.siemens.com/d

Final recipient
Name

First name
Company
Department
Street

ZIP code
City
Country

Declaration for final user
Do you or the end user of the download operate in a military or arms related area?

Oyes ® No *
Do you or the end user of the download operate in a nuclear area?

Oyes ® No *
Is the download associated with Nuclear, Biological or Chemical Weapons, launch vehicle
technology or unmanned aerial vehicles?

@ yes ® No *
Is your company located in a free zone or a free warehouse respectively is the download
transferred to a free zone or a free warehouse?

O yes ® No *

* Mandatory fields

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.
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® Confirm that your inputs are correct and accept the export regulations. (® "Next")

B Firmware-Update fir cPU 1 [ automationsiemens.cor X |+

€ 5 O |A

Declaration for final user
Do you or the end user of the download operate in a military or arms related area?

raspx m s |

n.siemens.com

yes ® No

Do you or the end user of the download operate in a nuclear area?

yes ® No

Is the download associated with Nuclear, Biological or Chemical Weapons, launch vehicle
technology or unmanned aerial vehicles?

yes ® No

Is your company located in a free zone or a free warehouse respectively is the download
transferred to a free zone or a free warehouse?

yes ® No

I herby confirm that my data is correct and complete

Downiload dect
1. If Recipient transfers goods (hardware and/ or software and/ or technology as
well as corresponding documentation, regardless of the mode of provision)
Idelivered by Siemens or works and services (including all kinds of technical
lsupport) performed by Siemens to a third party Recipient shall comply with all
lapplicable national and international (re-) export control regulations. In any event
Iof such transfer of goods, works and services Recipient shall comply with the (re-)
lexport control regulations of the Federal Republic of Germany, of the European
Union and of the United States of America.

<

I accept the above mentioned export control regulations and commit myself to
strictly observe them

® Once you have received confirmation of the export release, you can save the firmware update

on your computer. (® "Save as")

ﬂ Firmware update for CPU 1z E automation.siemens.cor X = |

&« - 0O |8

Declaration for final user
Do you or the end user of the download operate in a military or arms related area?

n.siemens.com/c

yes ® No
Do you or the end user of the download operate in a nuclear area?
yes ® No

Is the download associated with Nuclear, Biological or Chemical Weapons, launch vehicle
technology or unmanned aerial vehicles?

yes ® No
Is your company located in a free zone or a free warehouse respectively is the download
transferred to a free zone or a free warehouse?

yes ® No

Check resuit Export authorization exists

[ Continas & downioad |

What do you want to do with
6ES7214-1AG40-0XB0_V04.02.01.zip (9.08 MB)? Save Cancel X

From: support.industry.siemens.com
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® Enter the desired memory location on your computer and click ® "Save".

Save As X
« v P > ThisPC > Desktop » Downloads v O Search Downloads R
Organize ~ New folder
~
~ nit -
% OneDrive Name Date modified Type Size
= This PC No items match your search.
m Desktop
% Documents
# Downloads
D Music
= Pictures
B Videos
05O
wd Matwark < >
FICHEEM6E572 14-1AG40-0XB o
Save as type: =C&:\mpnessed (zipped) Folder ~
- Hide Folders | Cancel

® Click the downloaded compressed file in Windows Explorer and select ® "Extract All".

| B = | Compressed Folder Tools  Downloads — O X
Home Share View Extract 4 0
« v > ThisPC > Desktop > Downloads v O | Search Downloads P
~
Name Date modified Type Size
# Quick access =
i BEST214-1AG40-0XB0_V04.02.01 5/15/2017 10:36 A.. Compressed (zipp.. 9,299 KB
@& OneDrive Open
= This PC Open in new window
m Desktop Extract All..
| Documents ¥ Scan
3 Downloads @ Shred
H Music
Pin to Start
(= Pictures
Open with...
B Videos
£ 05 () Share with 5
Restore previous versions
wd Network
Send to >
Cut
Titem 1 item selected 9.08 MB oy =
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4.3.6 Firmware update of the CPU
The files with the firmware update can be imported into the "SIMATIC S7-1200" CPU as follows.

® In the project tree under ® "Online access", select the network adapter that was set
previously. If you click ® "Update accessible devices", you will see the IP address of the
connected SIMATIC S7-1200. Select ®"Online&Diagnostics”. Under the "General® menu

item, you can check the current firmware in your CPU in "Diagnostics".

T& Siemens ==
Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation
S N seveprojes @) ¥ =0 X s 5 0 B coonine @F Goofiine | fp M 2 1] * PORTAL
Devices 2
3% ’7 =¥ | ~ Diagnostics Ml o g
= General .
B
= :“ O RecE Diagnostic status Module g
= . °
§ Displayhide interiaces Digdndstics e &
« (] Intel(R) Ethernet Connection (4) 1219-LM E Cycle time ROIEOES i nats CPU 1214C DCIDCIDC ‘ L
&7 Update accessible devices MEmony riicle number: |6ES7 214-1AG40-0XB0 \ =
~ [ @ Accessible device [192.168.0.1] I ERCESET e taca DT Hardwares |2 ‘ ~
5 2 » Functions =
Online &d ti i ] =
‘_& nline & diagnostics | . TTEE ‘ =
» [ Program blacks
3 __* Technology abjects § pr = ‘ 'ﬁ
» L& PLC data types =
» Lﬂ Intel(R) Dual Band Wireless-AC 8265 = ) 5
» 8 PCinternal [Local] i Rach o ] y
r = - P “
» [ PLCSIM[PNAE] 0 lot: |1 ]
» r_g TeleSenvice [Automatic protocol detection [l —
» [ Card ReaderlUSE memory
Module information
— =
[3 Properties Hfi,;lnfo |E | Diagnostics
|| General | Crossreferences | Compile | Energy Suite |
@‘m@ Show all messages [+
v l Details view ! Message Goto |? Date Time
0 Scanning for devices on interface Intel(R) Ethernet Connect. 5/15/2017 12:42:19 PM |
ﬂ i Scanning for devices completed for interface Intel(R) Ether.. 5/15/2017  12:42:27 PM =
v

E Overview I Y| Online & dia... E i Scanning for devices completed for int..

4 Portal view
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® In the ® "Functions” menu, change to ® "Firmware update” ® "PLC". In the ® "Firmware

loader" sub-item, click ®

"Browse".

T8 Siemens TEX
Project Edit View Insert Onﬁne* Options  Tools Window Help Totally Intearated Automation
Gf (W H soveproject S X 35 g X Wz 2 T MG B [ F coonline ¥ Gooffine Jp MMM 2 1] " PORTAL

Devices %
- . - m (=]

3% ~ D
. iagnostics .o £l
General =
~ '3 Online access Diagnostic status Online data z
Diagnostics buffer s_\

Y Displayhide interfaces
- LQ Intel(R} Ethemnet Connection (4) 1219-LM Hf,
&2 Update accessible devices
v [ Accessible device [192.168.0.1]
%/ Online & diagnostics
» '—a. Program blocks

» [ Technology objects
» [& PLC data types
» [ Intel(R) Dusl Band wireless-AC 8265
» [ PCinternal [Local]
» [ PLCSIMPNIE]
» [ TeleSenvice [Automatic protocol detection
» 'ﬂ Card Reader/USB memory

]
L
e
L

VJ Details view

Cycle time
Memory
» PROFINETinterface [X1]
~ Functions
Assign IP address
Settime
~ Firmware update
i
Local modules il
Assign PROFINET device na... t
Reset to factory settings

<] [

Firmware loader

Firmware file:
Firmware version:

Suitable for modules with:

[>] [¢] [

‘6557 214-1AG40-0XB0

[vaaa

| cPUcommon [192.168.0.1]

[0
[2

- ——

L ]

Article number

P Search file
Firmware version and higher

sapelqr] EIF s)(sulhiiir"

4 Portal view

| &/ online & dia. .

g Properties ﬂ

*i, Info |[ % Diagnostics

Scanning for d

® Select the previously downloaded and extracted firmware file ® "6ES7 ***-***xx_**xx ynd" on

your computer and click ® "Open".

ﬂ Select firmware file

- N

Organize « New folder

o N
# Quick access

‘@ OneDrive

= This PC

I Desktop
data
Downloads
SCE_DE_011-001
SCE_EN_011-001

s Documents

‘ Downloads

B Music = =

« BEST214-1AG40-0XBO_V04.02.01 »

ame

|| 6ES7 214-1AG40-0XBO V04.02.01.upd 5

FWUPDATE.S7S

File name: IEES? 214-1AG40-0XB0 V04.02.01.upd

v

X
Ii P
= e | 0
Size
2,836 KB
>
Cancel

Firmware files (*.upd,*.sem)

SCE_EN_011-001 Firmware Update S7-1200_R1709.docx

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.

28



Learn-/Training Document | TIA Portal Module 011-001, Edition 2018 | Digital Factory, DF FA

® The following dialog indicates whether your firmware file is compatible with your CPU.

Now start the update. (® "Run update™)

18, Siemens —OxX
Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation
i i seveproject & X 3 G X D ¥ |5 E @ coonline I Goofiine | o MM 2 1] * PORTAL
Devices )
% w Diagnostics I ﬂ 9
General %l
= ” GhiThe Sretes Diagnostic status Firmware loader -4
. ;. =)
Y Displayhide interfaces D\agnt?stlcs Bl — o i o
3 Intel(R) Ethernet Connection (4) 12194M 2, Cycle time Firmware fle: [C.\Usersimde|DesktoplDownloads 6Es72[~| [ Browse |
) ) R =
7 Update accessible devices Memory s Firmware version: |v4.2.1 =
- = N P PROFINET int X1 - =
v [l Accessible device [192.168.0.1] i EitsifEce P Suitable for modules with:  Arricle number T )
- " = Functions —|2
el Bnline S dingnostics P 6ES7 214-1AG40-0XB0 V400 =|&
» g Program blocks 9
» L Technology objects S.ﬂ“me i
» [ PLC data types w Firmware update L e
» [ Intel(R) Dual Band Wireless-AC 8265 L] e il z
» [ pCinternal [Local] @ Lol ndules B 3
» 1) PLCSIM [PNIEE] 20 Assign PROFINET device na... * .
» [ TeleService [Automatic protocol detection il Reset to factory settings —
» y Card ReaderiUSB memory
Status:
[v] R
Run update
T Update the firmware
v | Details view » Up <]
<] Wl 3] [¢] [ Bl
g Properties m‘i.lnfo |[ %l Diagnostics
4 Portal view = | &/ online &dia._. B i scanningford pleted forint...

® The progress of the update and its successful completion are indicated with the following

dialogs. Click ® "OK" to confirm.

16% completed

Update firmware...

Remaining time in minutes: 1

Firmware update

2 Activate firmware on target...

Please wait. This process maytake a few minutes.

The firmware V 4.2.1 was transferred successfully to module

CPUcommon [192.168.0.1] with article number 6ES7
214-1AG40-0XB0 and activated on the module.
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5 Additional information

You can find additional information as an orientation aid for initial and advanced training, for
example, Getting Started, videos, tutorials, apps, manuals, programming guidelines and trial
software/firmware, at the following link:

siemens.com/sce/s7-1200

Preview "Additional information"

[c] Getting Started, Videos, Tutorials, Apps, Manuals, Trial-SW/Firmware

A TI& Portal Videos

A TI& Portal Tutorial Center

» Getting Started

A Programming Guideline

A Easy Entry in SIMATIC 57-1200

¥ Download Trial Software/Firmwars

A Technical Documentation SIMATIC Controller
A Industry Online Support App

A TI& Portal, SIMATIC 57-1200M1 500 Overview
A TI& Portal Website

A SIMATIC 57-1200 Website

A SIMATIC 57-1500 Website

For unrestricted use in educational and R&D institutions. © Siemens AG 2018. All rights reserved.
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Further information

Siemens Automation Cooperates with Education
siemens.com/sce

SCE Training Curriculums
siemens.com/sce/documents

SCE Trainer Packages
siemens.com/sceltp

SCE Contact Partners
siemens.com/sce/contact

Digital Enterprise
siemens.com/digital-enterprise

Industrie 4.0
siemens.com/future-of-manufacturing

Totally Integrated Automation (TIA)
siemens.com/tia

TIA Portal
siemens.com/tia-portal

SIMATIC Controller
siemens.com/controller

SIMATIC Technical Documentation
siemens.com/simatic-docu

Industry Online Support
support.industry.siemens.com

Product catalogue and online ordering system Industry Mall
mall.industry.siemens.com

Siemens AG
Digital Factory
P.O. Box 4848
90026 Nuremberg
Germany

Errors excepted and subject to change without prior notice.
© Siemens AG 2018

siemens.com/sce
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