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Matching SCE trainer packages for these training curriculums

SIMATIC Controllers

*  SIMATIC ET 200SP Open Controller CPU 1515SP PC F and HMI RT SW
Order no.: 6ES7677-2FA41-4AB1

*  SIMATIC ET 200SP Distributed Controller CPU 1512SP F-1 PN Safety
Order no.: 6ES7512-1SK00-4AB2

+  SIMATIC CPU 1516F PN/DP Safety
Order no.: 6ES7516-3FN00-4AB2

«  SIMATIC S7 CPU 1516-3 PN/DP
Order no.: 6ES7516-3AN00-4AB3

¢ SIMATIC CPU 1512C PN with Software and PM 1507
Order no.: 6ES7512-1CK00-4AB1

*  SIMATIC CPU 1512C PN with Software, PM 1507 and CP 1542-5 (PROFIBUS)
Order no.: 6ES7512-1CK00-4AB2

¢ SIMATIC CPU 1512C PN with Software
Order no.: 6ES7512-1CK00-4AB6

*  SIMATIC CPU 1512C PN with Software and CP 1542-5 (PROFIBUS)
Order no.: 6ES7512-1CK00-4AB7

SIMATIC STEP 7 Software for Training

*  SIMATIC STEP 7 Professional V14 SP1 - Single license
Order no.: 6ES7822-1AA04-4YA5

+  SIMATIC STEP 7 Professional V14 SP1- Classroom license (up to 6 users)
Order no.: 6ES7822-1BA04-4YAS5

+  SIMATIC STEP 7 Professional V14 SP1 - Upgrade license (up to 6 users)
Order no.: 6ES7822-1AA04-4YES5

+  SIMATIC STEP 7 Professional V14 SP1 - Student license (up to 20 users)
Order no.: 6ES7822-1AC04-4YA5

Please note that these trainer packages are replaced with successor packages when necessary.
An overview of the currently available SCE packages is provided at: siemens.com/sce/tp

Continued training
For regional Siemens SCE continued training, please contact your regional SCE contact
siemens.com/sce/contact

Additional information regarding SCE
siemens.com/sce
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Information regarding use

The SCE training curriculum for the integrated automation solution Totally Integrated Automation
(TIA) was prepared for the program "Siemens Automation Cooperates with Education (SCE)"
specifically for training purposes for public educational and R&D institutions. Siemens AG does not
guarantee the contents.

This document is to be used only for initial training on Siemens products/systems. This means it
can be copied in whole or part and given to those being trained for use within the scope of their
training. Circulation or copying this training curriculum and sharing its content is permitted within
public training and advanced training facilities for training purposes.

Exceptions require written consent from the Siemens AG contact: Roland Scheuerer
roland.scheuerer@siemens.com.

Offenders will be held liable. All rights including translation are reserved, particularly if a patent is
granted or a utility model or design is registered.

Use for industrial customer courses is expressly prohibited. We do not consent to commercial use
of the training curriculums.

We wish to thank the TU Dresden, especially Prof. Dr.-Ing. Leon Urbas, the Michael Dziallas
Engineering Corporation and all other involved persons for their support during the preparation of
this training curriculum.
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WEB SERVER AND ADVANCED DIAGNOSTICS

1 Goal

In this module, the reader will become acquainted with additional tools that are helpful for
troubleshooting.

In particular, we will show you how automated alarm texts can be generated in the TIA Portal
for hardware faults and system errors. These can then be displayed not only in the TIA Portal
but also on the display of the CPU as well as via the web server of the CPU 1516F-3 PN/DP. It
is also possible to bring these into the message windows of HMI systems for viewing.

This module will present advanced diagnostic functions that, for example, you can test with the
TIA project from the SCE_EN_032-410_Basics_Diagnostics with the SIMATIC S7-1500
module.

The SIMATIC S7 controllers listed in Chapter 3 can be used.

2 Prerequisite

This chapter builds on the hardware configuration of the SIMATIC S7 CPU1516F-3 PN/DP.
However, other hardware configurations can be used. You can use the following project for
this chapter, for example:

SCE_EN_032-410_Basics_Diagnostics_ 2 R1503.zap13

For unrestricted use in educational and R&D institutions. © Siemens AG 2017. All rights reserved.
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3 Required hardware and software

1 Engineering station: requirements include hardware and operating system

(for additional information, see Readme on the TIA Portal Installation DVDs)
2  SIMATIC STEP 7 Professional software in TIA Portal — as of V13

3  SIMATIC S7-1500/S7-1200/S7-300 controller, e.g. CPU 1516F-3 PN/DP —
Firmware as of V1.6 with memory card and 16DI1/16DO and 2Al/1AO

Note: The digital inputs should be fed out to a control panel.

4  Ethernet connection between engineering station and controller

e 2 SIMATIC STEP 7

L Engi _ at Professional (TIA
ngineering station Portal) as of V13

4 Ethernet connection

Control panel
3 SIMATIC S7-1500 controller

For unrestricted use in educational and R&D institutions. © Siemens AG 2017. All rights reserved.
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4 Theory

4.1 System diaghostics: Automated creation of error messages

In the TIA Portal, the diagnostics of devices and modules is collectively referred to as system
diagnostics. The monitoring functions are automatically derived from the hardware
configuration.

All SIMATIC products have integrated diagnostic functions which you can use to detect and
remedy faults. The components automatically signal a possible disruption of operation and
provide additional detailed information. Undesired downtimes can be minimized with plant-
wide diagnostics.

The following states are monitored by the system in the running plant:
- Device failure

- Pull/plug error

- Module fault

- 10 access error

- Channel fault

- Parameter assignment error

- Failure of the external auxiliary voltage

For unrestricted use in educational and R&D institutions. © Siemens AG 2017. All rights reserved.
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4.2 Diagnostics viaweb server

The web server enables monitoring and administering of the CPU by authorized users over a
network.

This permits evaluation and diagnostics over long distances. Monitoring and evaluation is
possible without the TIA Portal; all you need is a web browser.

The web server is deactivated in the delivery state of the CPU. This means that you must load
a project in which the web server is activated to enable access using the web browser.

The web server offers the following security functions:
- Access via secure "https" transmission protocol
- User authorization by means of a user list

- Restriction of access from certain interfaces
You need a web browser to access the HTML pages of the CPU.

The following web browsers have been tested for communication with the CPU:
- Internet Explorer (Version 8)

- Mozilla Firefox (Version 21)

- Mobile Safari (i0S5)

English |~
Name Alarms
Login Iemnes‘l-SD : &of =
Alarmmr. Date Time Alarm text State Acknowledgement
12:25:02.177 Error: Supply voltage missing on Q0 . )
3
Start page 34 01/01/2012 o CPU1516F / AQ 4xUN ST_1 incoming
+ Diagnostics
» Diagnostic Buffer
+ Module information
} Alarms
» Communication
» Topology
» Tag status
Details on alarm number: 34
» Watch tables
Short name: AQ 4xU/l ST Order number: ES7 532-5HD00-0AB0
» Customer pages
Incoming event

Figure 1: Web server of the CPU 1516F-3 PN/DP with alarm text from the system diagnostics

Note: Make sure that you protect the CPU from manipulation and unauthorized access
through the use of different methods (e.g., limiting network access, using firewalls).
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4.3 Diagnostics with the integrated display

The S7-1500 CPU has a front flap with a display and control keys. Control data and status
data can be displayed in various menus on the display and numerous settings can be made.
You use the control keys to navigate through the menus.

The display of the CPU offers the following functions:
- 6 different display languages can be selected.

- Diagnostic messages are displayed in plain text.

- The interface settings can be changed locally.

- Password assignment for display operation is possible through the TIA Portal.

'y

& Alarms

Incoming A
00:32:01 AM 0172172012

Fault: Hardware component r...

ESC 111 OK

Figure 2: Display of the CPU 1516F-3 PN/DP with alarm text from the system diagnostics
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5 Task

The following advanced diagnostic functions will be shown and tested in this chapter:
— Configuration of web server of the CPU 1516F-3 PN/DP

— Configuration of display of the CPU 1516F-3 PN/DP

— Create hardware fault and system error alarms with the system diagnostics

— Display alarms via the web server of the CPU 1516F-3 PN/DP

— Display alarms via the integrated display of the CPU 1516F-3 PN/DP

6 Planning

The diagnostic functions will be performed using a finished project as an example. A project in
the TIA Portal that was previously downloaded to the controller should be open for this. In our
case, once you have started the TIA Portal, you will retrieve a previously created project that
was archived and download it to the associated controller.

You can then configure the web server, the display and the system diagnostics in the TIA
Portal. To test the system diagnostics, we will disconnect the monitored analog output module
from its supply voltage.

For unrestricted use in educational and R&D institutions. © Siemens AG 2017. All rights reserved.
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7 Structured step-by-step instructions

You can find instructions on how to carry out planning below. If you already have a good
understanding of everything, it will be sufficient to focus on the numbered steps. Otherwise,
simply follow the detailed steps in the instructions.

7.1 Retrieve an existing project
— Before we begin with diagnostics via the web server, we need a project from the
SCE_EN_032-410 Basics_Diagnostics module.
(e.g., SCE_EN_032-410_Basics_Diagnostics_2_ R1503.zap13)
To retrieve an existing project that has been archived, you must select the relevant
archive with —Project —Retrieve in the project view.
Confirm your selection with "Open".

(— Project — Retrieve — Select a .zap archive — Open)

T4 Siemens

Project |Edit Wiew Insert Online Options
j New... S
7% open... Ctrl+0 =

Migrate project...

Delete project... Ctrl+E
T Card ReaderilUSE memory ]
B vermnory card file »

D:lAutornation)..\032_200_FB-Pragramming
D:lAutormation). \032_100_FC-Frogramming
D:lAutornation|SKG_Bregal11SKG_Bregall
DlAutemation\ProjektProjeked

Exit

— The next step is to select the target directory where the retrieved project will be stored.
Confirm your selection with "OK".

(— Target directory — OK)

For unrestricted use in educational and R&D institutions. © Siemens AG 2017. All rights reserved. 11
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7.2 Configure the web server
— To configure the web server, open the device configuration of the CPU 1516F-3 PN/DP.
(— CPU_1516F [CPU 1516F-3 PNDP] — Device configuration)

siemens - G:AAutomation i 00_FB-Programmi

Project Edit View Insert Online Options Tools Wndow Help
j BH Save project 5, M ‘5 b Sl N R & LI] m ';?r & Goonlin
Project tree

Devices
HQQO

¥ 7] 032_200_FB-Programming
B Add new device
iy Devices & networks
~ [[J CPU1516F [CPU 1516F-3 PN/DP]
Iy Device configuration
ﬂ Online lﬁrnliagr'lostics
[ Program blocks

I"_* Technology objects
External source files
':g FLC tags

[ PLC data types

[z watch and force tables
E Online backups

- v v v v v v w

'—3 Traces

B8 Program info
» [i§l Device proxydata
[ PLC alarms

&) Text lists

— Select the CPU and choose the 'Web server' menu item in the properties.

(— CPU_1516F — Properties —» Web server)

T4 Siemens - G:\Automation\032_200_FB-Programming\032_200_FB-Programming

Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation

Gf (Yl saveproject & X 2 T X 92 @ )0 E E R F Goonline ¥ Gooffine gz [A I 2 ]| PORTAL

032_200_FB-Programming » CPU1516F [CPU 1516F-3 PN/DP]
Devices |§ Topology view th‘n Network view "—l]‘f Device view LEH
v =
FHOO g [cPuisier = 3
s §
~ [ 032_200_FB-Programming a
. g
B Add new device & 5
fy Devices & networks < =
~ [[J CPU1516F [CPU 1516F-3 PN/DP] v v w 5
[l Device configuration wio 0 4 -
'] Online & diagnostics u
b [ Program blocks =
» [3 Technology objects E-
» i} Extemal source fles =4
g
» [ PLCtags e
+ [ PLC data types
b [Zl Watch and force tables =
i =4
> Online backups
' Wo v I —— I — i Z
[iZ Traces -
4 Frogram infa [ Properties |74} Info_4) | %) Diagnostics | F
+ [§} Device proxy data J General | I0tags [ System constants | Texts =
PLC 2l f
? 2larms Communication load ~ =
] Textlists T d clock ‘Web server 4
» [l Local modules ERECTLE AT 3
ra » System diagnostics =
» [g# Common data General 3
» [5]) Documentation settings - " |
= Shera _n -
» @ Languages & resources Automatic update =k [] Activate web server on this module
» i@ Online access . . |
sermanagemen ermit access onlywid .
» [ card ReaderiUsB memory i Mg ol T s Ty i TS
ch tables
» Userdefined web p... 5
P Automatic update
Entry page

> | Details view (<] I -
4 Portal view =3 ovenview | cruisisr agramming ape._
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— Activate the web server on this module and confirm the security note.

(— ™ Activate web server on this module — OK)

|§.Properties ||"_i.'.lnfo y"ﬂ Diagnostics |

JGeneraI || 10 tags || System constants || Texts |

Communication load
System and clock memory

Web server

Aap

-

System diagnostics
Web server
General

General

1

Automatic update [¥ Activate web server on this medule
Usermanagement Permit access only with HTTPS
Watch tables '
Userdefined Web pages
Entry page

Overview of interfaces

-

Automatic update
Web server [%

T vl [ s

-

Display

Userinterface languages Security note

Time of day
Activating the Web server reduces protection from unauthorized internal or
User manag: external access to functions and data on this CPU.

-

Protection

-

Systern power supply

Configuration control

Connection resources MName

Overview of addresses ™ Eveny|
| < " 1] | |T|_ <Add fiew user> |T

— Leave the check mark ™ for 'Enable automatic update’, and select the security settings
of the 'Everybody' user. Enable this user to carry out all possible actions and accept your
settings.

LEIENEEEEEM -, F)

== [IFl || IS

stics
The user is authorized to... |

J General || 10 tags " System constants " Texts | ) query diagnostics
Communication load ] ~
Web server [ read tags -
System and clock memory | T =
b System diagnostics R
General
- Vieh cerver - | @ read tag status

General

Autormatic update acknowle

User management [W) open userdefined web pages
Wiatch tables [¥) write in user-defined web pages
b Userdefined Web pages b c
Pag | Automatic update [¥) read files
s C [ write/delete fi
t
Overview of interfaces m wrtelgeiete es
¥ Display l E change operating mode
Userinterface languages 1 Update inte [ flash LEDs
Time of day [ perform a firmware update |
» Protection o A,
User management ~=m pa
b System power supply - S — et
Configuration control
Connection resources Name
Overview of addresses ™ Everybody Minirmurm |v | -

| < " I | <Add new users ,T

Notes: You can also create multiple users here with different authorizations. These users then
require a password.

For unrestricted use in educational and R&D institutions. © Siemens AG 2017. All rights reserved.
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— As aresult of these authorizations, the 'Everybody' user is now automatically assigned

the access level 'Administrative’'.

User management

Mame Access level Password

Everybody Administrative [=] [=]

<Add new user>

— In the 'Watch tables’ menu item, the 'Watch table_Cylinder' can now be entered in the

web server.

(—»Watch table_Cylinder — F)

|Q Properties ||"i'.|nfo i) " ﬂ Diagnostics

JGeneraI h 10 tags ﬂSystemconstants || Texts |

Cycle ~
— || Watch tables

Communication load
Systern and cleck memory
» Systemn diagnostics Name Access
v Web server [watch table_Cylinder .. [ Read [~]
General [ El Force table

Automatic update cﬁ
User management s
Watch tables
Userdefined Web pages
Entry page
Overview ofinterfaces
» Display
Userinterface languages
Time of day
» Protection

-
T

T v

<
X

1]

» Systemn power supply
Configuration control
Connection resources

Overview of addresses

<] [ 2]

<]

For unrestricted use in educational and R&D institutions. © Siemens AG 2017. All rights reserved.
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— Accessing is read-only. (— Read)

Watch tables
Name Access
Watch table_Cylinder | ..[ Read -

<Add new watch tablex

— User-defined web pages will not be created here. For reasons of plant safety / security,
we will enable only PROFINET interface_1 for access to the web server.

(— Enabled web server access — M PROFINET interface_1)

|§,Pmperties ||"_iJ,Info y"ﬁ Diagnostics |

J General || 10 tags || System constants || Texts |

» PROFINET interface [X2] Default HTML page: |ir1dex_htm | | | E
» DFinterface [X3]
Startup

Application name: | |

Status: | |
Cycle —

Communication load | Generate blocks || Delete blocks

Systern and clock memory
b Systern diagnostics > Advanced

bg Ve cerver

General

Files with dynamic content: |.htm.‘.htm|

Automatic update
User management Web DB number: 333

Watch tables
User-defined Web pages
Entry page

Overview of interfaces

ol o]

Fragment DB start number: |334

-

Entry page

b Display
Userinterface languages Selectentrypage: | Intro page [-]
Time ofday

¥ Frotection Overview of interfaces

¥ Systern power supply

Configuration control -
Device Interface Enabled web server access

CPU1516F PROFIMETinterface_1 %

Connection resources
Overview of addresses

[<]

CPU1516F PROFINET interface_2

<] T W] [v
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7.3 Configure the display

— The settings for the display of diagnostics data can also be changed on the integrated
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display of the CPU 1516F-3 PN/DP. First, the general settings are selected as shown

here.

(— Display — General)

* v v v w

- ¥

-

r

%

@, Properties |1J, Info i) " 1| Diagnostics

General || 10 tags || System constants || Texts |
General [l ) [o]
Fail-safe | Display E

FROFINET interface [X1]
PROFIMET interface [X2]
DF interface [X3]
Startup
Cycle
Communication load
System and clock memory
System diagnostics
Web server
Display
General
Automatic update
Password
Watch tables
Userdefined lago
Userinterface languages
Time of day

Protection

T v T o

Automatic update

General

Display standby mode

Time to standby mode: | 30 minutes

Energy saving mode

Time to energy saving mode:

Display language

15 minutes

[+]

Detoutlangusge oncispley: TN U -

Time until update:

5 seconds

* v v v w

* v

-

Curtarn nmuar cinnhe b
In the 'Watch tables' menu item, the 'Watch table_Cylinder' can now be entered in the
display.

(—»Watch table_Cylinder — F)
|§. Properties ||"_i".lnfo y"ﬂ Diagnostics

General || 10 tags || System constants || Texts |

General E_ Password E

Fail-safe . .

PROFIMET interface [X1] DISplay s

FROFINET interface [X2] - - =

Enable display protection = |

DP interface [X3] : D S ]

Startup Password | |

Cycle Confirm password | |

Communication load Time until automatic logoff | 15 minutes ]' |

Systern and clock memory = [ -

System diagnostics Watch tables

Vieb server b

Display i
General Narne Access
Automatic update | watch table_Cylinder ... Read -]

Password Edl Force table _
Wiatch tables 68l watch table_Cylinde
User-defined logo s

Userinterface languages

Time ofday

e L vl [l
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— If desired, a user-defined logo can also be shown on the display

(— User-defined logo page)

'dl Properties | M) Info i) | % Diagnostics |
General 10 tags System constants Texts

General [a]|| User-defined logo [4]
Fail-safe '
PROFINET interface [X1]
PROFINET interface [X2]
DP interface [X3]

Startup () Adapt logo

Cyele Resolution: [240 x260 pixels |~ |
Communication load

User-defined logo

User-defined logo page

v v v w w

Background color: | ||

System and clock memory = g -
System diagnostics ‘ Upload image file: Browse (a)
Web server b Preview:

: SIMATIC
- EEE ? SIEMENS Lf 1!;.t|1t1

v v

General

Automatic update

Password

Watch tables

Userdefined logo |
Userinterface languages

7.4 Configure system diagnostics

— An important function for effective troubleshooting is the integrated system diagnostics.
This is always activated for the SIMATIC S7-1500. The alarm categories can be selected

in the alarm settings and, if desired, an 'Acknowledgment’ can be specified.

|"c Properties M‘_j.'.lnfo % Diagnostics |
J General ][ 10 tags ][ System constants ” Texts ]
b General A
b Failsafe i System diagnostics
» PROFINET interface [X1]
: General

» PROFINETinterface [%2]
» DFinterface [X3]

Startup Activate system diagnaostics for this device

Cycle

Communication load Aarm settings

System and clock memory L
hg 5 y=tem diagnostics; =

Geneml b (] Category Alarm Alarm class Acknowledgement
Alarm settings : Fault E Mo AcknowledqementEl
B b eEmes Maintenance demanded E Mo Acknowledgement
b Display Maintenance required E Mo Acknowledgement
R Info % Mo Acknowledgement
Userinterface languages
Tirna afdawv

Notes: The indicated alarm class is important so that it can be selected in the alarm windows
of the operator panel (e.g., TP1500, TP700, etc.).
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7.5 Activate the diagnostics of the power supply for the analog
output module and download the PLC

— Once the web server, display and system diagnostics have been configured in the

controller, we also activate the diagnostics for the supply voltage for the analog output

module. The controller can then be selected and downloaded together with the created

program.

(— Device configuration — AQ 4xU/l ST_1 — Output 0 — 3 — Outputs — Channel 0 —

Diagnostics — ™ No supply voltage L+— CPU_1516F [CPU 1516F-3 PN/DP]— [!! )

T4 Siemens - G:\Automation\032_200_FB-Programming\032_200_FB-Programming

Project Edit View Insert Online Options Tools

Ui sweprojer S X 205 X 92 (*: L

Window  Help

6 =R ¥ Goonline &¥ Gooffine o [ I 2 | (1]

> | Details view
4 Portal view =] overview

| cpuisisF
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032_200_FBEProgramming » CPU1516F [CPU 1516F-3 PN/DP]
Download to device
Devices [ Topology view [, Network view [[I¥ Device view | [
w 4
EXY) (=] | de [crursier ] E
& o £
E 3
¥ _] 032_200_FB-Programming ‘?\:‘ C 3
= < ¥
B Add new device < ¢ g
h, Devices & networks - -~ =
~ [[§ CPUT516F [CPU 1516F-3 PN/DP] & 7 =
I} Device configuration -
4] online & diagnostics u
» [ Program blocks =
» [3 Technology objects E
b Lt Extemal source files -4
g
» @ PLCtags e
» [ PLC data ypes m
+ [z Watch and force tables 75% > —5—— 4 =
= =5
» [ Online backups |dl Properties [} info &) [[%) Diagnestics | =
b [ Traces B
= . J General ‘l 10 tags ‘l System constants H Texts =
5 Program info = o
Il b General ~
» [i Device proxydata > Channel0 | |
4 PLCalarms » Module parameters =lw
Z] Textlists ¥ Output0-3 E
» [ Local modules General Parameter settings: | Manual [+ 3
[ ~ Qutputs B
» :; Common data < . {l Diagnostics 3
» [5]) Documentation settings S ) «
I Channel 1 I
» [@ Languages & resources I ) Mo supply voltage L+
» i Online access Gzl 2 i o
» [ Card Reader/USE memory Channel 3 e
1i0 addresses [ shert circuit to ground
Hardware identifier [ overfow
[ underfiow

)_FB-Programming ope...
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— Select the correct interface and click 'Start search'.

(— PN/IE — Selection of the network adapter of the PG/PC — Direct at slot ‘1 X1‘— Start
search)

Once "Scan and information retrieval completed" appears, click 'Load'.
(— Load)

Extended download to device X

Configured access nodes of "CPU1516F"

Device Device type slot Type Address Subnet
CPU1516F CPU1516F3 PNI... 1X3 PROFIBUS 2
CPU1516F3 PNl.. 1X1 PMIIE 192.168.0.1 FMIIE_1
—]

CPU1516F3 PNI. 1X2 PMIIE 192.168.1.1
Type of the PGIPC interface: |—LPN”E |' ‘
PGIPC interface: EM.KBB?DP..DewceDesc% |" @
Connection to interfacelzsubnet: | PMIE_1 |V‘ @
Istgateway | |v‘©
Compatible devices in target subnet: [¥] show all compatible devices
Device Device type Type Address Target device

= CPU1516F CPU 1516F-3 PNi... PMIIE 192.168.0.1 CPU1516F
. = = PMIIE Access address =

|| Flash LED

Startsearch

Online status information:
4 Retrieving device information.
scan and information retrieval completed.

(< [1N>]

D Display only error messages

Load Cancel

— Before downloading can be started, other actions may have to be selected. Click ‘Load'
again.

(=M™ override all —Load)

"Toad preview %
6 Check before loading
Stetus ! Terget Message Action
40 @ ~ cruisieF Ready for loading.
Q » Stop modules The modules are stopped for downloading to device. Stop all
(V] » Software Download software to device Consistent download
[<] i [+]
Refresh |
[pgees || concer |
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— After loading, first select the "Start all" check box and click 'Finish'.
(—>M start all - Finish)

Load results

0 Status and actions after downloading to device

Status ! Target Message Action
., & ~ cruisier Downloading to device completed without eror.
1 ~ Start modul Start modules after downloading to device. ¥ startall
1 The module "CPU1516F" can be started. E Start

<] m

Finish | load || cancel |

7.6 Trigger error message

— The power supply of the analog output module is via terminals 41-44 of the supply
element. Remove this supply element, as shown here, from the front connector to trigger
an error message. Result: the red ERROR LED on the CPU is lit and an error message is

triggered. The following pages describe where and how you can view this error message.
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7.7 Display alarms in Online & diagnostics

— To get started with the diagnostic functions, we will select our controller 'CPU_1516F' and

click 'Online & diagnostics'. Under 'Online access' select ™ 'Receive alarms' for the

‘Alarms' item.

(— CPU_1516F — Online & diagnostics — Online access — Alarms — M Receive

alarms)

T4 Siemens - G:\Automation\032_200_FB-Programming\032_200_FB-Programming

Project  Edit View Insert Online Options Tools

Ui 3 seveproie 5 Y %

Vindow Help

X 92 s 5 0 B R coonine &F coofiine | fp 818 %] L]

Totally Integrated Automation
PORTAL

Project tree m 4
Devices

ER-X~) Online access

» Diagnostics

~ 7 032_200_F&-Programming D RIS

B Add new device
i Devices & networks
~ [ CPU1516F [CPU 1516F-3 PN/DF]
Y pevice configuration
%/ online & diagnastics
- [gl Program blocks
B¢ Add new block
2 Main [OB1]
4 MOTOR_AUTO [FB1]
@ MOTOR AUTO_DB1 [DB1]
» [ Technology objects

» [} External source files
» [ PLCtags
» (g PLC data types
b [52 Watch and force tables
» [ Online backups
» [ Traces
B8 Program info
» [5} Device proxy data
4 PLCalarms.
] Text lists
» [ Local modules
» [g§ Common data
» [5) Documentation settings
» [g Langusges & resources

~ [jg Online access
¥ Nicnlaudhid, rfa
< 1

‘

Online access

Status

Offline

-

Online access

Alarms
P Select"Receive alarms®

%Recaive alarms

o

Type of the PG/IPC interface:
PGIPC interface:

Connection to interfaceisubnet:

[ Flash LED

[®_Prie

[ 204887724, DeviceDesc

4

&)

| PrutE_1

1

[l

aaa

» [Details view

— Select the correct interface and click 'Go online'.

(— Go online)

Online access

Type of the PGIPC interface:
PGIPC interface:

Connection to interfacelsubnet:

stgatew

-1

‘ dl Properties “‘1.‘. Info
[R_PunE [~]
—
[ %4887 7 24 DeviceDesc [+l ®a
[ FHNE_1 T+l

L]

ONONG)

[192.168.0.1

r‘\' Go anline

Go online

[
oy’
4
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— The error message can now be checked in the 'Alarm display' under 'Diagnostics'.

(— Diagnostics — Alarm display)

iemens - G:\Automation\032_200_FB-Programming\032_200_FB-Programming

Project Edit View Gnline Tools  Window

7 [ [l saveproject & X i

Insert

Options

R & cooniine o¥ Goofline - i, A B % H ]

Totally Integrated Automation
POR

TAL

Devices

Online access

GO

Online access

» Diagnostics

= | ] 032_200_FB-Programming D FnErns Status

B Add new device
i Devices & networks
~ [ CPUTST6F [CPU1516F-3PNDF] | [3

[IY Device configuration

Online

°q1

% online & diagnestics
~ |5l Program blocks
B Add new block
4 Msin [0B1]
48 MOTOR_AUTO [FB1]
@ MOTOR_AUTO_DET [DB1]

00 o

[ w b

[ | Flash LED

sapeiq £ H syse| (ﬁﬂ 51001 BUIUQ

» [ Technology objects

[l Properties

» [} External source files
» [@ PLCtags

ice information H Connection information

[ ]

‘l Alarm display

EELFE

» (& PLC data types
» [z watch and force tbles
» [ online backups 1

» [ Traces

Source

Time
1:10:26:958 AM

evice proxy data b

St

[*}info | & Diagnostics

Event text
Error: Supplyvoltage missing on QO CPU1516F i AQ 4xUll ST_1.

Info text
Short name: AQ 4xUil STOrder number: _.

Help

> | Details view

[<]

| & cruisisr
—

4 Portal view =3 Overview | wiain | &/ online &dia...
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7.8 Diagnostics for the S7-1500 via the web

— To be able to access the Web server of the CPU 315F-2 PN/DP we open any Web
browser on a PC that is connected to the CPU via TCP/IP.

J

— There we enter the IP address of the CPU 1516F-3 PN/DP. (— 192.168.0.1)

i /1, Problem loading page N
& 9| 19216801 > |3~ Google P || A

Iéb Most Visited | | Getting Started ./ Latest Headlines [E3 Bookmarks

Lz »

|

Server not found

Firefox can't find the server at =
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— On the displayed web page, we first select the language and then click 'ENTER".
(— English > ENTER)

T-m Intro x \-I- ‘

€ @ 1921680.1/Portal/Intro.mus! e || Q suchen wBE O 3 & 48 X o =
SIEMENS Industry Mall SIMATIC-Steuerungen Senice & Support Zertifikat herunterladen

WEITER »

SIMATIC S7-1500

CPU 1516F-3 PN/DP

M Intro Giberspringen

— Onthe '"Home Page' we see general information about the PLC and its status.

(— Home Page)

122020am 01012012 LR

Name CPU1516F
n @or &

» Start page
15.|I}F-'3 PNIDP General:

» Diagnostics TIA Portal: V13.0 5P1
SIEMENS A Step 7 Safety: —

+ Diagnostic Buffer

Station name: S71500/ET200MP station_1

+ Module information CPU 1516F-3 PNDP Module name: CPU1516F
Module type: CPU 1516F-3 PN/DP
b Alarms
» Communication Status:
Operating Mode: RUN

PierTrn Status: €3 Error

BES7 516-3FNOD-DABD Mode selecior.
b T s Mode selector:

» Watch tables

Fail-safe:
» Customer pages Safety mode: — i
Collective signature: — L
} Filebrowser
Last failsafe modification: —— u
» DatalLogs
CPU operator panel:
RUN
» Introduction s
Warten auf 192.168.0.1...
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— Hardware, Firmware Version and Serial number are displayed besides other information

under 'Diagnostics'.

(— Diagnostics)

Diagnostics

Identification | Memory
» Start page

» Diagnostics Identification:
Plant designation:

» Diagnostic Buffer
Location identifier:

+ Module information Serial number. S C-F25E01192015
» Alarms
Order number:
+ Communication Hardware: 6E37 516-3FN00-0ABO
> LT Version:
Hardware: 3
» Tag status

Firmware: V1.7.0
» Watch tables Bootloader: V1.0.2

Diagnostics

Identification | Memory
v Start page
+ Diagnostics Load memory
| 1.2% In use
v Diagnostic Buffer
23.72 MB free of 24.01 MB

+ Module information
Code work memory

» Alarms 0.0% in use
- 1.50 MB free of 1.50 MB
+ Communication
» Topology Data work memory
0.0% in use

» Tag status 5.00 MB free of 5.00 MB

+ Watch tables
Retentive memory

» Customer pages 0.0% in use

472 66 KB free of 472 .66 KB
v Filebrowser
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— Under 'Diagnostics Buffer' we see descriptive information for all events in the CPU. Event
information is recorded in a circular buffer. The most recent alarm is displayed in the top
line.

(— Diagnostics Buffer)

12:25:44 am WPk English |+ |

Name Diagnostic Buffer
-
Login IDlagnoshc buffer entries 1*5{]E| B eor s
Mumber  Time Date State Event -
12:25:.06.003 Communication initiated request. WARM RESTART Pending startup inhib
L3
SETITEIE L am 01012072 incoming event 7o ciorip inhibitset - CPU changss from STARTUP to RUN mode |
12:25:05.982 Communication initiated request. WARM RESTART Pending startup inhib| =
» Diagnostics 2 am 0UD12012  incoming event . ctarup inhibit set - CPU changes from STOP to STARTUP mode
B ;ﬁQﬁ-ﬂQ i 01/01/2012  incoming event Supply voltage missing
» Diagnostic Buffer 12:95:01.475
4 arﬁ o 01/01/2012 outgoing event Supply voltage missing
» Module information 12:25:01.389 Communication initiated request. STOP Pending startup inhibit(s):
5 am 01D1/2012  incoming event . cyarup inhibit set - CPU changes from RUN to STOP mode
b Alarms & ;fn'23'51 OEE 01/01/2012  incoming event Supply voltage missing
12:23:46.084
r 01/01/2012 outgoing event Supply voltage missin
» Communication am — L < L
Follow-on operating mode change
12:19:21.717 Power-on mode set WARM RESTART to RUM (if CPU was in RUN before
D EE=IT 8 am 0UD1/2012  incoming event "5 ing startup inhibitis): - No starup inhiit set
- CPU changes from STARTUP to RUN mode
» Tag status Follow-on oneratinn mode chanoe ki
£ n [3

» Watch tables Error: Supply voltage missing on Q0 CPU1516F / AQ 4xU ST_1.

» Customer pages
incoming event

— The status of the individual modules of our SIMATIC S7-1500 is displayed with additional
details in the 'Module Information' view.

(— Module Information)

122719am 01012012 S ELEA

Name Module information
Login 2ot &
S71500/ET200MP station 1 - S71500/ET200MP station_1
P ST Slot  State Name Order number | Q =
1 CPU1S16F Details 6EST 516-3FNO0-0ABO
» Diagnostics B DI 32x24VDC HF_1 Details 6ES7 521-1BLO0-0AB0 0
3 DQ 32x24VDC/0.5A ST_1 Details 6EST 522-1BL00-0ABO 0
» Diagnostic Buffer 4 Al BAUNRTDITC ST_1 Details 6EST 531-7KF00-0AB0 64
5 = AQ 4xUN ST_1 Details EST 532-5HD00-0ABO 64

» Module information
» Alarms

» Communication

+ Topology

» Tag status
» Wieich nbles state | dentincaton | Frmware [I—

Error: Supply voltage missing on Q0 CPU1S16F / AQ 45U/ ST_1.

» Customer pages
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— The alarm texts generated in the CPU 1516F-3 PN/DP are available in 'Alarms'.

(— Alarms)

122813 am  01/0112012  SbE)] ﬂ

Alarms

entries 1-50 : Ha0T 2
AlarmmNr. Date Time Alarm text State Acknowledgement
12:25:02 177 Error: Supply voltage missing on Q0 [ )
»
Start page 34 o1/n12012 = CPU1S16F [ AQ 4xUN ST 1. incoming

» Diagnostics

» Diagnostic Buffer

» Module information
» Alarms

» Communication

+ Topology

» Tag status

Short name: AQ 4xU ST Order number: 6EST 532-5HD00-0ABO

» Watch tables

» Customer pages

Incoming event

Note: Here we see the failure of the supply voltage for the digital input module with activated
diagnostic error interrupt.

— Details about communication settings and communication errors are displayed under
‘Communication'.

(— Communication)

Mame | Communication

Pammeterl Statistics | Resources | Connections _
» Start page
+ Diagnostics PROFINET Interface [X1]:

» Diagnostic Buffer

Network connection:
» Module information MAC address: 28-63-36-87-F3-05
Mame: cpul1516fprofinet interface_1
» Alarms
IP parameter:
» Communication IP Address: 192.168.0.1
Subnet mask: 255.255.255.0
+ Topology Default router: —
IF zeftings: IP address setin project
» Tag status
5 T Physical properties:
Port number Link status Settings  Mode Connection medium
» Customer pages X1P1 OK — 100 MBit/s full-duplex Copper cable
X1P2 disconnected — — Copper cable
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Total statistics
Sent data packages:
Sent without errors: 3243312 Bytes
Caollision during sending attempt 0
Canceled due to other errors: 0
Received data packages:
Received without errors: 755370 Bytes
Rejected due to error: 0
Rejected due to resource bottleneck: 0

Statistics X1 P1
Sent data packages:
Sent without errors: 3242928 Bytes

Collision during sending attempt. 0

Canceled due to other errors: 0
Received data packages:

Received without errors: 755370 Bytes
Rejected due to error: 0
Rejected due to resource bottleneck: 0

Number of connections:

Maximum connections: 256
Connections notin use: 250

Connections: reserved

ES communication
HMI communication

57 communication
OpenUser communication
Web communication
Other communication =

S I=T =T S

Remote addressype Type
P Adnoc

@ Connection is established 1} 1Pud 192.168.0.108 Adhoc

@ Connection is established o = P4 192.168.0.108 Adhoc WEB

@ Connection is established o = P4 192.168.0.108 Adhoc WEB

@ Connection is established 0 = P4 192.168.0.108 Adhoc WEB

@ Connection is established 0 = P4 192.168.0.108 Adhoc WEB
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— Devices that are connected to the individual ports of the CPU 1516F-3 PN/DP and the
addresses of these devices can be displayed under 'Topology'. There are various views
for this. In the case of larger network structures, the entire network structure of a plant
can be displayed and faulty connections shown in the status, provided this function is
supported by the individual components.

(— Topology)

» Start page

+ Diagnostics

» Diagnostic Buffer

+ Module information

» Alarms

» Communication

» Topology

123458 am 010122012 f=yls[liE])] n

Topology
of s

e g ey
» Start page Part Partner port

State Mame Module type Port Mame Port
» Diagnostics I M. cpul1516f S7T1500/ET200MP station

port-001 SVENSONS port-001

» Diagnostic Buffer port-002

Iz svensons
» Module information port-001 cpu1516f port-001
» Alarms
» Communication
+ Topology
[ Topology

Graphic view | Table view | Status overview I
+ Start page
S
» Diagnostic Buffer
+ Module information
» Alarms
+ Communication
+ Topology
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— Values of the individual tags can be displayed under 'Tag status'.

(— Tag status)

Tag status

Enter the address of a tag here which you want to monitor

» Start page Address Display farmat Value
K0 Bin = 2#0

+ Diagnostics A1 BOOL |Z| FALSE
New variabl =

r Diagnostic Buffer

» Module information

» Alarms

» Communication

+ Topology

¥ Tag status

— 'Tag tables' that are linked with the web server, such as the 'Watch table_Cylinder', can

also be displayed.

(— Tag tables — Watch table_Cylinder)

Watch tables
| Watch table_Cylinder |~

Watchhtfl ble nder

» Start page Name Address Format Value
~B1 B%E0.5 BOOL || FALsE
» Diagnostics - go- %ED.6 BOOL |»| FALSE
Nz %A0.3 BOOL |=| FaLSE

» Diagnostic Buffer

» Module information

» Alarms

» Communication

+ Topology

» Tag status

» Watch tables
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— Individually created pages for the visualization and also for operator control of processes

would be seen under 'Customer pages'.

(— Customer pages)

Customer pages

The page is not available.

» Start page

+ Diagnostics

¥ Diagnostic Buffer

» Module information

b Alarms

¢ Communication

* Topology

+ Tag status

r Watch tables

¢ Customer pages

— Data can be stored directly on the memory card in the CPU or loaded from there using
the 'Filebrowser'.

(— Filebrowser)

]

I

> Start page Name Size Changed. ‘Delete  Rename
LOG 32768 12:25:42 pm 07/19/2015
» Diagnostics crdinfo.bin 512 12:25:42 pm 07/19/2015
» Diagnostic Buffer
Directory operations:
» Module information [
No File selected. Upload file
» Alarms
» Communication
» Topology
» Tag status
» Watch tables
» Customer pages
» Filebrowser
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— This means, for example, that you can read and edit the log files written by the CPU

without having to use the TIA Portal. (— Datalogs)

124057 am 01012012 | ERNEE

MName Datalogs
fleniy 2of 3
Mame Size Changed Retrieve and clear
» Start page No entries currently available
+ Diagnostics
» Diagnostic Buffer
+ Module information
r Alarms
» Communication
» Topology
» Tag status
+ Watch tables
» Customer pages
» Filebrowser
» Datalogs

7.9 Diagnostics for the S7-1500 via the integrated display

— The user also has the ability to call up a variety of diagnostic information via the display.
For example, the alarm texts generated by the system diagnostics can be displayed in the
'‘Diagnostics' menu under 'Alarms'.

(— Diagnostics — Alarms)

& Diagnostics & Alarms

Alarms oy Incoming Ak
00:32:01 AM 012172012
Dlagnustlc buffer > Fault Hardware componentr...

ESC OK j ESC 111 OK
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7.10Checklist

No.

Description

Completed

Project 032-410_Basics_Diagnostics_2... successfully
retrieved.

Web server for the CPU 1516F from project 032-410_Basics
Diagnostics_2... successfully configured.

Display for the CPU 1516F from project 032-410_Basics
Diagnostics_2... successfully configured.

System diagnostics for the CPU 1516F from project 032-
410_Basics Diagnostics_2... successfully configured.

Diagnostics of the supply voltage for the analog output
module activated.

CPU 1516F from project 032-410_Basics Diagnostics_2...
successfully downloaded.

Power supply disconnected from analog output module.

Display of alarm text from the system diagnostics in the alarm
display of the TIA Portal.

Display of the alarm text from the system diagnostics via the
web server of the CPU 1516F.

10

Display of the alarm text from the system diagnostics on the
display of the CPU 1516F.
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8 Additional information

You can find additional information as an orientation aid for initial and advanced training, for
example: Getting Started, videos, tutorials, apps, manuals, programming guidelines and trial

software/firmware, at the following link:

www.siemens.com/sce/s7-1500
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