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Matching SCE Trainer Packages for this Learn-/Training Document

Open Source Plattform
+  SIMATIC I0T2020 with Intel Quark x1000, 512 MB RAM, 1 x Ethernet, 1 x USB

Order no.: 124-4037 — orderable via RS Components rs-components.com

*  SIMATIC I0T2040 with Intel Quark x1020 (+Secure Boot), 1 GB RAM, 2 x Ethernet, 2 x
RS232/485, 1 x USB, RTC
Order no.: 6ES7647-0AA00-1YA2

+  SIMATIC IOT2000EDU S7 Software Controller runs with 1072020 and I0T2040
Order no.: 6ES7671-0LE00-0YBO

*  SIMATIC IO-Shield: SIMATIC I0T2000 Input/Output Module with 5 DE, 2 DA, 2 AE,
ARDUINO Shield for 10T2020/2040
Order no.: 6ES7647-0KA01-0AA2

*  3rd Party I0-Shield: IKHDS-Powershield for I0T2020/2040 with 6 DE, 5 DA (Relais), 1 DA
(PWM), 2 AE, 1 AA
Order no.: 100301 — orderable via KAFTAN media UG kaftan-media.com/iot2000

Note that these trainer packages are replaced with successor packages when necessary.

An overview of the currently available SCE packages is available at: siemens.com/sce/tp

Continued training

For regional Siemens SCE continued training, get in touch with your regional SCE contact

siemens.com/sce/contact

Additional information regarding SCE

siemens.com/sce

Information regarding use

The SCE Learn-/Training Document for the integrated automation solution Totally Integrated Automation
(TIA) was prepared for the program "Siemens Automation Cooperates with Education (SCE)" specifically
for training purposes for public educational facilities and R&D institutions. Siemens does not guarantee the

contents.

This document is only to be used for initial training on Siemens products/systems. This means it can be
copied in whole or in part and given to trainees/students for use within the scope of their training/course of
study. Disseminating or duplicating this document and sharing its content is permitted within public training

and advanced training facilities for training purposes or as part of a course of study.
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Exceptions require written consent from Siemens. Send all related requests to

scesupportfinder.i-ia@siemens.com.

Offenders will be held liable. All rights including translation are reserved, particularly if a patent is granted

or a utility model or design is registered.

Use for industrial customer courses is explicitly not permitted. We do not consent to commercial use of the

Learn-/Training Document.

We wish to thank the TU Dresden, the Michael Dziallas Engineering Corporation and all other involved

persons for their support during the preparation of this Learn-/Training Document.
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Node-RED with SIMATIC 10T2000

1 Goal

The following pages show how to set up and program Node-RED on SIMATIC 10T2000 using the

example image.

2 Requirement

This module is based on the module "SCE_EN_014-101 Hardware Configuration I0T2000". The

hardware configuration up to and including section 4.3 must be completed to perform this module.

In addition, I0T2000 requires a working Internet connection. The easiest way to do this is to set

the IOT to DHCP and connect it to a suitable router.

In the <case of 10T2040, you can configure the X1 interface statically
(e.g. 192.168.0.1/24) and connect the X2 interface to the router. This is preset to DHCP. The

subnets for X1 and X2 must not overlap!

Note:

— The IOT2000EDU Runtime, which may already be installed, must be disabled for this chapter!

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 8
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3 Required hardware and software

1 Engineering station: Requirements include hardware and operating system

Software for SSH Access, e.g. PUTTY

N

3 Software for SFTP/SCP File Transfer, e.g. WinSCP
4 SIMATIC IOT2000 Controller, e.g. I0T2040

5 Ethernet connection between engineering station and controller

2 PUuTTY 3 WinSCP

1 Engineering station

5 Ethernet connection

4 SIMATIC 10T2000 controller

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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Theory

General information about Node-RED

Node-RED is a free tool or development environment for interconnecting diverse hardware devices,
APIs and online services. The software was originally developed by IBM and later released as
open source software. Since then, it has been constantly further developed and is freely available

to everyone.

The program offers a web interface which can be used for flow-based programming, similar to
function block diagram (FBD) or ladder diagram (LAD) programming of Siemens controllers. The
individual blocks available are called "nodes” here and are comparable to FCs or FBs. They offer

inputs and outputs with which the individual nodes can be connected.

Data is transferred between the blocks in the form of messages. Each message consists of a title
called a topic and a content called a payload. These messages are displayed as JSON (JavaScript
Object Notation).

In addition to the standard nodes there is an active community that develops additional nodes and
makes these freely available. The public library is available on the Node-RED website:

flows.nodered.org

Node-RED is written in JavaScript. It is possible to develop your own nodes. Documentation is

available on the documentation page of the project: nodered.org/docs/

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 10
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4.2 Node.js runtime environment
Node-RED uses node.js as the runtime environment. This JavaScript runtime environment is based
on Chromes V8 JavaScript Engine and is also freely available. Node.js itself is lean and very
efficiently structured. It can be used for various operating systems and is pre-installed in the
example image for the Siemens 10T2000.

4.2.1 npm: the Node.js package manager
Node.js comes with its own package manager named npm. It can be used to easily install the
desired nodes later.
The package manager can install packages both globally and locally. In a global installation, the
package is available to the user everywhere. Locally installed packages, on the other hand, are
stored in the current folder. This should be appropriately created beforehand.
In any case, the package can only be used by the current user. This has the advantage that npm
does not need administrative rights to install packages. However, each user must install the
required packages themselves.
As an alternative, you can create a folder, install the packages locally in that folder, and then share
the folder with other users.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 11
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5 Task

In this chapter, the Node-RED service is set up and started with SIMATIC 10T2000 from the
"SCE_EN_014-101_Hardware Configuration IOT2000" chapter.

The Node-RED service is used to read the values of the analog input and upload them to the cloud.

6 Planning

The Node-RED service is set up on SIMATIC I0OT2000 using the SSH client, PUTTY, via the
command line.

In addition, some files have to be installed manually on 10T2000. This requires an SCP/SFTP

connection, which is established with WinSCP support.

After establishing both connections, the node-red script must be copied to the /etc/init.d/ folder
on I0T2000 and marked as executable there. This script is included in the documentation archive
for this document.

Next, you can start and stop Node-RED with this script.

As soon as Node-RED has been started, a flow that reads in and transmits the analog input can

be programmed via the web interface.

The IBM Watson service is used as the cloud here for simplicity's sake. This does not require any
registration and can be freely used. However, it only forwards data to the currently connected

clients and does not store it.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 12
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Structured step-by-step instructions

You can find instructions on how to implement planning below. If you have advanced knowledge,
the numbered steps are sufficient. Otherwise, it is recommended that you follow the individual

steps of the instructions.

Install or update Node-RED

Node.js, the corresponding package manager npm and Node-RED were pre-installed on the
example image from Siemens. However, the versions are relatively old, so npm and Node-RED

can be updated beforehand.
Note:

— SIMATIC IOT must have a functioning Internet connection for this. You can achieve this with

the 10T2040, for example, by connecting the X2 interface to a router

To update the node.js modules, use the command line of the 10T.

— Update the installed node.js modules with the following command:

npm install —-g npm node-red node-red-dashboard

E2 192,168.0.1 - PuTTY - O *

Note:

— This operation takes a relatively long time!

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 13
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7.2 Manually start and stop Node-RED
The software is started via the command line. Note that Node-RED stores its data in the "node-
red" folder in the home directory of the user.
To run Node-RED in the background, the node-red script must be copied from the documentation
archive of the IOT.
— Copy the node-red script from the documentation archive to the /etc/init.d/ folder.
— Make the file executable:
chmod +x /etc/init.d/node-red
— Start Node-RED by calling the script with the start parameter:
/etc/init.d/node-red start
Note:
— This script stores all output of Node-RED in the file /var/log/node-red.log, for more information
see "Displaying the Log File".
— You can stop Node-RED by calling the script with the stop parameter:
/etc/init.d/node-red stop
Note:
— Do not use the iot2000setup tool to start Node-RED. This tool prevents you from viewing the
event log of Node-RED!
For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 14
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7.3 Automatically start and stop Node-RED

The Linux system is able to execute the script from the previous section automatically at startup.

— Add the script to the autostart:
update-rc.d node-red defaults

— You can remove the script from the autostart with the following command:
update-rc.d —-f node-red remove

7.4 Display the log file

With the script installed under "Manually start and stop Node-RED", Node-RED was started so that

program events such as errors or warnings are written to the file /var/log/node-red.log.

This file can be monitored via the SSH connection and the "tail" program.

— Follow the changes in the file /var/log/node-red.log with tail:
tail -f /var/log/node-red.log

Note:

— The -£ option specifies that tail should follow the file. This means that the file is monitored
and changes are shown immediately. To exit tail and return to the command prompt, use the
key combination CTRL+C.

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 15
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7.5 Open the user interface
Once Node-RED has successfully started (the "Server now running at ..." line should be displayed
in the log), the user interface can be opened. This is provided as a web service and can therefore
be accessed via any JavaScript-enabled web browser.
The interface can be accessed unencrypted with the browser via the IP with SIMATIC 10T2000
and port 1880, e.g. http://192.168.0.1:1880
— Start your browser and open the development environment.
(— http://192.168.0.1:1880/)
— You can see all available nodes and blocks on the left. They are sorted by type and package
and can be filtered via the search field (— ° ).
— The editor is in the middle. It can be used to program the nodes (also referred to as "flows").
This is similar to the FBD Editor in the TIA Portal.
— On the right side you will find helpful information on the currently selected block in the info (
: ) tab. The debug () tab displays current debug information as well as any error
messages from blocks.
& Node-RED: 19216801 X + - o =
&« c @ Not secure | 192.168.0.1:1880/#flow/dd353067.2c56e r e :
=<, Node-RED
Q Flow 1 + = i info i
~ input ~ Information
— Flow "dd353067.2c56e"
inject
Name Flow 1
catch Status Enabled
20 ~ Description
link
mgtt
http
websocket
tcp
udp
‘ Watson loT
m s7
~ output
debug
link - > .
For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 16
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7.6 Installation of new nodes

Communicating with the Watson IoT service requires nodes that are not included in the standard
installation. These nodes can be installed directly via the web interface.

Note:

— SIMATIC IOT must have a functioning Internet connection for this. You can achieve this with

the 10T2040, for example, by connecting the X2 interface to a router.

The installed packages are stored in the Node-RED user directory. By default, this is the ".node-

red" folder in the home directory of the current user running Node-RED.

— Open the menu and select Manage palette.

=<2, Node-RED
Q Flow 1 +* S | View
~ input Import
o Export
inject
catch Search flows
status Configuration nodes
Flows
link
Subflows
mgtt
Manage palette
http
Settings
websocket
Keyboard shortcuts
tep ’
Node-RED website
udp v0.19.5
The node also supports injecting strings
~ output ~
numbers, booleans, JavaScript objects, or
debug
link
maqtt
http response - 3
----- 200/ - +
For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 17
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— Now select the Install tab.

[ m
é}nmraponse ‘ =< J

100221880 %install

User Settings

~ Input =
[

Keyboard —
‘ - ¢ Palette [
‘ link ¢)

mqtt ¢)

" http ¢

[+

1880

i info i | % -

~ Node Help

Injects a message into a flow either manually
or at regular intervals. The message payload
can be a variety of types, including strings,
JavaScript objects or the current time._

~ Qutputs

paylead various

The configured payload of the message.
topic string
An optional property that can be

configured in the node.

~ Details

The Inject node can initiate a flow with a
specific payload value. The default payload is
a timestamp of the current time in millisecs
since January 1st, 1970

The node also supports injecting strings
numbers, booleans, JavaScript objects, or

— Inthe search modules field, search for the term watson and install the required node-red-

contrib-ibm-watson-iot module by clicking install.

View Nodes Install
Keyboard

Q watson
Palette

& node-red-contrib-ai-function =
Watson Al Function
% 011 B 2months ago
& node-red-contrib-browser-utils &
A collection of Node-RED nodes for browser interaction
W 008 B 1monthago

& node-red-contrib-ibm-watson-iot &
Connect to IBM Watson Internet of Things Plaform
W 028 By Z2years, 1 month ago

& node-red-contrib-ibm-wiotp-device-ops &
A collection of Mode-RED nodes that can perform a wide

n loT platform

operations on the V

% 0.1.3 B4 1year, 3 months ago

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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— Confirm the installation of the node by clicking Install.

Installing 'node-red-contrib-ibm-watson-iof’ -

Before installing, please read the node's documentation. Some nodes
have dependencies that cannot be automatically resolved and can
require a restart of Node-RED. Jlose

Cancel Open node information Install

SOT | o | oot

Q

— After a while, the installation should be confirmed.

mwfat1bebbtf.b13098

Modes added to palette
= wiotp-credentials
= Wiotp in
= Wwiotp out

Install

-

sort: | a-z | recent e

— Close the palette by clicking Close.

User Settings i info i||® -
+ Information .
View e Install Flow "3f3fbSab.c44eza"
Name Flow 1
sort: | a-z | recent o
Keyboard Status Enabled
Q node-red-contrib-opcua 271875 x -
~ Flow Description
Palette -
& node-red-contrib-opcua & e
A Node-RED node to communicate via OPC UA based on node-opcua library. ‘
% 0241 B 11 hours ago
e
For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 19

sce-094-100 node-red-iot2000-en.docxen.docx



Learn-/Training Document | TIA Portal Module 094-100, Edition 06/2019 | Digital Industries, FA

7.7 Create a message in the flow

— Drag the analogue node from the Intel_gpio category into the editor.

Node-RED

=T Deploy ~

Q analo Flow 1
> input

> output

function

EA &Q

social

storage

analysis

advanced

Raspberry Pi

boolean logic

dashboard

<

Intel gpio

analogue

— Double-click on the inserted node to open its properties.

i info i

v Information
Node "33c1096d.70a918"
Type mraa-gpio-ain

show more v

~ Description

v Node Help

An analogue input pin for an Intel Galilee or
Edison board that is read every intervai
milliseconds

The msg.payload will contain the value
and msg.topic contains"
{the_board_name}/A{the pin number}"

The value is only sent if it is different from the
previously read value

=T Deploy ~

Node-RED
Q Flow 1 Edit analogue node
inject &0 4+ Properties o
A
catch
@ PFin v
status
- Interval 100 m$
link
mat ¥ Name
1 Board : Galileo v2
mraa version - v1.9.0
websocket
tcp

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved.
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i info i

- Information
Node "d3f1d702.76e8b3"
Type mraa-gpio-ain

show more =

~ Description

~ Node Help

An analogue input pin for an Intel Galileo or
Edison board that is read every interval
milliseconds.

The msg.payload will contain the value
and msg.topic contains"
{the_board_name}/A{the pin number}"
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Under Pin, select the analog input on the Arduino UNO R3 header. This example uses the
Siemens I0T2000 Input/Output Module. Input U0 is connected to pin AO there. If you are

using a different shield, refer to the manual of the module for the correct pin. (— Pin: AO).
— Under Name, enter a name for this node: (— Name: UQ).

— Confirm the changes with Done: (— Done).

Edit analogue node

i Properties *
@ Fin Al r

Interval 100 ms

¥ MName uo

Board : Galileo v2
mraa version - v1.9.0

=T Deploy ~

=<2, Node-RED

Q Flow 1 + = i info i
~ input v Information

Node "d3f1d782.76e8b8"
inject e}
uo Name uo
catch Type mraa-gpio-ain
show more
slatus
v Description

link

— Now drag a debug node from the output section into the editor.

=7 Deploy ~

=<2 Node-RED
Q Flow 1 + ||i=| | i info i
ﬂ Watson loT “ Information
Node "4bcbdd . 4a8e594"
v output U
uo Type debug

e ‘ show more =

" ) . e

- \ e Description

T ~ Node Help

For unrestricted use in educational / R&D institutions. © Siemens 2019. All rights reserved. 21
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— Connect the output of the UO node to the input of the debug node by clicking on the output
and pulling it to the input:

o
Jo

o
msg.payload

— Now this simple flow can be activated via the Deploy button: (— Deploy)

=T Deploy ~

Q Flow 1 + ||i= i info Ne
‘ Watson loT - ~ Information Dok
| Flow "a@ba2cef.255b4" Ube
| v output U]
uo Name Flow 1
debug ‘ Status Enabled ;
|
! link msg.payload - Description
4
‘ magtt

— Switch to the debug view on the right sidebar: (— ).

=<2, Node-RED Deploy
Q Flow 1 + = i info -
‘ Watson loT - ~ Information
Flow "aBbd2chf.255b4"
> ST uo Name Flow 1
dabug ‘ Status Enabled
fink msg.payload ~ Deseription
matt

— The debug tab should now show messages with the current analog value.

(=F]

=<, Node-RED

Q Flow 1 + || i5 ¥ debug ¥ c
| WasontoT | T all nodes ol
~ output

uo

debug ‘

" T
link msg payload |
L

maqtt

hitp response

websocket

tep

udp
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7.8 Send messages to the cloud

In the next step, the analog values just read will be sent to the debug output as well as to the
Watson Cloud of IBM.

— Drag the Watson IoT Node from the outputs into the editor:

=/T Deploy ~ —]
Q Flow 1 + || = i debug i||W| L @~
T all nodes 1

3/23/2019, 11:54:49 AM node: 49bc6d8. 4a8e594

v output Intel Galileo Gen 2/AD : msg.payload : number
366

" 3/23/2019, 11:54:50 AM  node: 49bc6d6 426594

— Intel Galileo Gen 2/A0 - msg payload - number

Q link 368

4 3/23/2019, 11:54:50 AM node: 49be6d8 4a8e594

o

Intel Galileo Gen 2/A0 : msg.payload : number
(hitp response 367

P 3i23/2019, 11:54:50 AM node: 49bc6d. 4368594
() websockst

Intel Galileo Gen 2/A0 - msg payload - number

p &
o

v J
p .
o

- udp ‘
5 serial )
T )
m Intel Galileo Gen 2/A0 - msg payload - number
!

368

368

3/23/2019, 11:54:50 AM node: 49bc6d8. 4386594
Intel Galileo Gen 2/A0 : msq.payload : number

366

3123/2019, 11:54:50 AM node: 49bc6d8. 4368594

— Establish a connection between the U0 node and the Watson loT node.

uo )

‘E

— Activate the changes by clicking Deploy: (— Deploy).

— Double-click on the Watson lIoT node to open its properties:

Q Flow 1 Edit Watsen [oT node i debug i[9 lol| @~

______ -
_ Delete Cancel m T all nodes o
_f- % Properties =

& B EH| | 5232019, 115715 AM node: 43bc6a5.4a8e594

~ output 31 Intel Galile Gen /A0 : msg payload : number

366

Connect as Device v 302372019, 11:5716 AM node: 49bc6ds. 4a3e594
Intel Galileo Gen 2/A0 : msg.payload : number

® Quickstart Registered 2ar

¢ matt ‘ Quickstart Id 29c4e5Te.d9253a o 3/23/2019, 11:57:16 AM node: 49bc6ds. 4a8e594

Intel Galileo Gen 2/A0 : msq.payload : number

¢]1tlp response ‘ Event type event =
312372019, 11:5716 AM  node: 49bc6ds.4ae594

@ websocket \ Intel Galileo Gen 2/A0 : msg.payload : number

Format - json

)
L ® Name 32372019, 11:57:16 AM  node: 49bc6d8.4a8e594
¢ udp Intel Galileo Gen 2/A0 : msg.payload : number
) 365
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— Click the button next to Quickstart Id: (— 7 )

Quickstart 1d 29cde57e.d9253a oy

— A new browser window opens with the Watson IoT Platform. The measured values should

now be displayed as a graph in this window. If necessary, you must accept the terms of use

beforehand.
[ 1BM Watson loT Platform X + - o x
[&] & https;/quickstart.internetofthings.ibmcloud.com/#/device/29c4e57e.d9253a/sensor/ “ = o

IBM Watson IoT Platform QUICKSTART  SERVICE STATUS  DOCUMENTATION  BLOG SIGN IN

¥ Quickstart

No sign-up required to see how easy it is to connect your device to Watson IoT Platform and view live sensor data

59048575.499534 ® | ast message received at 12:03:38 PM

29c4e57e.d9253a event.value I've seen my data, what next?

Use your device in an application
created with IBM Bluemix.

«

“,]??_ //77'*—1\ ',f“l\‘f/”*-f\‘. Click here for more details.

250 - v y

500 I \ X

/ \ Go to your Bluemix account
4 ¥ \

800 / ‘\ SIGN UP LOGIN

750-| / \

200 ." \\ o — Note: When you sign up for & trial you may have to

] ] . e wait up to 24 hours to receive your log-in

;c: ] /./ iy information

502 Create an app using the Internet of Thingds

L LIPSV R L L B NP ) P T N Starter from the Catalog
CREATE APP
Event Datapoint Value Note: You will have to name your app and wart for a
few minutes for it to start running
event value 681
When your app is running, select the app URL
or type itinto the browser to open the Node-
RED flow editor
http:/<appname>.mybluemix.net h
»

— Watson will only show changes in measured values. If the analog value does not change,
nothing may be displayed here!
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7.9 Checklist — step-by-step instructions

The following checklist helps trainees/students to independently check whether all steps of the

step-by-step instruction have been carefully completed and enables them to successfully complete

the module on their own.

No. Description Checked
1 Start script "node-red" installed
2 Node-RED started
3 Start procedure checked with the help of the log file
4 Analog value transferred to Watson node
5 Deploy successful
6 Analog values visible in the Watson Cloud
Table 1.7
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8 Additional information

More information for further practice and consolidation is available as orientation, for example:
Getting Started, videos, tutorials, apps, manuals, programming guidelines and trial software/
firmware, under the following link:

siemens.com/sce

Preview "Additional information"
Getting Started, Videos, Tutorials, Apps, Manuals, Trial-SW/iFirmware

» TIA Portal Videos

» TIA Portal Tutorial Center

» Getting Started

» PFrogramming Guideline

» Easy Entry in SIMATIC 57-1200

» Download Trial Software/Firmware

» Technical Documentation SIMATIC Controller
» Industry Online Support App

» TIA Portal, SIMATIC 57-1200/1500 Overview
» TIA Portal Website

» SIMATIC 57-1200 Website

> SIMATIC 57-1500 Website
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Further Information

Siemens Automation Cooperates with Education
siemens.com/sce

SCE Learn-/Training Documents
siemens.com/sce/documents

SCE Trainer Packages
siemens.com/sceltp

SCE Contact Partners
siemens.com/sce/contact

Digital Enterprise
siemens.com/digital-enterprise

Industrie 4.0
siemens.com/future-of-manufacturing

Totally Integrated Automation (TIA)
siemens.com/tia

TIA Portal
siemens.com/tia-portal

SIMATIC Controller
siemens.com/controller

SIMATIC Technical Documentation
siemens.com/simatic-docu

Industry Online Support
support.industry.siemens.com

Product catalogue and online ordering system Industry Mall
mall.industry.siemens.com

Siemens

Digital Industries, FA
P.O. Box 4848
90026 Nuremberg
Germany
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