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Node-RED with SIMATIC IOT2000
[bookmark: _Toc16575106]Goal
The following pages show how to set up and program Node-RED on SIMATIC IOT2000 using the example image.
[bookmark: _Toc16575107]Requirement
This module is based on the module "SCE_EN_014-101 Hardware Configuration IOT2000". The hardware configuration up to and including section 4.3 must be completed to perform this module.
In addition, IOT2000 requires a working Internet connection. The easiest way to do this is to set the IOT to DHCP and connect it to a suitable router.
In the case of IOT2040, you can configure the X1 interface statically 
(e.g. 192.168.0.1/24) and connect the X2 interface to the router. This is preset to DHCP. The subnets for X1 and X2 must not overlap!

Note: 
· The IOT2000EDU Runtime, which may already be installed, must be disabled for this chapter!



[bookmark: _Toc485985970][bookmark: _Toc476507354][bookmark: _Toc476506833][bookmark: _Toc462187877][bookmark: _Toc16575108]Required hardware and software
1	Engineering station: Requirements include hardware and operating system
2	Software for SSH Access, e.g. PuTTY
3	Software for SFTP/SCP File Transfer, e.g. WinSCP
4	SIMATIC IOT2000 Controller, e.g. IOT2040
5	Ethernet connection between engineering station and controller
[image: 004]
3 WinSCP
[image: 004]
2 PuTTY
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5 Ethernet connection
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4 SIMATIC IOT2000 controller





[bookmark: _Toc16575109]
Theory
[bookmark: _Toc16575110]General information about Node-RED
Node-RED is a free tool or development environment for interconnecting diverse hardware devices, APIs and online services. The software was originally developed by IBM and later released as open source software. Since then, it has been constantly further developed and is freely available to everyone.
The program offers a web interface which can be used for flow-based programming, similar to function block diagram (FBD) or ladder diagram (LAD) programming of Siemens controllers. The individual blocks available are called "nodes" here and are comparable to FCs or FBs. They offer inputs and outputs with which the individual nodes can be connected.
Data is transferred between the blocks in the form of messages. Each message consists of a title called a topic and a content called a payload. These messages are displayed as JSON (JavaScript Object Notation).
In addition to the standard nodes there is an active community that develops additional nodes and makes these freely available. The public library is available on the Node-RED website: flows.nodered.org
Node-RED is written in JavaScript. It is possible to develop your own nodes. Documentation is available on the documentation page of the project: nodered.org/docs/


[bookmark: _Toc16575111]Node.js runtime environment
Node-RED uses node.js as the runtime environment. This JavaScript runtime environment is based on Chromes V8 JavaScript Engine and is also freely available. Node.js itself is lean and very efficiently structured. It can be used for various operating systems and is pre-installed in the example image for the Siemens IOT2000.
[bookmark: _Toc16575112]npm: the Node.js package manager
Node.js comes with its own package manager named npm. It can be used to easily install the desired nodes later.
The package manager can install packages both globally and locally. In a global installation, the package is available to the user everywhere. Locally installed packages, on the other hand, are stored in the current folder. This should be appropriately created beforehand.
In any case, the package can only be used by the current user. This has the advantage that npm does not need administrative rights to install packages. However, each user must install the required packages themselves.
As an alternative, you can create a folder, install the packages locally in that folder, and then share the folder with other users.
[bookmark: _Toc16575113]
Task
In this chapter, the Node-RED service is set up and started with SIMATIC IOT2000 from the "SCE_EN_014-101_Hardware Configuration IOT2000" chapter.
The Node-RED service is used to read the values of the analog input and upload them to the cloud.
[bookmark: _Toc16575114]Planning
The Node-RED service is set up on SIMATIC IOT2000 using the SSH client, PuTTY, via the command line.
In addition, some files have to be installed manually on IOT2000. This requires an SCP/SFTP connection, which is established with WinSCP support.
After establishing both connections, the node-red script must be copied to the /etc/init.d/ folder on IOT2000 and marked as executable there. This script is included in the documentation archive for this document.
Next, you can start and stop Node-RED with this script.
As soon as Node-RED has been started, a flow that reads in and transmits the analog input can be programmed via the web interface.
The IBM Watson service is used as the cloud here for simplicity's sake. This does not require any registration and can be freely used. However, it only forwards data to the currently connected clients and does not store it.
[bookmark: _Toc16575115]
Structured step-by-step instructions
You can find instructions on how to implement planning below. If you have advanced knowledge, the numbered steps are sufficient. Otherwise, it is recommended that you follow the individual steps of the instructions.
[bookmark: _Toc16575116]Install or update Node-RED
Node.js, the corresponding package manager npm and Node-RED were pre-installed on the example image from Siemens. However, the versions are relatively old, so npm and Node-RED can be updated beforehand.
Note: 
· SIMATIC IOT must have a functioning Internet connection for this. You can achieve this with the IOT2040, for example, by connecting the X2 interface to a router

To update the node.js modules, use the command line of the IOT.
Update the installed node.js modules with the following command:
npm install –g npm node-red node-red-dashboard
[image: ]

Note: 
· This operation takes a relatively long time!



[bookmark: _Node-RED_manuell_starten][bookmark: _Toc16575117]
Manually start and stop Node-RED
The software is started via the command line. Note that Node-RED stores its data in the "node-red" folder in the home directory of the user.
To run Node-RED in the background, the node-red script must be copied from the documentation archive of the IOT.
Copy the node-red script from the documentation archive to the /etc/init.d/ folder.
Make the file executable:
chmod +x /etc/init.d/node-red
[image: ]
Start Node-RED by calling the script with the start parameter:
/etc/init.d/node-red start
[image: ]
Note: 
· This script stores all output of Node-RED in the file /var/log/node-red.log, for more information see "Displaying the Log File".
You can stop Node-RED by calling the script with the stop parameter:
/etc/init.d/node-red stop
[image: ]
Note: 
· Do not use the iot2000setup tool to start Node-RED. This tool prevents you from viewing the event log of Node-RED!




	
[bookmark: _Toc16575118]
Automatically start and stop Node-RED
The Linux system is able to execute the script from the previous section automatically at startup.
Add the script to the autostart:
update-rc.d node-red defaults
[image: ]
You can remove the script from the autostart with the following command:
update-rc.d –f node-red remove
[image: ]
1.1 [bookmark: _Anzeigen_der_Log-Datei][bookmark: _Ref7182425][bookmark: _Toc16575119]Display the log file
With the script installed under "Manually start and stop Node-RED", Node-RED was started so that program events such as errors or warnings are written to the file /var/log/node-red.log.
This file can be monitored via the SSH connection and the "tail" program.
Follow the changes in the file /var/log/node-red.log with tail:
tail –f /var/log/node-red.log
[image: ]
Note: 
· The -f option specifies that tail should follow the file. This means that the file is monitored and changes are shown immediately. To exit tail and return to the command prompt, use the key combination CTRL+C.
[bookmark: _Toc16575120]
Open the user interface
Once Node-RED has successfully started (the "Server now running at ..." line should be displayed in the log), the user interface can be opened. This is provided as a web service and can therefore be accessed via any JavaScript-enabled web browser.
The interface can be accessed unencrypted with the browser via the IP with SIMATIC IOT2000 and port 1880, e.g. http://192.168.0.1:1880
Start your browser and open the development environment. 
( http://192.168.0.1:1880/)
You can see all available nodes and blocks on the left. They are sorted by type and package and can be filtered via the search field ( [image: suchfeld]).
The editor is in the middle. It can be used to program the nodes (also referred to as "flows"). This is similar to the FBD Editor in the TIA Portal.
On the right side you will find helpful information on the currently selected block in the info ([image: info]) tab. The debug ([image: debug]) tab displays current debug information as well as any error messages from blocks.
[image: ]
1.2 [bookmark: _Toc16575121]
Installation of new nodes
Communicating with the Watson IoT service requires nodes that are not included in the standard installation. These nodes can be installed directly via the web interface.
Note: 
· SIMATIC IOT must have a functioning Internet connection for this. You can achieve this with the IOT2040, for example, by connecting the X2 interface to a router.
The installed packages are stored in the Node-RED user directory. By default, this is the ".node-red" folder in the home directory of the current user running Node-RED.
Open the menu and select Manage palette.
[image: ]

Now select the Install tab.
[image: ]
In the search modules field, search for the term watson and install the required node-red-contrib-ibm-watson-iot module by clicking install.
[image: ]

Confirm the installation of the node by clicking Install.
[image: ]
After a while, the installation should be confirmed.
[image: ]
Close the palette by clicking Close.
[image: ]
[bookmark: _Toc16575122]
Create a message in the flow
Drag the analogue node from the Intel_gpio category into the editor.
[image: ]
Double-click on the inserted node to open its properties.
[image: ]

Under Pin, select the analog input on the Arduino UNO R3 header. This example uses the Siemens IOT2000 Input/Output Module. Input U0 is connected to pin A0 there. If you are using a different shield, refer to the manual of the module for the correct pin. ( Pin: A0).
Under Name, enter a name for this node: ( Name: U0).
Confirm the changes with Done: ( Done).
[image: ]
[image: ]
Now drag a debug node from the output section into the editor.
[image: ]


Connect the output of the U0 node to the input of the debug node by clicking on the output and pulling it to the input:
[image: ]
Now this simple flow can be activated via the Deploy button: ( Deploy)
[image: ]
Switch to the debug view on the right sidebar: ( [image: debug]).
[image: ]
The debug tab should now show messages with the current analog value.
[image: ]
[bookmark: _Toc16575123]
Send messages to the cloud
In the next step, the analog values just read will be sent to the debug output as well as to the Watson Cloud of IBM.
Drag the Watson IoT Node from the outputs into the editor:
[image: ]
Establish a connection between the U0 node and the Watson IoT node.
[image: ]
Activate the changes by clicking Deploy: ( Deploy).
Double-click on the Watson IoT node to open its properties:
[image: ]

Click the button next to Quickstart Id: ([image: watson])
[image: ]
A new browser window opens with the Watson IoT Platform. The measured values should now be displayed as a graph in this window. If necessary, you must accept the terms of use beforehand.
[image: ]
Note: 
· Watson will only show changes in measured values. If the analog value does not change, nothing may be displayed here!

[bookmark: _Toc16575124]
Checklist – step-by-step instructions
The following checklist helps trainees/students to independently check whether all steps of the step-by-step instruction have been carefully completed and enables them to successfully complete the module on their own.
	No.
	Description
	Checked

	1
	Start script "node-red" installed
	

	2
	Node-RED started
	

	3
	Start procedure checked with the help of the log file
	

	4
	Analog value transferred to Watson node
	

	5
	Deploy successful
	

	6
	Analog values visible in the Watson Cloud
	


[bookmark: _Toc424900129]Table 1.7

2 [bookmark: _Toc8629812][bookmark: _Toc435111][bookmark: _Toc16575125]
Additional information
More information for further practice and consolidation is available as orientation, for example: Getting Started, videos, tutorials, apps, manuals, programming guidelines and trial software/ firmware, under the following link:	 

siemens.com/sce

[bookmark: _GoBack] Preview "Additional information" 
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