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PRODAVE Z47i %822 4f, 45 SIMIT [ #5087 1E % OPC UA & /i,

DEMO #E=,
FIH DEMO #i:X,, &0 LATESA A RO rTIERI SO R 34 SIMIT figfT 77 AR Thag.
{5, SIMIT £ DEMO #::\ T ThRE e EI 32 IR .

WIRAE AR SIMIT IR EAN T EALE SRR 30 SIMIT, &I —&WE 8, g &S EE
DEMO #i3\ a3l SIMIT. #iAtkild B LS 3 DEMO #x.

f£ DEMO KR, BT IF . BAE s O QU MR . bh, SEwr DA e s . 78
DEMO #250F  @ BifE e R H e A i U e T T 5L L8 4T

DEMO #Ex R SIMIT BRI 45 73f, SR J5 0o 20 538 = S .
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4.5.3 7% OPC Labs QuickOPC HJ Excel

4 7 Excel Ui 7] OPC 55 & AR, 24> OPC UA % /i 2, Horh B & A B A
AT .

OPCLabs JE 1T LT 5 %8 A B 3] Excel TAER

A LU s IR opclabs.com T #; OPC Labs QuickOPC #cff. 5 Ah B AL s 2 () RN FH i
o

- FwEFH L OPC Labs QuickOPC A7 AT iiF thi#] .«

4.5.4 Node-RED

Node-RED & —#k % 9% () L B/ RIAES, W T HIES P& . API FITEL RS . 12 v]
i IBM T &, 1EAME&IAE (Proof-of-Concept), J& KAENIFIEBAEI AT KA. M)a—EHAM K
J&, TR N R BR A .

ZREFRRAL T —A> Web S, A Z A T AT 3 T HAE R (flow-based) Hgmfe, RATH T
PO T2 FUP 88 KOP. AT HBI&AMREER N “H5 57 . Al5 FC 8¢ FB #EATX . B
HET N R g, SN AR DL 2 R

TE I PO B T 2 AT e 2 8] IR 50 AL 4

B TARETS S22 4h, B8 — G4 IX (Community) 7] BLAF & H A3 S3Ear e s . AR E
" f£ Node-RED M5 F# % : flows.nodered.org

PSR DU R B S e A DRSO AT PAYE T B SRS T =38 %: nodered.org/docs/
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5 fEHEXR

EARZ AT #E “SCE_ZH_032-600_Global_Data_Blocks S7-1500” H1f#] CPU i i
M E OPC UA IR 2810 51

ik OPC UA kg5 5 rT LUHIASF ) OPC UA % /i CPU o ) ##iE B “SPEED_MOTOR[DB2]”
BEAT BT 8 A5 5 7]

6 FR

OPC UA JIR%5 4 B AE CPU BYJE L 58/, CPU [EfHRAZ DN 2.1,
TEIX L6 Jeg 11 rp AT LR AT 22 4 B B DA SRR VR AT RS B

GmFE £ Al SIMATIC S7-1500 % il 4538 i PAK P O H%

OPC UA IR 23 B fE$di e “SPEED_ MOTOR[DB2]” A Aii.

AT OPC UA 51, ] SCE #HEHIF= M (i SIMATIC STEP 7 Professional V15) it
930 A i kT A OPC Scout V10 1 SIMIT V9.1,

ARSI ST AL B B . © Siemens 2019, (R FTHRUR] .
sce-092-300-opc-ua-s7-1500-r1807-zh.docx



22377351 308% | 1832 (TIA Portal) #35R 092-300, R4 01/2019 | JF4 T, FA

7 SRR

X R BRI S 5 e R . MREC ARy TR, NR MRS R R EE N
Z%. {0, WFHEENG ST SRR EA B

7.1 RE—ANIAEIHE

— fEKTH “SCE_DE_032-600_Globale Datenbausteine...” M & “SCE_ZH_032-600 3t}
B PRI A, LAREEWE . NTEHIASE, BAETHRE T EE - TH -
(Project) 4 ZAHRL I EAE AL SRS H “4THF” (Open) HN LS. (- TiH (Project) —
B (Retrieve) — i—4> .zap {4 — 4T7F (Open))

T4 Siemens

Project |Edit View Insert Online Options T
j Mew... N
= [% Open... crrl+Q

Migrate project...

B save Ctrl+5 [
Save as... Crl+shiftes g
Delete project... Ctrl+E [
srchive.. [T
Retrieve...

Multiuser ]
Open project from Teamcenter...

5 card Reader/USE memory ]

T Memory card file ]
Start basic integrity check

C:00_T..\032-600_Globale_Datenbausteine
C:1..032-600_Globale_Datenbausteine_W1i..

Exit Alt+Fa

— BETRTLUEREMH TR E K AR H3. B “#fig” (OK) I il & ik #%.
(— H#¥x H3% (Target Directory)... — #i5E (OK))
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— KBFIFIE S 474 092-300_OPC UA S7-1500.
(— T H (Project) —» #1#A (Save as)... - 092-300_OPC UA S7-1500 — {£4% (Save))

v mens - C:\00_TIA_Portal\032-600_Global_Data_Blocks_V14_V15\032-600_Global_Data_Blocks_V14_V15
Project |Edit View Insert Online Options Tools Window Help

Totally Integrated Automation

[ Hew D SIMIG E R # coonline ¥ Gooffline - Jp A B € (|| [Scorchinprojees | PORTAL
[ [¥% open... culo
igrate project...
Close Crrlew Options B
=
diz
&
~ | Find and replace
Delete project.. cerl+E -
Archive . Find LLI
Retrieve =
Multiuser » ES
@
- a
" Card ReaderiUSB memory » I
T Memory card fle »

start basic integrity check

Exit Alt+Fa

G, Properties  |TidInfo | %] Diagnostics
~ | Details view || General [ Crossreferences | Compile [ Energy Suite |
O[O [snonsimessoges  [7]
p— 1| Message Goto |7 Date ~ ‘ Languages & resources
Project 032-600_Global_Data_Blocks_W14_V15 apened. LT é‘
< il > v
Portal vie 73 overview ) -

7.2 f¥H SIMATIC S7-1500 ¥ & OPC UA fR%%

- WHEFTLLERE OPC UA % “SPEED_ MOTOR[DB2]” i He v ity e #4715 v
(- SPEED_MOTOR[DB2] — M 7] )\ HMI/OPC UA # A\ (Accessible from HMI/OPC UA) —
M 7] )\ HMI/OPC UA 5 A (Writable from HMI/OPC UA))

Siemens - C:\00_TIA_Portal\092 300_OPC UA 57-15001092 300_OPC UA 57

Project Edit View Insert Online Options Tools Window Help Totally Intet
G (M E saveproject 2 Y B X 9 G MIE R # Goonline ¥ Goofiline g3 (A 3 H ]| [- project:
092 300_OPC UA S7-1500 » CPU1516F [CPU 1516F-3 PN/DP] » Program blocks » SPEED_MOTOR [DB2]
|| Devices |
] ¢ 2 B, B = "7 Keepactualvalues [gg. Snapshot ™% ¥ copycnapshots tostartvalues g . Loadstartvaluesa
SPEED_MOTOR
~ | ] 092 200_OPC UAS7-1500 [~] Hame Datatype  Stertvalue Retin  Accessible from HMIOPC UA  Writable from HMIIOPC UA
B¢ Add new device 1 |4 ~ static
oy Devices & netwarks 2 |am= Speed_Setpoint | Real 140 =] ™ =]
~ [l CPU1516F [CPU 1516F-3 PN/DP] 3 |a. speed_Actual_Value Real 0.0 =l =] =]
JIf Device configuration =|4 @@ = =~ FPositive Speed struct =] ] =]
) online & diagnostics 5 - = Threshold_Error Real 160 =] =l
~ [ Program blacks 6 &0 =  Threshold_waming  Resl 14.0 =] =]
B ~dd new black 7 @@ = Errar Bool =2} =]
48 Main [0B1] & @ = weming Bool =] =l
48 MOTOR_SPEEDCONTROL [FC10] 9 |lam = v Negetive_Speed Struct =) =) =]
4B MOTOR_SPEEDMONITORING [FC11] 1040 = Threshold_Emor Real 16.0 [~]] =]
48 MOTOR_AUTO [FB1] 1la@ = Threshold_wiarning  Resl 140 =2} =]
@ MAGAZINE_PLASTIC [DB3] 124 = Error Bool fals ] =]
@ MOTOR_AUTO_DE [DB1] FEN Warning Bool false = =)
@ SFEED_MOTOR [DB2]
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— {E “CPU_1516F” ] “¥& %47~ (Device configuration) 1% “OPC UA IR%2%” FHiiA
LAY
UA filR%5 %8 (Activate OPC UA Server) —>ffisE (OK))

mens - C:\00_TIA_Portal\092 300_OPC UA 57-1500:092 300_OPC UA 57-1500

Project Edit View Insert Online

(55 (3 [ soveproject @ X

Options  Tools
X iz G MG B RS Goonline F Gooffline

Window  Help

ar MR e 0

Totally Integrated Automation
PORTAL

(— CPU_1516F —»## 4% (Device configuration) — OPC UA — M #3% oPC

Devices

‘E Topology view Hih Network view |m'f Device view L

i

~ 1092 300_OFCUAS7-1500
B Add new device
iy Devices & networks
hd P_c. CPU1516F [CPU 1516F-3 PN/DP]
IIf Device configuration
% Online & diagnostics
w [ Program blocks
¥ Add new block
4 Mein [0B1]
& MOTOR_SPEEDCONTROL [FC10]
48 MOTOR_SPEEDMONITORING [FC11]
& MOTOR_AUTO [FB1]
@ MAGAZINE_PLASTIC [DB3]
@ MOTOR_AUTC_DEB [DE1]
@ SPEED_MOTOR[DB2]
[ Technology objects
[ Energyobjects
External source files
[& PLC1ags
[ PLC data types
[53\ Watch and force tables
[ Online backups

e
[ Traces

[§} Device proxy data

i [l § B (]

)
K

QPCUA server

Security note

Activating the OPC UA server reduces the protection against unauthorized
internal or external access to functions and data of this PLC.

Every OPC UA clientis allowed to access the server by default. Use the OPC

UA security settings to restrict the access.

~ | Details view

Name

4 Portal view

fojejes atempiey

5|00} aUljUQ lﬁ”

syse|

saueIqn EH

SIMATIC 57-1500.0PC-UAS erver:CPU1516F

REHJ . ﬁ
[<] w
J General H 10 tags H System constants H Texts
» Protection & Security SRR
= OPCUA
General
General
b Server
} Systern power supply
Configuration cantral Application name:
Connection resources
Overview of addresses Seprr
= Runtime licenses
OFCUA > General
FroDiag
Energy Suite

[# Activate OPCUA server

A HEEI SRR I . © Siemens 2019. R A BUF] .
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— £ “PRE2%” (Server) () “BE” (Options) ™1, #EHE AL T BN a4 15 B DL R £ im Hom s
A DT “BEO57 (Port) Al “BRG23MBE” (Server addresses), tHFR AR S5 %51 URL.
(- OPC UA — 45 %% (Server) » # & (Options))

Cycle

opc.tcp:i192.168.1.1:4840

|2l Properties |71 Info ”ﬂ Diagnostics |

J General || 10 tags || System constants || Texts |
» General Il [W] Activate OFC UA server E‘
» Failsafe
» PROFINETinterface [X1] Server addresses =]
» PROFINETinterface [X2]
» DFinterface [¥3] Address

starwp opc.tcp:i192.168.0.1:4840

Communication load

System and clock memory
SIMATIC Memory Card |<|| I
System diagnostics

-

PLC alarms Standard server interface

-

Web server

DNS configuration E Enable standard SIMATIC server interface

-

Display

Multili | re -
ultilingual suppol > Options

Time ofday

-

Protection & Security General
OFCUA
General

V

General

L]

Fort: [4840 |

Max session timeouts: |3D s|

Options
 Security

secure Channel

Max. OPC UAsessions: |1S |

Max. number of registered
nodes: |1DDDD |

User authentication

Export
Subscriptions

-

Systern power supply
Configuration control

P AT EEGIES Minimum sampling interval: | 1000 ms [=]

Overview of addresses Minimum publishing interval: | 200 ms |

~ Runtime licenses
OPCUA

Max. number of monitored
items:

[2000 |

HEI:

- WR “#nil SIMATIC SRS 7 ETHE,

OPC UA JR## [ I 52 X 15 HF -

LUE OPC UA Z /7 if LU H zZ %] CPU HY
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— N T OPC UA Tilnl, FRATESE “&4EREE” (Security Policy) V71 T “JBZ=2M#” (No
security) L& VTR H . (> OPC UA — fili45 %% (Server) —» 41k (Security) —» %4
i (Secure Channel) — M 441 (No security))

|5, Properties |} Info ||ﬂDiagnostics |

J General || 10 tags || System constants || Texts
Startu A -
e » » Secure Channel E
Cycle =
Communication load Server certificate

Systern and clock memory

SIMATIC Memory Card 1 The global security settings for the certificate managerare not enabled.
» System diagnostics i = Onlylimited functionality is available.

PLC alarms The server certificate is used to verify the servers identitywhen it is accessed and to enable endpoint
» Web server secunty.

DNS configuration
Display Server certificate: |CPU1S16FI'OPCUP~171 |
Multilingual support

-

Time of day Security policy

Protection & Security
OFC UA

General

4

MNote: |When the 'No security’ security policy is activated, every OPC UA client can still
connect using this setting, regardless of any security settings that follow.

w Server

General

Options Security policies available on the server:

w Security
Activate sec.. | Name
User authentication No security

Basic128Rsal15 -5ign

System power supply Basic128Rsal15 - 5ign & Encrypt

™
=
]
Configuration control E Basic256-Sign
~
a
8

Export

-

Connection resources Basic256-Sign & Encrypt
Basic2565ha256 - Sign

Basic2565ha256 - Sign & Encrypt

Overview of addresses
« Runtime licenses
OPFCUA

<

i |

- XtF “REEKZE U (Trusted clients), RAIAY “ERBITH EHEZZ P WIER”
(Automatically accept all client certificates during runtime). (— OPC UA — k%% (Server) —»
4 (Security) — %24xiHiE (Secure Channel) — M 7E3Z47 5 [ 53552 % P e+

(Automatically accept all client certificates during runtime) )

|§.Properties ||"_i.‘.|nfo "ﬂDiagnostics |

J General " 10 tags " System constants ” Texts

Startup

Cycle Trusted clients

Communication load

o d clock The global security settings for the certificate manager are not enabled.

ystem and clock memaory Onlylimited functionalityis available.
SIMATIC Memoary Card To allow a connection to the server to be established for specific clients, their certificates can be added to
System diagnostics the following list of trusted clients. To allow anyclient to establish a connection, you can enable the
“Automatically accept all client certificates during runtime” option.

-

PLC alarms

-

Web server

DNS configuration ID | Common name of subject | Issuer Walid until
Display <Add news>

-

Multilingual support
Time of day

-

Frotection & Security
OFC UA

General

1

¥ Server

[]

General

Options
¥ Security
User authentication
Export

-

Systern power supply
Configuration control
Connection resources
Overview ofaddresses E Automatically accept client certificates during runtime
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— N OPCUA Vilrl, FATERVF “HRHMRIE” (Guest authentication) PAA Tl H
[, AR “ R P& MBS HIE” (User name and password authentication). (— OPC
UA — IR55%% (Server) — %41k (Security) — HI /B4 IAIE (User authentication) — M #3%
Vi% 54y %:4F (Enable guest authentication))

‘QPmpEfties H:i.‘.lnfo ”ﬂ Diagnostics |

J General ” 10 tags ” System constants || Texts
z;lr:ulj > > Userauthentication
Communication load Guest authentication

System and clock memory
SIMATIC Memory Card Note: |The guestauthentication allows access to the server without authentication by usernameipassword.

} System diagnostics

PLC alarms

» Vieb server
DMS configuration
» Display [+ Enable guest suthentication
Kultilingual support
Time of day User name and password authentication
b Frotection & Security
- OFCUA Note: |Enabling this option allows users to authenticate themselves by providing & valid user name and password.

General

~ Server

General

Options
~ Security
Secure Channel User management

User authentication;

Export

[ Enable user name and password authentication

» System power supply ame Fassword
Configuration control <Add

d new user>

— HEIFEOPC UA BB LAL, L FH OPC UA IR ##ZOMKE. (- OPC
UA — JIR% 2% (Server) — SHi (Export) - 5 OPC UA XML (4 (Export OPC UA XML file))

‘g Properties ||"_1.l Info ||ﬂ Diagnostics |
J General || 10 tags ” System constants || Texts
» Frotection & Security [~]] .
>
w* OFCUA B
General Export OPC UA XML file of the standard SIMATIC server interface
w Server
General Mote: |The OPC UA server provides access to all PLC tags and DB variables which are marked a5 "Accessible from
Options HMIIOPC UA'. It is possible to export the OPC UA XML file to support offline configuration of OPC UA clients. The
5 b OPC UA server methods are notincluded in the export.
- Security 4
Secure Channel il
User authentication ¥
il Export array elements as separate nodes
¥ System power supply
Configuration contral Export OPC UA XML file
Connection resources

> IEERBFTER “BTREEE” (Runtime licenses).  (— E47IHFATIE (Runtime licenses) —
OPC UA — THfEH¥FIEZEA (Type of purchased license) — SIMATIC OPC UA S7-1500

medium)

‘jﬂ. Properties ”:i.‘.lnfo ” ﬂ Diagnostics

J General ” 10 tags ” System constants ” Texts

Export

OPC UA
» System power supply

Cenfiguration control Runtime licenses

Connection resources «

Overview of addresses Type of required license: : | SIMATIC OPC UA 57-1500 medium [+]
 Runtime licenses 3

Type of purchased license: | SIMATIC OPC UA 57-1500 medium -

=
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REF. BRI R S7 TAEM

— i “CPU_1516F [CPU1516F-3 PN/DP]” U3, 4B TAEG, JE L RIMRA T H o SiF

FRAE TN 78 e B AR uE FEBEH g h. (—» CPU_1516F [CPU1516F-3 PN/DP] —

)

H Save project

T4y Siemens - C:\00_TIA_Portal\092 300_OPC UA $7-15001092 300_OPC UA 57-1500

Project Edit View Insert Online Options

G (Y saveproject @ ¥ E (3 X D &) MG [ & Goonline ¥ Gooffine ' Az [N A x < ]

- Download 1o device
Project tree o 4

Devices

Tools

Window Help

"_‘“.l_)

Totally Integrated Automation
rch in project> | G PORTAL

|§Topologyview @Netmrkview ‘mTDeviceview L

£

¥ 1092 300_OFC UAS7-1500
B’ Add new device
iy Devices & networks

'~ [ cPUT516F [CPU 1516F-3 PN/DP]

[IY pevice configurstion
' online & diagnestics
~ [ Program blocks
B Add new block
4 Mein [0B1]
48 MOTOR_SPEEDCONTROL [FC10]
4 MOTOR_SPEEDMONITORING [FC11]
48 MOTOR_AUTO [FB1]
| MAGAZINE_PLASTIC [DB3]
§ MOTOR_AUTO_DB [DB1]
@ SPEED_MOTOR [DB2]
» [ Technology objects
» [d Energy objects
» [} Extemal source files
» [ PLCtags
» [ PLC data types
» [3) Watch and force tables
» [ Online backups

i [cusie lwusoraruole) | B B |4 (1] @t

[« |

bojees asempiey (E

5003 auUluUQ EH

100% | VA=

‘ General yH Cross-references " Compile ‘l Energy Suite

'S, Properties ‘l:i-‘.lrrfb iJHﬂDiagnostics |

3] 2] @] [ show sit messages -

Compiling finished (errors: O; warnings: 0)
! Path Description

v ‘ Details view

@ - cruisier

Module

* Hardware configuration

'] online & diagnostics
g Frogram blocks

Portal vie 3 ovenview

~ Frogram blocks

o
o
(1]
o

Compiling finished (errors: 0; warnings: 0)

Hardware was not compiled. The configuration is up-to-date. ?

No block was compiled. All blacks are up-to-date.

sapeIq] E" syse] il

Time

1:55:51 AM
1:55:51 AM
1:55:51 AM
1:55:51 AM
1:55:51 AM
1:55:51 AM

Goto |? Errors | Warnings
A o 0
P (1] 0

L o 0

< L]

fy CPUISTEF

A HEEI SRR I . © Siemens 2019. R A BUF] .
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7.4 ¥1E3 (TIA Portal) 3 B 984

— BJEEROZIAR EE R % (TIA Portal) Ti H . fEMLEFEK AT “TiH” (Project) > “ I
F4...” (Archive ...). FTFFIERSTH SR, H6 00 H R A7 8 S+ 58 “ TIA Portal project
archive” . (— IiH (Project) — V34 (Archive) — TIA Portal 1l H 4¢3 £ £ (TIA Portal
project archive) - SCE_ZH_092-300 OPC UA S7-1500....— {17 (Save))

T4t Siemens - C:\00_TIA_Portal\092 300_OPC UA 57-15000092 300_OPC UA 57-1500

Project |Edit  VWiew Insert Online Options Tools Window Help

start basic integrity check

= Frint... Cerl+F
& Print preview... hl

[ Export module labeling strips...

C:100_TA_Portall.. 092 300_OPC UA S7-1500
C:\..1032-600_Global_Data_Blocks_v14_V15
C\00_T..\032-600_Globale_Datenbausteine
1 n37-A00 Glohale Natenhausteine W1

[3F New... P T I} R & Goonline §¥ Gooffline  gp M M 3¢ || [=esrch
H % open... Ctrl+0 - - - - - -
Migrate project...
Close Crrl+w
H save Ctrl+S =
Save as.. Ctri+5hift+5
Delete project... Crrl+E
Archive...
Retrieve...
Multiuser '
Open project from Teamcenter... =
' Card Reader/USE memaory » 5
T Mernory card file 4

Rail_0

<[ w ]

ALEEE IR R A EH A . © Siemens 2019, R & AT EAUF]
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7.5 f§H OPC Scout V10 &t OPC UA i SIMATIC S7-1500
— il PG/PC IR H T “OPC Scout V10” . (— OPC Scout V10)

€
|#
(GEESCOUTV.LU]
- fEREME Ok “UA IRES:” (UA server), SRJGik#E “RINRS#:” (Add server). (— UA
iK% %% (UA server) — @ I1ARS5 %% (Add server))

Z (unknown) - Siemens AG - OPC Scout V10

File Edit View ServerBxplorer Workbook Tools Wwindow Help

® Server Explorer -~ 1 x
]
3

: Value
L Remote COM server

[ @ Web services

- [l Last server use d

DA view 1

]

=5 Monitoring ON| (24 Generate values ON 7 Write

™ Display name Type  Access rights Time stamp (UTC) Value Quality  Result

B3 Views

=

uTC -t 7/21/2018 7:18:32 AM

— {E SIMATIC S7-1500 it X OPC k55 4+ iC B ¥ B il 55 4% URL, AR5 #d “RIL”
(Discovery). (— opc.tcp://192.168.0.1:4840 — #: 3 (Discovery))

T8 Find endpoints of the UA server

Discovery server URL Wil 0ad

Endpoints
Security mode [ v]
Secunity policy [ v]

OK Cancel

ALEEE IR R A EH A . © Siemens 2019, R & AT EAUF]
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29



2237 /35I308% | 1832 (TIA Portal) #35R 092-300, R4 01/2019 | JF4 T, FA

— WSRO B SS B URL #0317 om ki, WALy “BEsE” (OK) #4521 % 00 i o
(— #fiE (OK))

Find endpoints of the UA server

Discovery server URL  opc tcp://192.168.0.1:4840 -

Endpaints top/A152.168.0.1 4840 [SIMATIC. 57-1500.0PC-UAServer:CPL1516
Security mode [ Mone = ]
Security policy [http //opcfoundation org/UA SecuntyPolicyiNone - ]

| ok || Cancel |

— 1FE OPC fR% 2145k, #AI7E “DataBlocksGlobal” T #| ¥k “SPEED_MOTOR”

AR, AT LUK X 3R] “DA FLE” (DA view) XTI ME . (- UA IlR5%5 8 (UA-
Server) — opc.tcp://192.168.0.1:4840 — X} % (Objects) —» CPU_1516F — DataBlocksGlobal

— SPEED_ MOTOR — #4#52FrE (Speed Actual Value) — #3# %€ (Speed Setpoint) —
DA #1LEl (DA view)

& (unknown) - Siemens AG - OPC Scout V10

File Edit View ServerEvplorer Workbook Tools Windew Help

=8 NN
HEREE BEEY T ET I
* Server Explorer - 3 X
‘»
W cussisE =
Value -
ns=3;s="SPEED_MOTOR"."Speed_Setpoint"
Variable
3:Speed_Setpoint
Speed_Setpaint
Val
& Menufacturer o [ vale “
A T e PPN \Z] StatusCode Good ad
e e — v
_| Workbook ~ # X|[ Zoaviewr X
5‘5 ‘u‘gn_‘ 2
=14 T @ Wontorng 0N (5 Generstevaluss o1 7 e
] Project ‘New project’ | | = ]
» Server
m Display name Type  Accessrights  Time stamp (.. val Quality Result Server New value
T Speed_Actual_Value  float RW opctepy//192. [=]
i m/si Speed_Setpoint float RW opciteps//192, [w]

i ]
utc - 7112016 7:22:31 AM
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MOTOR” it 3¢ <7 Wel gy

& (unknown) - Siemens AG - 0PC Scout VIO
File Edit View

Server Explorer  Workbook Tools Window Help

y 5 , o
.i32aq 00@[K 3.
2 Server Explorer - X
=y
W crutsie * Varisles  Attributes
W Counters
# DatoblocksGbal . el =
9 HAGAZIE PLASTIC | Node information
- SPEED_MOTOR NodeD SPEED_MOTOR"."Speed_Setpoint”
Node dass Variable
Attributes
Taon 1 Browse name 3:5peed_Setpoint
@ Dataflodelnstance Display name Speed_Setpoint =
® routs write mask )
Vemary User wite mask 0
8 ououts 15 abstract False
@ e Type float
User access rights Readable | Writeable
=] DeviceManual Min. sampling interval  Indeterminate
DeviceRevison Historizing False
A engresringRevision
AT HerdwareRevision Value
& rcon
& Manufacturer value #
T StatusCade Goad A
<[ it ] ’
] workbook v & X|[ Zoavient %
ERIEEE
= . =l Monitoring ON] Generate values ON| 3 Wirite
] Project New project’ | ] |
[ Server
i[5 coM server ™ Displayname  Type  Accessrights  Time stamp (. Value Res_ | Server Newvalue  Write result
) XML server T htto:/fwvansiemens.com/si Speed_Actusl Value  float RW 07/21/2018 07: 59.25745 - Good  opctepif192. [<] -
B UA server B htto:/fwvvisiemens.com/si Speed_Setpaint float RW 07/24/2018 07:24: 14 - Good  opctepilf192. [] 17 Good
« i B
utc ~ : 721f2018 7:25:02 AM y

AR BRI E B . © Siemens 2019. {RE A BCR].
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7.6 R SIMIT V9.1 i#iT OPC UA #ji] SIMATIC S7-1500

7.6.1 # SIMIT B P it B E R BRE A2+
JBIE OPC UA A THHRAZ AT, AR BBl Bk . £ OPC UA & P OPC UA iR
5508 2 Ao — VGBS, K BB HAE . RRE ST HAERE L BT, B EEB R B URA R

TE22%% SIMIT AR, 2225 WA A4 i) OPC UA % /it SIMIT ARV GUE) 7 7E
“C:\ProgramData\Siemens\Automation\ SIMIT\8.0\PKI\own\private” H3&H .

AU E I, AR SRR AN 2 g i

fE# T SIMATIC S7-1500 CPU ) OPC UA JIR %5 83 IERE 2 1, AU 223 SIMIT
) A= B UE S B P E RS T ARAREAE — AN o0, X Sk
“C:\ProgramData\Siemens\ Automation\SIMIT\8.0\PKNown\private” H (] #4044
“Simit.OPCUACIient [....].pfx” RJE3. -»C:\ProgramData\ Siemens

\Automation\SIMIT\8.0\PKNown\private — Simit. OPCUACIient [....].pfx)

M < | private - [} X
Home Share View o

&« v P > ThisPC > OS(C:) » ProgramData > Siemens > Automation > SIMIT > 80 > PKI > own » private v Search private Pl

v SIMIT o Name Date modified Type Size

4 80 3,1 Simit.OPCUAClient [66A0BOA7CSAAEDDESBAGCSA50194AB4396DBEIFE] 2/17/2018 %:30PM  Personal Informati... 3KB
DEMO

FULL
¥ PKI
issuers
v own
certs
private
rejected

trusted v

litem  1item selected 2.76 KB 5| =
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— B AIHEHE TR GE B E . (- Z17H ) (Current User) » ~—# (Next))

X

2» Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(@ Current User

O Local Machine

To continue, dick Next.

" Conce

—  AEH A P AR BRSO 4. (- TF 2 (Next)

X

& 2 Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

[JECicnt [65A080A 7CSAAEDDESBAGCEASD 193AB4356086578]. o] T T

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Gonel

ARSI R LA B B . © Siemens 2019, fREFFTH R,
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—  AERUNAEHE Pl DM AL B RS, RS b B Al S AR I AR BRI L 2 A
wH,

(— T—2F (Next))

& 2 Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]Display Password

Import options:

[[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

[MIndude all extended properties.

Gonel

— il Windows HZEFIEREf#E#. (> F—=5 (Next))

X

& %X Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store

Browse.,,

BCTE

ARSI R LA B B . © Siemens 2019, fREFFTH R,
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— NEEFHIHERSANKE. Bl “SER” (Finish) 3N, AEHd “BaE” (OK) K
HEE.
(— 588K (Finish) — i€ (OK))

& & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Lol i GRS e 6l Automatically determined by the wizard

Content PFX

File Name C:\ProgramData\Siemens\Automation\SIMIT\8.0\PKI \own \pri'
< >

(=

Certificate Import Wizard X

o The import was successful,

ARSI R LA B B . © Siemens 2019, fREFFTH R,
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7.6.2 ffH “OPC UA &/ ¥m” &A1& SIMIT R
— JEEXE “SIMIT SP” M FERS, EFEANLE T FE3) SIMIT (— SIMIT SP)

50

RV

— IMEELE “DEMO #R” (Demo mode) FJi3h SIMIT. (- #& (YES))

/"®\  No valid SIMIT dongle was found.

S Do you want to start SIMIT in DEMO mode?

% Version V3.1 + Upd2 | & 2017 Siemens AG

— AW H “092 300_OPC UA S7-1500 SIMIT”  (— 2§ H (Create new project) —
092 300_OPC UA S7-1500 SIMIT — fi|# (Create))

"~ SIMIT DEMO

Create new project

# Open existing project Projectname 092 300_OPC UA S7-1500 SIMIT|

"

Couplings

Create new project Target folder  C:\ProgramData\Siemens'\Automation\SIMI

* Retrieve project

- Sy - | Author
LTTELIT = # Retrieve sample project

Automatic
model creation .*

# Installed software
# Help

# User interface language

P Project view

ARSI ST AL B B . © Siemens 2019, (R FTHRUR] .
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— fEUYIHE] “BME” (Project view). (— T HALK (Project view))

" SIMIT DEMO

Getting started

Conilt # Open existing project Project '092 300_OPC UA S7-1500 SIMIT' was opened successfully. Please select the next s
ouplings 57

Create new project =
# Retrieve project
Seniabion = E # Retrieve sample project
# Close project
Automatic )*
model creation ¢

? «,—1 Add coupling

Diagnostics &
visualization

Add chart

_'4  Generate charts
£ automatically
# Installed software

Help

# User interface language

[«

Opened project: C:\ProgramData\Siemens\Automation\SIMIT\8.0\DEMO\Examples\092 300_OPC UA S7-1500 SIMIT\092 300_OPC UA S7-1500 SJ4

— fE “HER” (Couplings) T AEKILIH G “FiEHE” (New coupling) “OPC UA & J ¥ ”
(OPC UA Client). (— i#$% (Couplings) — #riZ# (New coupling) - OPC UA % /i (OPC
UA Client) - #fi5€ (OK))

Project | Simulation | S
1%} Random
i Sawtooth
7 092 300_OPC UA S7-1500 SIM] i Sine
Z:] Project manager 1%} Square

Project navigation

v < Couplings

~ | Charts
5f New chart

» | Monitoring

Portal view

New coupling t4

SIMIT Unit
Virtual Controller
PLCSIM Advanced
PLCSIM

OPC DA Server
OPC DA Client
OPC UA Client
Shared Memory
PRODAVE

A HEEI SRR I . © Siemens 2019. R A BUF] .

sce-092-300-opc-ua-s7-1500-r1807-zh.docx

18l Triangle

w User macros

0

~ Global macros
1%} New macro

w Project macros
~ 092 300_0PC UA S7-1500 SIMIT
1% New macro
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— XEETIF “OPC UA 3”7 (OPC UA Client) {1 B, JE7E SIMIT DEMO TRl 5552 I
R, (— OPC UA & F i (OPC UA Client)— 52 (OK))

5

e VSR

w Basic macros
i} Random
18 Sawtooth
% 092 300_OPC UA $7-1500 SII i} Sine
2| Project manager it} Square
v 4 Couplings i} Triangle
<5 New coupling
~ _ Charts
5 New chart \ Restricted coupling only.

» | Monitoring Access to peripheral signals is limited in SIMIT DEMO.

w User macros
4 -
~ Global macros

spoloid | sejejdu

PR Eﬂ Material Usybility is restricted to 30 input and output signals or s
signals, that cover 30 I/O bytes. {5} New macro

v 092 300_OPC UA S7-1500 SIMIT
{%§ New macro

Portal view

ALEEE IR R A EH A . © Siemens 2019, R & AT EAUF]
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> 7 “OPC UA & #” (OPC UA Client) ff) “#%¥:” (Properties)d', i\ SIMATIC S7-1500
1 OPC JIR %5 #5 BC B 1% B IR 55 #% URL. E#fum siflay &4 20, W FAR. (— OPC UA
% F1if (OPC UA Client) — 51 (Properties))

Y

Project Edit Simulation Window Automatic modeling Options  Help SIEMENS
& dE S S o

4 Project navigation OPC UA client (OPCUAClient)*

% 092 300_OPC UA $7-1500 SIMI]|
2] Project manager

+ &l Couplings
i New coupling

~ 3| Charts

%j New chart

» | Monitoring
b _=| Material Multiplier

Project navigation

il Snapshots =
1Ml Find & replace
(] Consistency check
P Start

'OPC UA client

Property Value

Time slice 2

OPC UA server URL opc.tep://192.168.0.1:4840

Endpoint SIMATIC.S57-1500.0PC-UAServer:CPU1516F [None, None] [opc.tcp://192.168.0.1:4840] =
Namespace URI http://www.siemens.com/simatic-s7-opcuz

Status display is_active

v
Portal view 4= OPC UA client

Property Value

Time slice 2 | |
OPC UA server URL opc.top://192.168.0.1:4840

Endpaint SIMATIC.57-1500.0PC-LAServer:CPU1516F [None, None] [opc.tcp://192.168.0.1:4840] ~
MNamespace URI hittp://www.siemens.com/simatic-s7-opcua ||
Status display is_active

ARSI R LA B B . © Siemens 2019, fREFFTH R,
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- fEF—Z, i “WH” (Browse) F 45 A\ SIMATIC S7-1500 #1i&E H F OPC UA 14

=

. (- W% (Browse))

Window Automatic modelling Options Help

OPC UA client (OPCUAClient)*

— L EHIEH “SPEED_MOTOR” AL & “Heidisibrfe” M “HolAUEE” QIERN “HMA
Ui ” , 4N “SPEED_MOTOR” . “#4ifsLFR{A” 1 “SPEED_MOTOR” . “H¥RAUE(H” -
£ “H5tE” (Properties) HIE “HER” (General) “T]E[E] 1455~ (Signal which can be read
back) FHIMH N2 E. (- “SPEED_MOTOR” . “#3#sIPr{l” (Speed_Actual_Value) — fJ

2[5 )15 = (Signal which can be read back) ¥ — “SPEED_MOTOR” . “ % i 4 5 1 ”

(Speed_Setpoint) — T [FIf#115 5 (Signal which can be read back) ¥ )

SIEMENS

0 "SPEED_MOTOR'."Speed_Actual_Value"
» [i] "SPEED_MOTOR"."Speed_Setpoint”
D "-u1"
*
4
} Outputs Resat filter

"SPEED_MOTOR"."Speed_Setpoint™

"SPEED_MOTOR"."Speed_Setpoint”
analog
1

4 Portal view 4= OPC UA client

A LRI ST AN G . © Siemens 2019. R BT HUR].
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— “E EFREF” (Save all) Jf “. J8zh” (Start) #ifl. (— E - .)

5
Project Edit Simulation Window Automatic modelling Options Help
o e W]
4 Project navigatiEZ]

‘OPC UA client (OPCUACIient)

& 092 300_OPC UA S7-1500 SIMI|

SIEMENS

Multiplier

Project manager

~ &l Couplings
& New coupling

~ | Charts X
» | Monitoring v ] 'sPEc0_MOTOR'."Speed_Actual Value™
» 2| Material 0 "SPEED_MOTOR"."Speed_Setpoint”

-4 snapshots 0 "ur

Wi Find & replace *

1] Consistency check

P st » Outputs
"SPEED_MOTOR™."Speed_Actual_Value™

|4

—~ TSSO

Project navigation

-

Reset filter

Name "SPEED_MOTOR"."Speed_Actual Value™
Type analog

Multiplier 1

Comment

Signal which canbereadb v

r
4= OPC UA client

Portal view

— 7 SIMIT DEMO H#fiihE =2 RiZ1TH B IR .

SIMIT DEMO X

(i)

(- i (OK))

Limited runtime.

In SIMIT DEMO, the runtime of a simulation is limited to
45 minutes.
Snapshots cannot be oreated nor loaded.
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- % & “SPEED_MOTOR” . “MEHUEE” RIMEHM VO FB A, BET LT HE N, il
“Enter” KHS AR, MIEETERER. Arkwgiy ket <l msomn.
(— 20.0 —» Enter —» .)

e
Project Edit Simulation Window Automatic modeling Options  Help SIEMENS
SRR (5
OPC UA dient (OPCUAClient)
Project Simulation

&% 092 300_OPC UA §7-1500 SIMI|
Project manager
~ 4 Couplings
<= OPC UA client
_4Jl Charts
» - Monitoring
|=|| Material

|4
~ T

g
i

¥ il Snapshots
Wi Find & replace

.

Property Value

Name "SPEED_MOTOR"."Speed_Setpaint”
Type analog

Multiplier i

Comment

Signal which can be read £ v

r 1
4= OPC UA client

ARSI R LA B B . © Siemens 2019, fREFFTH R,
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- DUEFERA “4557 (Signals) AL R “SPEED_MOTOR". “¥#ESLFrfE” Al
“SPEED_MOTOR” . “¥&&EE” 1 “H#E” F, HMHPI(ET/rEE “RIE” (Source)
“OPC UA B35~ (OPC UA Client). i@il#E/ s RiZEElE, WTRAR. (-
“SPEED_MOTOR” . “#:i# 5zPr{ti” (Speed_Actual_Value) — . i% (Connection) — OPC
UA % /5 (OPC UA Client) “SPEED_MOTOR” . “#:i# 5Zfr{f” (Speed_Actual_Value) —
“SPEED_MOTOR” . “¥i#%iE(H” (Speed_Setpoint) - H % (Connection) - OPC UA %
J1i (OPC UA Client) “SPEED_MOTOR” . “#:#i %214 (Speed_Setpoint))

Y
Project Edit Simulaion Window Automatic modelling  Options  Help SIEMENS
o SUEsE| OR
4 Project navigation 0PC UA client (OPCUACIient)* _ 2@ X Signals »
= Project Source Name £
=
g H i = Browse 2
. - @
g v Inputs  Reset fiter origin
E e RSl Default  Name Type Multiplier Comm = | Al =
g Project manager L' v 3 v Signal type
S+ 4 Couplings 52 binary 1 All |-
<& New coupling 53" binary il Data type
4= OPC UA client 54" binary s All | |
~ 3l Charts S5 binary 1
% New chart s6 binary 1 Reset filter
» _é] Monitoring 0 "SPEED_MOTOR"."Speed_Actual_Valug" anzlog b
) atera » I S°cc0 MOTORSpesd Stz PR R | ¥ Seorch s
ol 0 "-urr integer 1 | Source Name =i
hrese | N e
- 1L clien _AUTO_DB"."Sensor_slide’
(] Consistency check » Reset filter . . B 5
e Outputs OPC UA dient MOTOR_AUTO_DB"."Setpoint_Capacity_Maga:
“SPEED_MOTOR"."Speed_Setpoint” OPCUAclent  "MOTOR_AUTO_DE"."Stop”
[ o Value OPC UA dlient "SPEED_MOTOR"."Speed_Actual_Value" -
signal OPC UA client  "SPEED_MOTOR”."Spesd_Setpaint” OPC UA client 'SPEED_MOTOR"."Spead_Actual_Value".quality
OPC UA dient "SPEED_MOTOR"."Speed_Setpoint™
OPC UA dient "SPEED_MOTOR"."Speed_Setpoint”.quality
OPC UA diient RevisionCounter -
w Info
Origin: Coupling
L | L] EH
4 Portal view 4= OPC UA client 00:01:46:400 OPC UA server cannct: be reached.
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- i “E AR (Save all) F-FH “. JA3h” (Start) 54, I &
“SPEED_MOTOR” . “IEESZERE” R “SPEED_MOTOR” . “SEPEEHEE” BITmeEY 110 #
B BoREHI AR M EE. M, BTk E AR “SPEED_MOTOR” . “#IHFiE

57 o T DUB R R AT 1 < 7 FRoksERG el < B s AR,
BAERT LA BT (B i “Enter” #HBAZHIER. (o ) - . — = 513 - Enter)

<
Project  Edit Simulation Window  Automatic modeling  Options  Help SIEMENS
o | Rl

OPC UA dient (OPCUAClient)
Project Simulation

&5 092 300_0PC UA 57-1500|
Project manager
+ 4= Couplings

Project navigation

€= OPC UA dlient
_u Charts

» | Monitoring
=] Material =

» 3l Snapshots "SPEED_MOTOR"."Speed_Actual_Value”

i Find & replace -I- "."Speed_Setpoint”

Property Value

Name "SPEED_MOTOR" "Speed_Setpoint”
Type —

Multiplier 1

Comment

Signal whick v

1

4= OPC UA client

59.257454 "SPEED_MOTOR"."Speed_Actual_Value”

E 14.0 "SPEED_MOTOR"."Spesd_Setpoint”
= 50.257454 "SPEED_MOTOR"."Speed_Actual_Value”
- kX1l "SPEED_MOTOR"."Speed_Setpoint”
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7.6.3 REFEHR
DL R B3 B 25 B2 A/ A A ST AR 25 2 75 AT AT 7 S5 KAk 1A S8 5 b BB T4 45 18 9
SRR T M [ AT SR A
HE P ok

C VB OPC UA X “SPEED _MOTOR” F[ME#ATILS
ilAl

2 CPU 1] OPC UA IR %% %8 CL 0%

3 O OPC UA R4 #siltiT Z W E

4 E7E CPU Fik g T

5 G 1% BRI 5 B HL A H LRV

6 TN R 57 B H A H LR T S

7 I H R IR

8 FIFl OPC Scout #:47 OPC UA 5 [a) 13 il

9 FIF SIMIT 347 OPC UA 7 [k s o

*1.7
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8 HEZMHXER

N INEEREAT N 2 8RR A 2], S mT LMK BB 248 S5 BB~ 2 B Biln: fRm. ML
B, RSB APPL T GARTE R SRR AR/ A, B i

siemens.com/sce/opc

“EZMXRER”

Getting Started, Videos, Tutorials, Apps, Manuals, Trial-SW/Firmware

» TIA Portal Tutorial Center

Getting Started

Programming Guideline

SIMATIC S7-1500/ET 200MP Manual Collection

SIMATIC S7-1500, ET 200MP, ET 2005SP, ET 200AL, ET 200pro Communication
Network and Communication diagnostics

SIMATIC PROFINET with STEP 7 V15

Library for PROFINET data records

OPC UA Client Library

Creating of OPC UA clients with .NET and helper class

Siemens OPC UA Modeling Editor (SIOME) for implementing OPC UA companion specifications
OPC UA methods for the SIMATIC 57-1500 OPC UA server

Download Trial Software/Firmware

VVVVVVVVVVYVVYVYV

Industry Online Support App

> TIA Portal, SIMATIC S7-1200/1500 Overview
> TIA Portal Website

> SIMATIC S7-1500 Website

ARSI R LA B B . © Siemens 2019, fREFFTH R,
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http://www.siemens.com/sce/opc

HERFR

a1 FENEE &1L H
siemens.com/sce

SCE 23 B3I 50AY
siemens.com/sce/module

SCE #1/l3
siemens.com/sceltp
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