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VERTICAL INTEGRATION WITH OPC

TRAINING OBJECTIVE

In this chapter, the students learn to integrate automation systems from diverse
manufacturers into higher level programs of the plant control level. The required
fundamentals for setting up OPCs and the method of functioning as well as the integration
possibilities by means of PCS 7 are explained.

THEORY IN BRIEF

OLE for Process Control (OPC) provides a standard mechanism for communication with a
variety of data sources. It makes no difference in this case whether these sources are
machines in your factory, or a database in your control center. OPC is based on the
OLE/COM technology by Microsoft.

PC with Client-
Application [-‘i‘l
PC with Client- Internet/Intranet
Application
0S-Client
e Open PCS 7 Station &__|
1| |- (+0S-Client) [ .|
I _I— Terminal Bus Industrial Ethernet _I
| | |
| || 0s-Server | | Redundant
_r _F)T 0S-Server
( Plantl Bus Industrial Ethernet )

“I | Aut i t
[l Automation system utomation system

Figure 1: Integration of the IT world into automation systems [3]

By means of an OPC server, data can be exchanged with external systems without
knowledge of the topology and a PCS 7 OS installation being required.

From the view of the user programs generated in higher level programming languages
such as C++ and Visual Basic, OPC is a bridge to the process data and the device data of
the automation systems. For the device manufacturers, the development of an OPC server
is necessary instead of special drivers. For software developers it is of advantage:
applications can be written independent of the device. Users in turn have more freedom
regarding the selection of devices and software products [1].
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THEORY

INTRODUCTION

OPC provides a standardized, open and manufacturer-independent software interface for
integrated data communication between automation systems and MS Windows
applications with OPC capability. OPC has developed into a de-facto standard for
interfacing automation systems by different manufacturers with higher level programs of
the plant control level for

— Process visualization (monitoring of individual product lines with cross data traffic)

— Integrated management (ordering, quality control, maintenance, material management,
production planning)

The software interface OPC is based on the Windows technologies COM (Component
Object Model) and DCOM (Distributed Component Object Model). OPC XML on the other
hand is based on the internet standards XML, SOAP and http. COM is the Microsoft
protocol standard for communication between objects that are located on one computer but
in different programs. With DCOM, COM was expanded with the capability to access
objects beyond computer boundaries. This basis makes possible standardized data
exchange between applications from industry, office and manufacturing. Communication
via DCOM is limited to local networks. Data exchange by means of XML uses the protocol
SOAP (Simple Object Access Protocol). SOAP is an XML based protocol that is
independent of the platform. With SOAP, applications on the Internet or in heterogeneous
computer networks can communicate with each other by means of HTTP (HyperText
Transfer Protocol).

The OPC Foundation defined the standard for the OPC interface. Leading corporations in
industry automation comprise the OPC Foundation. The OPC servers of the OS system
support the following specifications:

— OPC Data Access 1.0, 2.05a and 3.0
— OPC XML Data Access 1.01

— OPC Historical Data Access 1.20

— OPC Alarm & Events 1.10

CLIENT-SERVER PRINCIPLE

OPC communication is based on the client server principle (refer to Figure 2). The client
takes the initiative and makes a request to the server (service provider). The server replies,
executes or supplies. The connection structure needed for this always emanates from the
OPC client. The advantage of such a communication scheme is that only the clients have
to "know" the server.

The OPC server can access the process data of the automation system.
OPC Server

The OPC software component that provides data when an OPC client requests it is called
OPC server. The server has to be installed on the PC since OPC specific entries are
required in the Windows registry. “Upwards®, the OPC server supports the interface
specification Data Access; “downwards” it is connected through a lower level
communication network with the connected automation system as the actual data source.
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OPC-Client e.g. excel application
* Initiates OPC-Communication
» Read / write requests for the process values

OPC-Client

— OPC-Server

+ Executes client requests

* Reads the process variables
* Monitored process variables
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= o ||kl ° PLC (process values)
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Figure 2: Client-server model [1]

OPC Client

OPC components that use an OPC server as data source are called OPC clients. An
OPC client is, as a rule, part of the user program that has to be configured. To this end, two
OPC interfaces are available:

The custom interface (customer specific interface) for programming languages that
address interfaces with the function pointer principle, such as C/C++

The automation interface for programming languages that address interfaces with
object names, such as Visual Basic

OPC SPECIFICATION

OPC Data Access (OPC DA)

Data Access is an OPC specification used to access process data by means of variables.
OPC servers for Data Access manage the process variables and the different access
capabilities to these variables. This allows the OPC server:

To read the value of one or several process variables
To change the value of one or several process variables by writing a new value
To monitor the value of one or several process variables

To signal value changes

Process variables are place holders for values that currently have to be determined. The
OPC specification defines the interface between client and server programs for managing
the process data. Data Access servers make the transparent access to the most varied
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data sources (for example, temperature sensor) and data sinks (for example, control
systems) possible for one or several Data Access clients.

These data sources and data sinks can be located on 10 cards inserted directly into the
PC, but they can also be on any device such as controllers, input/output modules, etc., that
are connected by means of serial connections or field busses. A Data Access client can
also access several Data Access servers at the same time.

Data Access clients can be very simple Excel sheets or extensive programs (for example,
Visual Basic). Data Access clients in turn can be part of larger programs.

OPC Data Access Class Model

When the client accesses data, the hierarchical class model of Data Access assists in
adapting the time effort and the result of the content to the current requirements of the
application. Data Access differentiates three classes:

— OPC server
— OPC group
— OPC item
OPC-Server
OPC-Item(s) OPC-Item(s) OPC-Item(s)

Figure 3: Class model of the Data Access Interface [2]

The client application uses COM calls of the operating system only to generate an object of
the class OPC server. The other objects are generated by means of corresponding OPC
methods of the class OPC server or lower level classes.

The highest class is the OPC server. Every OPC server belongs to this class. This class
represents the access for all other services of the Data Access server. With the aid of class
specific attributes, information about the status, the version and (optional) the name space
of the available process variables can be obtained. Objects of the class OPC server
manage the instances of the lower level class OPC Group.

The class OPC group is directly subordinated to the class OPC server and structures the
process variables utilized by the OPC server. The OPC client is able to use several objects
of this class simultaneously. With the aid of the objects of OPC group, the client can
generate useful units of process variables and perform operations with them. For example,
all process variables of a screen page of the operator interface can be combined into one
group. The class OPC group defines methods that can be used to read and write the
values of the process variables.
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The class OPC item represents the actual process variable and allows for polling
individual data. Each variable is an element (item) in the OPC server's name space and is
identified with an item ID. The item ID is specified by the manufacturer of the server and
has to be unique within the server's name space. Each value has the following properties:

— Value
The last recorded value of the variable

—  Quality
How meaningful is the value. If the quality is good, it was possible to determine the
value with surety

— Timestamp
Point in time when the current value of the variable was determined. With each value
change indicated to the client, the time stamp is updated. If the value of the variable
does not change, the timestamp remains the same also.

Variables have to be specified when the OPC interface is called to obtain process values.
By indicating variables, the client is able to request the needed values from the server. The
client has to sign up every requested variable at the server to specify the variables that are
to be read. Variables can be read and written synchronously as well as asynchronously.

The client can transfer the monitoring of variables to the server. If the value of a variable
changes, the server sends a corresponding message to the client. The variables provided
by the OPC server can be subdivided into:

— Process variables
represent measured and control variables of input/output devices

— Control variables
Using these variables triggers certain supplementary services, such as the
transmission of pass words

— Information variables
These variables are made available by the communication system and by the OPC
server and provide information about the state of connections, devices, etc..

Below a few examples of the variables of an OPC Data Access server:
— Control variables of a PLC
— Data of a measurement data acquisition system

— Status variables of the communication system

OPC eXtensible Markup Language DA (OPC XML DA)

OPC XML is a standard that makes possible communication with a platform-independent
protocol over the Internet. The client is no longer tied to a Windows environment (DCOM).
With the HTTP protocol and the SOAP interface, other operating system -for example
LINUX- can monitor and exchange OPC data via the Internet.

SOAP provides a simple and transparent mechanism for exchanging structured and
typified information between computers in a decentralized, distributed environment. SOAP
is a basis for XML based information exchange.

Data access by means of OPC XML has a functional scope based on OPC Data Access.
Change controlled feedback regarding data changes as in the case of DCOM interfaces is
not provided for OPC XML because of the lose internet connection.
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Accessing methods directly from the Internet represents a considerable security risk. For
that reason, SOAP uses exclusively the Internet http channel (HTTP = Hyper Text Transfer
Protocol) that can be managed easily with a firewall.

Web Servce
Conaumer Wab Sarvics
{SOAP client) Sarver

/,.- ¥ (SOAP server)

/ ]
[ SE N
| -_-_I

|
K

Figure 4: Data transfer with HTTP [2]

OPC Alarms & Events (OPC A&E)

OPC Alarm & Events is an additional specification for transmitting process alarms and
events. Events are special states in the process that have to be indicated to the recipient.
The OPC specification defines three types of events for this:

Condition related events

They indicate the state transitions defined in the OPC state model and are tied to
defined conditions

Tracking events

They indicate process changes; for example, when a user changes the setpoint of a
controller

Simple events

They indicate all other stateless events; for example, the failure of a system component

Alarms & Events servers are used for the following, for example:

Detecting events — for example, reactor level reached
Determining the state of an event - product tank full
Confirming an event — reactor level reached detected,

Monitoring the confirmation — the confirmation is monitored by the reactor alarm
indicator; the alarm was detected; the warning signal can be switched off

New events can be indicated without confirmation also. By means of filter criteria, the OPC
client sets the events that are indicated to the OPC client. All events corresponding to the
set filter criteria have to be forwarded by the originator of the event up to the user. This
differentiates Alarms & Events from Data Access. For variable monitoring, only the value
changes in the specified time frame are indicated.

The OPC specification defines the syntax of the interface for message receipt. The
manufacturer of the OPC server specifies the event types that a server provides.
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OPC SERVER OF SIMATIC NET

The open OPC interface is the central interface of the products on the PG/PC of SIMATIC
NET. The OPC server of SIMATIC NET supports all communication protocols and services
that the communication modules make available.

The OPC server of SIMATIC NET supports for all protocols the interface specification OPC
Data Access. For protocols that have mechanisms for transmitting events (S7
communication) OPC Alarms & Events is supported also.

The OPC server of SIMATIC NET makes possible the access to the industrial
communication networks PROFIBUS and Industrial Ethernet of SIMATIC NET. It provides
OPC clients with the values of process variables or indicates events from the peer device.
To this end -with the aid of the protocol software and the communication processor of
SIMATIC NET- it accesses the peer devices via the communication network (refer to
Figure 5).

OPC client

(for example, operator control and monitoring system)

Vendor-neutral
OPC interace

Data access Alarms & Events

Protocol software from SIMATIC NET

Communications processor from
SIMATIC NET

Communication network
from SIMATIC NET

Figure 5: OPC Server for SIMATIC NET with OPC Client [2]
OPEN PCS 7

OpenPCS 7 was developed for use on multi-user systems. By means of a separate PC
station with OpenPCS 7 (OpenPCS 7 station), data can be exchanged with external
systems without knowledge of the topology and without a PCS 7 OS installation being
necessary. This server collects from existing OS server systems the data via OPC and
makes it available in a concentrated form. For that reason, OpenPCS 7 can be used
exclusively on multi-user systems.

OpenPCS 7 can be used for data exchange with the following levels:
— Automation level

— Plant control and production level

— MES level (Manufacturing Execution Systems)

— ERP level (Enterprise Resource Planning)
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STEP BY STEP INSTRUCTIONS

TASK

The example below shows how to access variables in the OS from Microsoft Excel through
OPC. In these step by step instructions, select the level of Reactor RO01 to access them.

The settings necessary for this are made in an Excel file. The required macros already
exist in the Excel file and are started automatically with the correct settings.

Detailed knowledge regarding macro-programming is not assumed in this training module
nor is it provided. Refer to the manuals and technical literature on Microsoft Excel.

To diagnose the availability of the OPC server of WinCC, the software OPC Scout V10 of
SIMATIC NET is used.

TRAINING OBJECTIVE

In this chapter, the student learns:

— Diagnosis of the local OPC servers with the OPC Scout V10

— Display of variables available via OPC in OPC Scout V10

— Settings in Excel for OPC access to the variables provided in WinCC

— Test of a Microsoft Excel application with access to variables of WinCC via OPC

These instructions are based on the project ‘PCS7_SCE_0301_Ueb_R1305 en.zip’ and
the Microsoft Excel file ‘PCS7_SCE_0302_OPC_Template_R1505_en.xIs".

PROGRAMMING

1. After opening the exercise project from chapter “Advanced Layouts for Uls P03-01°
start PLCSIM and in the ‘Plant View’ Compile and Download Objects of the project is
opened. (— SCE_PCS7_Prj - PLC — Compile and Download Objects)

¥ SIMATIC Manager - [PCS7_SCE_MP (Plant View] -- C:\Program Files\Siemens\STEPT\S7Proj\PCST_S B\PCSTMP] [ = | = |[=3]
File Edit Insert PLC View Options Window Help - (|5 =
= 2 Bo |t B EE |:NOF||ter> j BHED
E@ PCS?_SCE_MP Shared Declarations (B2 41_multipurpose_plant
E@ i % Global labeling field
Open Object Ctrl+Alt+0
Cut Ctrl+X
Copy Ctrl+C
] (B T4 Paste Ctrl+V
- PCS7_SCE
@ - Delete Del
Insert New Object 3
Multipraject 3
PLC 4 Compile and Download Objects... N ‘
Access Protection 3
PCS57 License Information...
Shared Declarations 3
Plant Hierarchy 3
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2. Before you 'Start’ the compilation, make sure the S7-PLCSIM is in STOP mode.
Everything is compiled and downloaded regarding the charts. Regarding the OS,
compile without ‘Memory reset’. (— Start)

:& Compile and Downl j

Selection table:

Objects Status Operating Mode Compile Download
\=-8p Pes7_sce_pr
=ER AT
W Hardware compiled
-8 CcPU4143DP STOP
Blocks
Charts downloaded
Connections compiled i
P Asz O o |
=& o0s Ll
ﬁ‘] Configuration compiled 1
= O
[§1 Connections downloaded O
=y 0s(1) Mot open O
i Settings for Compilation/Download Update — Wiew Log Select Dbject:
Edit. Test | Status I Operating Mode Single Object All | Select All Deselect Al
[ Status during Open
™ Compile anly ¥ Do ot load it compilation enor is detected

Start I Close | Help L

3. Next, set S7 PLCSIM to the ‘RUN’ mode and open WinCC.

(— SIMATIC PC Station(1) - WInCC Appl — Open Object)

| SIMATIC Manager - [PCS7_SCE_MP (Component view) -- C:\Program Files\Siemens\STEPT\STProj\PCS7_S 6\PCST... [ = || & |[=25a]
File Edit Inset PLC View Options Window Help [= =]
| & |[ <No Fiter » S Ra mEM)
E--@ PCS7_SCE_MP ﬂ- A1_multipurpoze_plant ﬂ- Educt_B0OO1 ﬁ- Fieactor_ROO1
E@ FCS7_SCE_Frj -fr Reactor_RO02 P T1_educt_tanks % T2 reaction -Pr T3_product_tanks
; -t T4_tinsing
; Open Object I} Ctrl+Alt+0
[ PCS7_SCE]
Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del
Insert New Object 3
PLC 3
Access Protection 3

4. Then, in WIinCC, activate Runtime.

(- 4 Activate)
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5. After Runtime is completely powered up, start ‘OPC Scout V10'.

(— Start — Siemens Automation — SIMATIC — SIMATIC NET — OPC Scout V10)

| B8 opC Scout V10

p Weitere Ergebnisse

dftm
"

anzeigen

| OPC Scout

X | | Herunterfahren | b |

6. Inthe OPC Scout V10, diagnostic data for the different OPC servers of the local PC is
displayed. If it is not possible to set up the connection to a certain server, this is

indicated as an error.

[ (unknown) - SIEMENS AG - OPC Scout V10

Fle Edt View Server Explorer Workbook Tools Window Help

i3.i3x3Em. 004
* Server Explorer

o
-3 Local COM server
) 3 CCOPC.UAWrapper

[
|

[N
)

53 CCOPC XMLWrapper
@ 3 OPC SimaticNET | Skatis;
33 OPC SimaticNet AE

- L3 OPC SimaticNET.DP

- %3 OPC SimaticNET.PD

23 OPC SimaticNetAlams

- 33 OPC SimaticNetAlamsSNMP
&3 OPC SimotionAlams

& 23 OPCServer Smt

value

The server is running normaly.

12/11/2012 12:45:41.187 PM

3.9.10101

SIMATIC WinCC OPC-Server DataAccess ¥3.9 Copyright (C) 2004-2011 SIEMENS AG; OPC DA 2,05A/3.00 Specffication

P Eﬁ Supported interfaces OPC DA 2.0/ OPC DA 3.0
| @LOCALMACHINE: Locales de-DEf en-US
| Itemaitags Connection defaults
(8| List of all structure instances —
(| Listof alltags Server name OPCServer, WinCC
| SIMATIC S7 Protocol Sute clsIp {75DD0BBE-DDAS-1101-8944-9€614D000000}
B _| Industrial Ethemet Host name localhost
Bl _| Industrial Ethemet (1) s Protocol COM{DCOM
<« W — ’
_|workbook ~ 2 X [ Zoaview1 X
EEEL =R =
e - = Moritoing ON| (3¢ Generate values ON
_] Project ‘New project’ L T 1
= Server
Ly COM server » Display name Type  Access rights Time stamp (UTC) value Quality  Result

f_ XML server
e _J UA server
B2 Views

DA view 1] 2

UTC: 12{11/2012 11:46:58 AM UTC offset: 01:00:00

]
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7. The WinCC server is called ‘OPCServer.WinCC'. Below this server, a file structure can be
opened down to the CFC blocks that allow monitoring. In this example, we selected the
block ‘Monitor_A1T2L001’ to display the level of Reactor RO01. (— OPCServer.WinCC —
@LOCALMACHINE — SIMATIC S7 Protocol Suite — TCP/IP —» S7 Program —
Al multipurpose plant/T2 reactlon/reactor$R001/A1T2LOOl Monltor ~ A1T2L001)

T tunknown) - SIEMENS AG - OPC Scout V10 ="
Edt View ServerBhrer Wadbook Todk Window Heb

1
i == Wi = noms | Fropees | I
| 5| SLOCALMACHINE - |
B . ) Type  Accessrights Hemname -
-y Listof ol suchre instances B A1 mukipurpass._plart/T2_seactionesctoeAD01 A1 T2L001 Meritce_ATT2L001 BatchiD it AW A1_multipupsss. pisn,
B0 Lo g B A1_muitpupase_plark/T2_teaclionheacter$A001/ATT2L001 Merster A1 T2L001 B atehbl ame stirg £1_multipupese_pien._
& [y SBATIC 57 Fretoool Sube B A1_muipurpase_plark/T2_teachondseactcr$R001 /41 T2L001 Morstor_A1T2L001 Dead8 and Foat A1_multipupose_plan.
- B A nubipuipase_plark/T2_esctonhesctord A0 A1 T2L001 Moro A TA001 DeadBardtOp Level  uit A1 mahigaposs_plan..
B A1 mulipurpase._plart/T2._reactionheactor$A001 /4172L001 Moritce_A1T2L001 Event w1 un 21 mukipupsse_pion
= | B 41 mudipupase_plark/T2_teactionheacte$A001/ATT2L001 Monlor AITL0M EventSiale int £1_multipupose_pien._
B AV_mulipupose_plart/T2_reactiondseactor$FA001 /A1T2L001Monior_A1T2001 Event Trans®1 wl A1 mulipuposs_plan
B A _mubipuipare,_plart/T2_jesclnhesiosA00 AT T2L001 Moro A TAL001 HS_Reldp bed A1 mahiguaposs_pln..
& _) PROFIEUS B &1 _rudipurpae_plark/T2_teactionfieactord001 /41 TZL001 Monitoe_A1TZL001 M5 _ReDpBOp_Level  uin A1_multipupose_pion
= ) PROFIBUS O B 41 mubipupase_plark/T2_teaclionheactedA001/ATT2L01 Monlor AIT2L0D1. Onilp beal A1_mulipuposs._plan..
0o S B AV puitpurpose, plark/T 2. teachonieacicrAD01 /411 2,001 Mordor 21121001 DriDpR0 p_Level unt ‘A1 multipupose_plan
G 0 Sl PLE B A _mubipuipare,_plert/T2 tesciondes:iorsA001 A1 T2L001 Morioe_ATT2L001 Dosh ety alue bed A1 muhipuaposs_ pln..
- B A1 muktpurpase._plert/T2_reactiondeaciee D01 A1 T2L001 Meritce_ATT2L001. 0020 bol A1_multipupose_pion
S TeeAP B 41_mullpupass_plart/T2_tesclioneacto$A001 /A1 T2L001 Morslor_ATT2L001 De=0pHOp_Lavel it A1_mullipupose_pien...
1] $75Progeami() B A1 mudipurpaze_plark/T 2_reactondseaci 3001 411 2,001 Morsdor A1T2.001 DS |_inftdomp g A1 multipuposs, plan,
[ 3 A1 mutpupose plert | A1_mublpuipose_plart/T 2 tesction/iesctordR001 A1 T2LO01 Moritee A1T2L001.00SUInHDS_Test sing A1 muhipaposs_pln..
3 Al pupupose plart | | AT mulpursase plartfT2 reactionkeactordA001 /AT T2L001 Moritor AIT2L001 0pSt_Dut ) 1 muhipupose. plsn,
B _1 A1_mitipupase_plart B 41_muipupase_plank/T2_seactionieactoi$R001/A1T2L001 Morslor_A1T2L001.05_| Log unit A1_multipupose_plan.
5 ) A1 puitouposs gt | B A1_nulpupoce_plrt/1 eashonhseaciofI001 AT 001 Mondor AIT001.05_PermOut it A1 mubtipupose_sien,
B coplort | DL_AT nulinumare.clan/T2 tesctionreactorsA001 /41 T2L001 More_ A1 T2L00TPY v alue. st A1_nubiounse. ven. |
| tipupos D A7 mutpurpaze,_plark/T2 eaclionseacieAD0] 411 2L001 Merstce_ATT2007 FV_AH_Lim Homt A1 mulipuposs. plan,

B3 AlmAounose Do | 41 mylipurposs. plant/T2_eaction/teaclcr RO /AT T2L00T Meridor_ATT2L001 PY_2H_LintiDp_Lev.. urt
B _J Al_mutipupose_plart B A1_mutpurpase_plank/T 2_ieactiondeactor$A001 /41T 2001 Morstor_A1T2.001 FY_AL_Lim fioat
B _y Almutoupose piart | ) A1_mulipurpass_plant/T2 tesctianhesctortI00 A1 T2L001 Moritoe ATL00T PV AL Lin#Op_Level  unt
© 3 A1 _mitpupose piart | B AT_mulpupase_plantT2_rmactionieacterdA001 /A1 T2L001 Moritcr AIT2L001 FV_Hys oot

A1_mullipupose_pien..
A1_mullipupose_pin.
Ai mulipuposs_pen..

_multipuposs._plen.

s T AR S e R S S S S S A S A £ 1

B ) Almutpumase_plart B A1_mulipurpasa_plart/T2_ieaclonheactcr$AO0 /A1 T2L001 Morsloe A1 T2L00 PY_Hyel 80p_Lavel unt m _multipuapose_plen_ |E
) Alputipupose_piart | B Al_mulapase_plan 2 reachonseacter$A001 /AT 12001 Moo AT PV Opficalefbigh Ao ‘A utipuapose_pls-
[ ) Al mupupose pir | B AT Tmultupae tart/T2 sesctin/eactefA0U1/ATT2L001 Moritor A T2L001 PV DpScaleiLow st 21 nuipupose_pisn.
A ce_plart B A1_mubtpurpase_plank/T2_seactionieactor$A001/A1T2L001 Morstoe 41720000 PV_Out#ialue fioat A1_multipupose_plen
B M_ » an _plant/T2_s T 20001 /M M T2L00 PY_I - sinng Al _multipupose_plan
I Almbpupase plert | 41 " iigupose_plark/T2_sesction/eactorBA001 A1 T2L001 Morsioe A1 TL00T #_Unit chent A1_mulipupose_lsn..
B3 Al ppupase plert | ) A1 muilpumase. plan T2 teacionieactodA001 /AT T2L001 Moritoe A1T2L001 PY: Linit8unit wwirg A1_mubtipupcss_pisn..
B 3 A1 putpupase plert | ) A1_mulpurpase_ plarkT2_teaciion/teacter$A001 /A1 12001 Morsce &1T2L001 PV_wH_Lim Hoat &1 _mubtipupcee_pien.
B _1 Al_mutpumose_plart » A plant/T2_s T 2L001 /M AIT2L001 PY_WH_LinliOp_Le. unt Al_multipupose_plan
By Al_mitpupose_piart | B K purore g.mz eactiondkesctor D01 A1 T2L001 Morstoe A1 TL001 PY_WL_Lim st A1 muligupose_plan._
B Al_mhtouposs piart. | B A lant/ T2 LATTZLD0T YW LinkéO_Lev_ it A1 muipupcss pln..
B 3 Almitpupose_piart. |9 m | muitpurpase pu.-mz resctionsescter$AD01/A1T 2001 Morstor_ATT2L001 S elF p1 #Jump shing &1_mullipupose_pilsn_
= ) Al oot | B AT_rulpuposs_plan T2 soclnieaadR001 AT T2 Monio A T2L001 SoE 1805 _Test sirg A1_multipupose_pian
=i o | A ipae plart T2 st scortO01 AT 21001 Moo AITL001 SirsOn beel £1_nultipupose_pien.
—J Al_mkpuapaen D A1 uitpumose.plart/T2_tmaction/isaciordA001 /AT TL001 Moritoe_A1T2L001 SisDn#Op._Level it A1 muipuposs_pisn.
B _J Al mutpupose_plart B A1_multpurpase_plart/T2_tesclionsescterH001/ATT 21001 Morstoe A1 T2L 001 SimPY Hoat A1_multipupose._plen_
] Al_mutpupase_plart B A1_mulipurpase_plark/T2_teachondseactcr$RO01 /41 T2L001 Morstor A1 T2L001 SPYROp_Level it A1_multipupose_plan.
¥ _J Almutpupose piart | A1_mullpupase,_plart/T2_ teactionvkesctorA00T A1 TL001 Morstor AT TAL001 ST _Worst utyte A1 _muligupose_plan_.
D &1 uitpumase. /T2 taction/ieacordA001 /AT TL001 Moritoe_A1TL001 Status 1 i A1 mulipupose_pian.
B A1_multpurpase_plark/T2_tecliondeacterA001/ATT2L001 Merslee A1 T2L007 Status2 urt A1_multipupose_plen
B A1_mutpupase_plart/T2_ieaction/ieacto$R001 /41T 2L001 Morstor_A1T2.001 S tepho urt A1_multipapose_pian.
B Al ruitpupae_plart/T2_tesclion/eactorsAI0 A1 T2L001 Mersor_A1TZL00 UserStatus ubyte #1_nulipupcee_pisn.
T A X | Roavew: | x
[} Project Now profect = Mankaing ON | (£ [T T} Read| [# ke |
B> Server
5} COM server ® Display name Type  Access rights Time stamp (UTC) Value Quality Result
3 X server
3 UA server
S views o - .
ute __Eisnamn mee |

8. From the data of this monltorlng block, we > want to monitor the input ‘PV#Value’'. For
this reason, drag it to the lower area of ‘DA view 1’.
(—A1_multipurpose_plant/T2_reaction/reactor$R001/A1T2L001/Monitor_A1T2L001
PV#Value)

Fle Edt Vew SevverEhrer Wodok Tods Widow Heb
5 OPCServer Wil < ema | Propetes | |
I El ] @LOCALMACHINE: m Type  Accessrights Remname -+ ||
] Hemalt
& j Lot ot amoee wtances [ | B Al_muliuapose_peni T2 seactinhesch$HO0UATT2LON Monder ATA00 BalchiD it AW AT_mullipupose.plan..
81 Lo altnge Al_mibpuspose_plant/T2_seactionireactor§FI001 /4112001 Monkor_AITA001 BatchHame ag AW
g ST 57 Pcoced Sutm A1_muipupase_plant/T2_reactioneaciorAI01ATTZLDT Monibor AITL031 D eadBand float AW
AT_rapupose_plont/T2_s 172001 Menter ATT2L001 _Level unt AW
8 L1 irdustial Bhemet A1 rubprpose_plark/T2_reackon/ieactoc 001 /4112001 Monkor_ATT2L00T EventRan 1 unit R
# 1 ihdustral Ethemet (1) = A1_mulpupose_plant/T2_teaction/eactoeSFO01/A1T2L001 Monter_A1TZLD01 EventState n AW
® M A1_mubpuspoce_plant/T2_reactionireactocSAO0T/41T2L001 Alcrbcr A1T2L001 EvertTranstt1 it R
) Mamed Comnections Al_mubpupose_plant/T2_sesction/esctor§FI001 /A1 T2.001 Monber_AITA001 MS_Ffieilp bool AW
) PROFIEUS A1_mubpupase_plant/T2_reaction/teacior 001 A1 TZLD1 Monifor_AITZL001 MS_RellpAOp._ unt AW
& PROFELS ) A1_miipupose_plant/T2_teaction/eacoe A0 /412001 Meriker_AITZL001.Dnlp beol AW
@) SaPLC AT bpuspose_plant/T2_reactoneactor 0014112001 Monbce A1TZL001 0n0p¥0p_Level urt AW
= poyine A1_muipupose_plart/T2_seaction/teacéocFO01/AIT2L 001 lonior_A1TZL001 OoséctEValue bool AW
AT_mitpuspote_plant/T2_ieactionieactoeSAO01 /4112001 Merier_AITZ001.DasOp beol AW
B L1 TeRAP AN rubpurpose_pland/T2_reackoniesctorSAO0TATT2L00T Menker_A1T2L00T Dos0p40p_Level unt AW
£ S75Program(l) Al_mubpuspose_plant/T2_reactionireactoc§FI001 /41121001 Menber_AITZL001 0pS1_InfJump amg R
B AL mubpupose plent A1_mulipupase_plant/T2_reactionheacior§R001/ATTZL00T Monier_A1TZL001.0p81In40S_Tent ding R
.| Al_mipupose plart Al_ratpupose_plont/T2_sesction/esctor§F01 /4112001 Aerir_A1TAL001 DpSt_Dut it AW
) M_mutpupose_plart AT_mbpupase_plant/T2_seaction/teaciorF001/A1 001 Aonicr_AITZL001.05_PeinLog unt AW
& A1_Tupupose_piant/T2_teactioneacteeSAO1/A1T2L 001 Morkcr_AIT2L001 05 _PeimOut unt AW
B Nt el AT s AT e —
b Al_Tubpupose_plart/T2_seactonescterSFA001/A1T 2001 Menker_AITA01 PY_AH_Lim float AW
) Almpupose plart 21_rmullipurpoze_plant/T2_seactonssector A /ATT2L001 Menter A1 T2L0D1 Py_SH_Lim0p_ Lev..unt AW
B ATmipupsse plart A1_muipurpase_plant/T2_reaction/veactor$FO01/ATT2L001 Monier_A1TZL00 PY_AL_Lim foat AW
B0 ALmulipupose plart Al_mubpupare_phnt/T2_reachondeacie $F1001/41 T2L001 Monker ATTZLO0NPY_AL Lim#0p_Level  unt Aw
L) Al miipupose plart A1_mtpupose_plant/T2_reaction/teacioc RO AIT2L D0 onior_AITZL00 PY_Hyst float AW
) A mitpupase plant AT_ribpuspoce_plant/T2_resctioniesceSI001 /4112001 Meriber AITZL00T PY Hpst#0p_Level il AW =
1 Al miipupose _plent AT_mukpuapose_plant/T2_seactionteacioc 0014112001 Aonbor_A1T2001 PY_Og6 caledHigh float AW
51 Al imiouposs.plak AI_Tubpuspote_piant/T2_teactioneacteeSFO /4112001 Monkcr_A1TZL001 PY_OpSc3leRLaw ot AW
B AL g A1 mubipupose_plant/T2_reactionreachorSA001/ATTILOT Meriber A1TZLO0T PY_DulEY alue float R
s A1 _rultipurpose_plant/T2_ T 21001 Morito_A1T2L001 PV sy R
¥ ALmtoupase pisrt A1 ukipupase_plant/T2_reaction/teaciorRO01/AI T2LO] Aonicr_ AITZL031FY_Uni oot AW
#_) Al_mutipupase_plant A1_muipupose_plant/T2_teactionheactor$FI001/A1T2001 Moter_A1TZL001 PY_Unitunit sting R
F_J Almitpupase_plant A1_rubipupose_plant/T2_reachionieacterSR001 /A1 T2L001 Monior_A1TZLO00 PV _wH_Lim [l AW
L) Al_mitpupose plart A1_rultinurpase_plant/T2_1escon/1asstosRO01 ATT 2L001,Mantol_ATT2L001 PY_WH_Link0p_Le._ unt AW
= | Al_mitpupase plart 21 rubpuspoce_plant/T2_reactioniieactoc A0 /412001 Alcrker_A1TZL00 PV_WL_Lim ot AW
] Almikoupose_plart A-mlupese lani T2 el s ST A A0 Morto mrzmmww\,_mmp Lev.. unt AW
& 21 rabpuspose_plant/T2_reactioniieactor SO0 /41 T2L 001 Monker_A1T2L001 SelFp] amg R
& j :1 :ﬁ A\ papare_part /T2 teaciomheacrSEEOVATTZL 09 Mo ATTZL001 SoF KOS, Tent wig R
B Al ““‘“sem AT_rabpuspose_plart/T2_teaction/ieacte 00141 TL00T Moriko_A1TZL001 SimDn beol AW
e AT_mukpuapose_plant/T2_seactionteaciocF001/A1T2L001 Alonior_A1T2L001 Sinf nti0p_Level unt AW
) Almuitpupess plant A1_tmubipupose_plan/T2_tescioneactorSA001 74112001 Monier_A1TZL001 SimPV Hoat AW
L Al_mutpupsee_plare A1_mukipurpose_plant/T2_reactioneactorSF001 /AT TZL00T Moniker_A1TZL001 SinPY H0p_Level unl Aw
1 A1_mitpupase plart Al_mubpupose_plant/T2_sesctionesctecSFA001 /4112001 Menter_A1TA001 §1_Warst e AW
1 _| Al_mubpupose_plart AT_mubpupase_plant/T2_reaction/teaciorRO01ATTZLDT Monior_AITZL001 Status1 it AW
a0 1 A1_raipuspose_plont/T2_teactionuhesctectFI00 /41 T2 D01 Alesber AIT2LO01 Status2 it AW
D Almipupose s AT_mbpupase_plant/T2_seactionreacior 00141 12001 Mlonbor_A1TAL001 Stepo unt AW X
B 41 e e | B AV_mukpupaze_pian/12_teachonviesctas SAODN/ATT 2001 Mcnter_A1T2L001 UseiStatus wpe AW AT_multipupase,_pian.. |
. " » =
| workbook * & X [ oavew: | 2
Rl 5 7 Fw) (7vias)
8 Project Mem project 1\., Woritoing ON| (26 Generate vabuer DN 7] i
5[ Server
L COM server ™ Trpe i ) Walue Quaity  Result
L XML server
e b
= views
. i v
s izpfz0iz |
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9. Next, click on ‘Monitoring ON’. Now, in addition to other information, we can monitor
the value, time stamp and quality. This shows you whether the ‘OPCServer.WinCC’
works faultlessly. (— Monitoring ON)

.
B oS - ore o v S
File Edt View ServerExplorer Workbook Tools Window  Help
3. i33E:0 00| 2er
' Seryer Explorer > 3 X
3
-8 OPCServer WinCC  hems | properties |
B _| @LOCALMACHINE:: = < te
-] Intemal tags ) : ! D : : Type Accessrights 1€+
) Listof ol stucture instances D A1 mul :_plant/T2_eacti 001/A1T2L001 Moritor_A1T2L001 BatchiD uint AW At
[ List of ol tags D A1_mul >_plant/T2_s / 1001/A172L001 Monitor_A1T2L001.BatchName sting Rw Al
i e D A1_muki :_plant/T2_reacti 3001/4172L001 Mornitor_A1T2L001.DeadB and float RW Al [T
- 2 D A1_mul :_plant/T2_reacti 3001/41T2L001/Monitor_A1T2L001 DeadBand#0p_Level  uint AW Al L
£l Industial Bihérriet D A1_mul :_plant/T2_reacti 001/A1T2L001 Monitor_A1T2L001.EventR aw#1 uint R Al
] Industrial Ethemet (Il) D A1_mul :_plant/T2_reacti 1001 /41T2L001/Monitor_A1T2L001 EventState int RW Al
L1 MPI D At ._plant/T2_reaction/! 001/4172L001 Monitor_ATT2L00T EventT rans#1 uint R Al
B __] Named Connections D A1_mul :_plant/T2_reacti 001/4172L001 Monitor_A1T2L001.MS_RelOp bool RW Al
| PROFIBUS D A1 mul :_plant/T2_reacti 3001/41T2L001/Monitor_A1T2L001.MS_RelDp#0p_Level  uint Rw Al
| PROFIBUS (i) D a1 i :_plant/T2_s / 0 ./A1T2L001IMon!tol_A1T2LUU1.DnDp b‘ool Rw Al
T SetPLC D Al_mul :_plant/T2_y 3001/4172L001 Monitor_A1T2L001.0n0p#0p_Level int RW Al
D AL :_plant/T2_reacti 001/41T2L001/Moritor_A1T2L001.Ooshct itV alue bool AW Al
< n » B A1 i it T et e b e DO AT T AN Mdmanibnr A1T ANA Manfn [ ot A1 BT
_workbook v & X | Zoaview1 x
ENIES | 2
. . fim] Monitoring OFF | (54 Generate values ON 1] Read| |7 Wiite
_] Project 'New project’ =l ¢ R 3§ 1
B[ Server
B> COM server =] 0] Display name Type Access rights Time stamp (UTC) value Qua
i} opcda://localhost/OPCServer. B Al_mutipurpose_plant/T2_r - float RW 12/11/2012 11:44:20.732 &M 0 good
w3 XML server .
L UA server
:;1 ‘4 Viewe & y 5 < M ’
UTC: 12/11{2012 11:50:24 AM UTC offset: 01:00:00

10. If this is the case, open the Microsoft Excel file included in the module with a double
click. (—» PCS7_SCE_0302_OPC_Template_R1505_en.xls)

x -
e

PCST SCE 9302 0FC Vorsgests

11. Then, save it in Microsoft Excel under a new name.

(— File - Save As —- PCS7_SCE_0302_OPC.xls)

( Save As - — E
mv‘- Desktop » ~ [ 43 ||| Search Desktop o
-
Organize v Mew folder = v @
- - [
(3] Microsoft Excel [ ] Libraries plt-admin
I System Folder 3 System Folder
A Favorites
[l M Desktop q&f Computer ) Network
18 Downloads ¥ > System Folder 1 System Folder f
“Cl Recent Places N
|
|
. = Libraries
l @ Documents -
. [Z LT CIPCST SCE 0302_OPC_PV Value 01_en.xls -
Save as type: [Excel 97-2003 Workbook (*xls) -
Authors: TUD; MDE Tags: Add atag Title: Add a title
[ Save Thumbnail
= Hide Folders Tools + [ Ssave M [ cancel
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12. In Microsoft Excel, we now have to set the security settings correctly for the macros to

be started.

(— Developer — Macro Security — Macro Settings — Disable all macros with

notification — OK)

m_Home Inset  Pagelayout  Formulas  Data  Review  View | Developer @@ =
£ = Record Matra & = |'VE-\-'_ * & Properties |j T Map Properties G Import oi
E‘Q & Relative References E" & % == G view Code E & Expansion Packs (5] Export
Visual Macros AddIns COM Source Dacument
Easic QMa:rnlif:urwm Add-Ins - Wode B RunDialog % Refresh Data Panel
Cade Add-Ins Cantrols XML Modify
1) security W Macro Security Enable Content | x I
Customize the macro security
B2 | <ettings. ] v
B C D E =
1 PCs705q @ Press Fifor more help. Quality TimeStamp =
2 |A1_multipurpose_plant/T2_reaction/reactorSR001/ATTZT001/Control_A1T2T001.PV#Value I 2!!_|CU
3 0
4 ¥
5
6
L f
- S -
z Trust Center w - . m
9 [ Pp—
10
il Trusted Publish
= rusted Publishers Macro Settings
13 Trusted Locations
14 o Disable all macros without notification
15
16 Trusted Documents Disable all macros with notification
g isable all macros except digitally signed macros
17 Add-ins Disable all t digitall d
i () Enable all macros [not recommended; potentially dangerous code can runj
;g f ActiveX Settings
21 e ST Developer Macro Settings
22
23 Pratected View [T] Trust access to the VBA project object model
2
1| 25 Message Bar
26
27 External Content
28
29 File Block Settings
30
il Privacy Options
32
22
4 4+ | Tabellel /%3
s [ 3

13. Then, in ‘Options’, activate the macros for this session.

(— Options — Enable Content — OK)

m_Home Insert  Pagelayout  Formulas  Data  Review  View | Developer s @oc @ R
£ Record Matra & = |'VE-\-'_ * & Properties T Map Properties G Import oi

E‘Q & Relative References RIS S == G view Code E & Expansion Packs (5] Export

Visual Macros Addlns COM | Insert D Source Document

Basit /i Macro Security Adddns | = Moege B Run Dialog  Refresh Data Pancl

Code Add-Ins Controls XML Modify
1) Security Warning Ma:r.os have been disabled. | EnableContent | x
B2 - ( fx\ 20.00145 M|
A B c D E =

1 PCSTOSCLIENT3 Quality TimeStamp
ZlA1_mult\purposs_p\anu’l?_rsaction!rsacmr$RﬂO1.’A1T2Tﬂﬂ1i'Comml_A1T2TOﬂ1PV#VaIue I 20_|CO

3 0

4

5

6

T

8

3 . .

2 Security Warning

1"

12

13 A

& Do you want to make this file a Trusted Document?

15

16

4 4 r M - N - -

— S“""""GI 2] This file is on a network location. Other users who have access to this network

location may be able to tamper with this file.

What's the risk?

[] Do not ask me again for netwark files

[ Yes M [ Mo ]
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14. . For the additional settings, open ‘Visual Basic’ in Microsoft Excel.

(— Developer — Visual Basic)

m_Home Insert  Pagelayout  Formulas  Data  Review  View | Developer a@ o @ =

. E E Record Macro E—]| |'V_E-\-' M [Zf Properties E j Map Properties Eﬁlmport o

=) 5 {8 use Relative References @' 15 §§ == o=l view Code & Expansion Packs ] Export )

Visual Macros Add-Ins  COM Insert Design Source Document
Add-In

Basic I} /i Macro Security - Mode T RunDialog @ Refresh Data Panel
Code Add-Ins Controls XML Modify

Visual Basic (Alt+F11) fe | 20.00145

Open the Visual Basic editor. A B T D E

Quality TimeStamp
@ Press Fi for more help. ion/reactor3R001/A1T2T001/Control_A1T2T001 PV#Value I 20_|CO
0

1 [i][ <

w |~ o o =

10 !
" I
12
13
14
15 B
16

v

-

4 v | Tabellel <%0 [1«] i _ ] ]
Ready | B3 | i ||E|E 100% (= T J!J

15. There, under ‘Tools’ open the option ‘References’. (— Tools — References)

16. For the variables to be accessed in OPCServer 'WinCC’, the reference to the dll
‘Siemens OPC DA Automation 2.0’ has to be activated; if this reference is not
available, it has to be entered here with ‘Browse’. The path is then ‘C:\Program
Files\Common Files\Siemens\opc\sopcdaauto.dll’.

(— Siemens OPC DA Automation 2.0 — Browse — C:\Program Files\Common Files\
Siemens\ opc\sopcdaauto.dll - OK)

5 Microsoft Visual Basic for Applications - PCS?_SCE_OSO!_OPC_PV_VaIue_(]l_en.xl_ [

i File Edit View Inset Format Debug Run | Tools | Add-Ins Window Help Type a question for help -
-l 4 @AM 9 e p oo @8 References. I Coll =
Project - VEAProject » Additional Controls...

—— _I | u [en.xk— Tabellel (Code) =N E=R(=<

EES] Macros... [

g =] |wpeciarations) ~| gl
E@ VBAProject (PCS7_SCE_0302_OPC_PV_Valu Options...
=& M\cro.soﬂ: Excel Objects VBAProject Properties... - ]
@ DieseArbeitsmappe
. B Tabelle1 (Tabelle1) Digital Signature... -

4 UJ [ Const ServerName = "OPCServer.WinCC"
Properties - Tabellel ll
Tabellel Worksheet ;l

Alphabetic |Cabegorized I Dim WithEvents MyCOPCServer &s OPCServer

Name) Tabdlet References - VBAProject

I

DisplayPageBreaks False

DisplayRightToleft False 1| Available References:
EnableAutoFilter False *
EnableCalculation True - —

EnableFormatConditionsCala True Visual Basic For Applications - Cancel |
EnableOutiining False = Microsoft Excel 14,0 Cbject Library |:|

EnablePivotTable False OLE Automation

EnableSelection 0 - xiNoRestrictions Microsoft Office 14.0 Object Librar &l
[E Tabelle1 Siemens OPC DAAutomation 2.0

ScrollArea [] AccessibilityCpladmin 1.0 Type Library + |

StandardWidth 8.43 ["] Acrobat Access 3.0 Type Library

visible -1 - ¥iSheetiisible [_] AcroBrokerLib Priority

————— | |[]AcrolEHelper 1.0 Type Library Help |
] AcroIEHelperShim 1.0 Type Library + |
[] Active DS Type Library

[ ActivelinkClient 1.1 Type Library
[ ActiveMovie control type library
[ dnhe 30 tilite 1.0 Tvne Library
] n 3

Siemens OPC DAAutomation 2.0

Location:  C:\Program Files\Common Files\Siemens\opcisopcdaauto. dil
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17. Now, the computer name has to be entered in field A1. We can copy it in WinCC under
Computer properties. In field A2, the complete variable name has to be entered; it can
be copied from the OPC Scout V10. (—» Al — PCS70OSLIENT3 —» A2 —
Al_multipurpose_plant/T2_reaction/reactor$R001/A1T2L001/Monitor_A1T2L001.PV#

g‘ ‘WinCCExplorer - C:\Program Files\Siemens\STEPT\S7Proj\PCS7_S_3\PCS7_Pr\wincpro\OS(1NOS(1).mcp [ Active ]
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18. Next, save and close the Microsoft Excel file prior to reopening it with a double click.

—» PCS7_SCE_0302_OPC.xls)
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19. During opening, we take note of the security warning and here also, we enable the
macros for the following session. (— Options — Enable macros)

Security Warning &lg

@ Do you want to make this file a Trusted Document?

This file is on a network: location. Other users who have access to this network
location may be able to tamper with this file,

What's the risk?

[ Do not ask me again for network files Yes ’\ej [ Mo ]
Ly

20. Now, in field B2, the variable can be monitored.
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21. In field B3, a new value can be written for the variable. We cannot use the process
value as above because it would overwrite itself immediately. It is best to use a fixed
parameter, for example, Al multipurpose_plant/T2_reaction/reactor$R001/
A1T2L001/Monitor_A1T2L001.PV_AH_Lim to test this functionality. With the OPC
Scout, change the value to 1005, and then with the Excel file back to 1000.
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EXERCISES

In the exercises, we apply what we learned in the Theory section and in the Step by Step
Instructions.

The existing multi-project PCS7_SCE_0301_Ueb_R1305_en.zip and the table
PCS7_SCE_0302_OPC_Template_R1505_ en.xls will be used for this.

The objective of this exercise is: identifying and reading a measured value by means of an
OPC item.

TASKS

1. Using PCS7 and the OPC Scout, identify the corresponding variable name of
temperature measurement in Reactor R001.

2. Modify the variable name in the table from the step by step instructions with the new
name and read out the value.

Unrestricted for Educational and R&D Facilities. © Siemens AG 2015. All Rights Reserved.
P03-02_Vertical Integration with OPC_V8.0_S0915_EN.docx

22



