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Notes
1.
preface
In terms of its contents, Module D14 is part of the teaching unit entitled 'Industrial Fieldbus Systems’.
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Learning Objective:

In Module D14, the reader learns how to start up a safety-oriented application on the PROFIBUS (PROFIsafe). In our case, the CPU 315F-2 PN/DP is used on the PROFIBUS as the master with an ET 200S as slave to monitor the guard door at a press. Emergency Stop is also implemented with the ET200S. Module D14 shows the method in principle, using a brief example. 

Prerequisites:
To successfully work through Module D14, the following knowledge is assumed:

(
Knowledge in handling Windows 

(
Fundamentals of PLC programming with STEP 7 (for example, Module A3 - 'Startup’ 

PLC Programming with STEP 7)


●
Fundamentals of PROFIBUS DP (for example, Appendix IV - Basics of Fieldbus Systems with 

SIMATIC S7-300)

Hardware and software required

1
PC, operating system Windows 2000 Professional starting with SP4/XP Professional starting 
with SP1/Server 2003 with 600MHz and 512RAM, free hard disk storage 650 to 900 MB, MS 
Internet Explorer 6.0

2
Software STEP7 V 5.4

3
Software S7 Distributed Safety V5.4
4
MPI/PROFIBUS interface for the PC (for example, adapter USB)

4      PLC SIMATIC S7-300 with CPU 315F-2 PN/DP
Sample configuration:


- 
Power supply: PS 307 2A


- 
CPU: CPU 315F-2 PN/DP 

6
Distributed periphery ET 200S for PROFIsafe with digital inputs and outputs

Sample Configuration:


- Interface module IM151-1 HF


- Power module PM-E DC 24V 


- Digital input module 2DI DC 24V for connecting a button and a switch
- Digital input module 2DI DC 24V for connecting the feedback circuit of a consumer

- Digital output module 4DO DC 24V/0.5A for connecting two lamps 


- Power module PM-E DC 24V…48V/AC24V…230V


- Fault-tolerant digital input module 4/8 F-DI DC 24V for connecting a two-channel Emergency 
  Off and two guard door contacts 


- Fault-tolerant digital output module 4 F-DO DC 24V/2A for connecting a consumer to two 
  contactors K1 and K2 that can be switched off fail-safe separately. 


  Here, the consumer is the supply voltage for a press.

7
PROFIBUS connection between IE/PB link and ET200S 

8
Emergency Off button with 2-channel wiring at the F-DI module of the ET200S 

9
Press with guard door; scan of guard door by means of two contacts wired to the F-DI module
10
Connection lines to the model press and to the emergency off button 
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Wiring Diagram
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2.
notes on using the CPU 315F-2 PN/DP
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The CPU 315F-2 PN/DP is a CPU that is shipped with 2 integrated interfaces.

(
The first interface is a combined MPI/PROFIBUS-DP interface that can be used on the 
PROFIBUS DP as master or slave for connecting distributed periphery/field devices with very 
fast response timing.
Moreover, the CPU can be programmed here by means of MPI or PROFIBUS DP.
(
The second interface is an integrated PROFINET interface. 


It allows for using the CPU as a PROFINET IO controller to run distributed periphery on the
PROFINET. The CPU can be programmed by means of this interface also!

(
On both interfaces, fault-tolerant IO devices with PROFIsafe profile can be used. 

(
1-bus concept, transmission with F-signals and standard signals by means of a bus medium 

(PROFIBUS DP or PROFINET)

(
Fault-tolerant IO modules of the ET 200M/S/eco can be connected in the distributed mode.
(
Mixed configuration of F-modules and standard modules in one station
(
Field devices made by other manufacturers can be connected.

(
Standard modules for non-safety related applications can be operated centrally as well as in the 
distributed mode 
(
Meets safety requirements up to SIL 3 according to IEC 61508, AK 6 according to DIN V 19250 
and Kat. 4 according to EN 954-1

(
Standard as well as safety-relevant tasks can be solved with only one CPU 
The CPU 315F is based on a standard CPU (F means fault-tolerant here) whose operating system was augmented with different protection mechanisms to make processing safety-oriented user programs possible.
This is needed for configuring a fault-tolerant automation system in plants with heightened safety requirements.  The area of application is primarily production engineering. The distributed IO devices ET 200S PROFIsafe with fault-tolerant IO modules can be connected to integrated PROFIBUS DP/PROFINET interfaces as well as to external PROFIBUS/PROFINET CPs. Safety oriented communication takes place by means of PROFIBUS DP /PROFINET with a PROFIsafe profile.

Safety Concept
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The safety functions of the CPU 315F are included in the F-program and in the fault-tolerant signal modules. The fault-tolerant modules can be used in the distributed IO systems ET200M and ET200S. 

The fault-tolerant signal modules monitor output and input signals by means of discrepancy analyses and test signal injections.

The CPU checks the correct operation of the controller through periodic self tests, command tests as well as logical and time-related program run checks.  In addition, the IO is checked by requesting life signs.

If an error in the system is diagnosed, the system is brought to a safe state.  No F-runtime license is required to operate the CPU 315F.

In addition to the fault-tolerant modules, standard modules can be used.

This makes it possible to set up a fully integrated control system for a plant where, in addition to safety-oriented applications, standard applications also exist. 

The entire system is configured and programmed with the same standard tools.

Programming

The CPU 315F is programmed like other SIMATIC S7 systems. The user program for non-fault tolerant parts of the plant is created with the proven STEP 7 programming tools.  

To program the safety-oriented programs, the software package “S7 Distributed Safety V5.4” is essential. It includes all elements that you need for the engineering process. 

The CPU 315F is programmed with the STEP 7 languages F-LAD and F-FBD. Here, the following safety functions can be implemented, for example:

(
User programmable safe combination of sensors and actuators
(
Selective safe disconnection of actuators
The functional scope regarding operations and data types is restricted.  Through a special input during compilation, a safety-oriented, password protected program is generated. In addition to the fault-tolerant program, a standard program can run on the CPU at the same time (coexistence) that is not subject to restrictions.
The F-library with prepared programming examples -approved by the German Technical Inspectorate- for safety-oriented functions is also part of this software package. The user can change these program examples, but these changes have to be recertified.
Option Package S7 Distributed Safety
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The package includes all required functions and blocks for generating the F-program. For “S7 Distributed Safety V5.4“ to run, STEP 7 starting with V5.3+SP3 has to be on the PG/PC.
The F-program with the safety functions is wired in F-FBD or F-LAD, or with special function blocks from the F-library. Using F-FBD or F-LAD simplifies configuring and programming the plant and, because of the system-overreaching uniform representation, it also simplifies certification.  The programmer can concentrate completely on configuring the safety-oriented application without having to use additional tools.

Notes: 


· In Module D14, the CPU 315F-2 PN/DP is used on the PROFIBUS as master.

· F-modules as well as standard modules are integrated.

-
A micro-memory card is needed for running this CPU!

· The addresses for the input and output modules can be programmed at this CPU.

3.
notes on using the ET200S with IM 151-1 HF
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The SIMATIC ET 200S is a decentral IO device configured in a highly modular mode.  It can be operated with different interface modules:

IM 151-1 BASIC, IM 151-1 STANDARD and IM 151-1 FO STANDARD for connecting a maximum of 63 IO modules (all types except PROFIsafe) to the PROFIBUS DP; alternatively, bus connection with RS 485 Sub-D connector or by means of integrated fiber-optic connection
IM 151-1 HIGH FEATURE for connecting a maximum of  63 IO modules (all types, including  clocked mode for PROFIsafe) to PROFIBUS-DP; bus connection with RS485 Sub-D connector
IM 151-3 PN for connecting a maximum of 63 IO modules (all types, including the clocked mode for PROFIsafe) to PROFINET IO controllers; bus connection by means of RJ45 connector
IM 151-7/F-CPU, IM 151-7/CPU or IM 151-7/CPU FO  for connecting a maximum of  63 IO modules (all types; PROFIsafe only with IM151-7/F CPU) to PROFIBUS DP; alternatively bus connection with RS 485 Sub-D connector or by means of an integrated fiber-optic connection; with integrated CPU 314 of the SIMATIC S7-300, for preprocessing process data.

The following IO modules can be used:

Power modules for individual grouping of load and encoder supply voltages and their monitoring
Digital electronic modules for connecting digital sensors and actuators
Analog electronic modules for connecting analog sensors and actuators 

Sensor module for connecting IQ sense sensors
Technology modules  Electronic modules with integrated technological functions, such as counting, positioning, data exchange, etc.
Frequency converters and motor starter modules
For training purposes, an integrated system is available with which many technologies can be taught.
Notes: 


-
In Module D16, the interface module IM151-1 HF (HIGH FEATURE) is used as 


PROFIBUS DP slave.

· F-modules as well as standard modules are inserted.

-      The PROFIBUS address is set, binary-coded, at 8 switches at interface module IM151-HF. The 
lowest switch has to be on OFF.  A number is assigned to each of the other switches. These 
numbers add up to the PROFIBUS station address.  If the PROFIBUS address is 
changed, the new setting will be accepted after voltage returns. Therefore, the interface 
module IM151-1 HF has to be switched off, and then switched on again.
4.
starting up PROFIsafe with CPU 315F-2 PN/DP and ET 200S
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Below, the startup the PROFIsafe application is shown. The CPU 315F-2 PN/DP is used on the PROFIBUS as master, with an ET 200S as slave, to monitor the guard door at a press.  Emergency Stop is also implemented with the ET200S. 
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1. The central tool in STEP7 is the ’SIMATIC Manager’.  It is called here with a double click.  (® SIMATIC Manager)

[image: image2.png]SIMATIC Manager




2. STEP7 programs are managed in projects. We are now setting up such a project (® File ® New)
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3. The project is now assigned the name ’Name’ ’CPU315F_PROFIsafe’. ( ® CPU315F_PROFIsafe ® OK)
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4. Highlight your project and insert a ’PROFIBUS Subnet’. (( CPU315F_PROFIsafe ( Insert ( Subnet ( PROFIBUS)
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5. After you have highlighted your station again, a ’SIMATIC 300 Station’ is inserted. (( CPU315F_PROFIsafe ® Insert ® Station ® SIMATIC 300 Station)
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6. With a double click, open the configuration tool for the ’Hardware’. (® Hardware)
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7. Clicking on the symbol '[image: image8.jpg]


’ opens the hardware catalog. (® [image: image9.jpg]


)
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There, arranged in the following directories:

(
PROFIBUS-DP

(
PROFIBUS-PA

(
PROFINET IO

(
SIMATIC 300

(
SIMATIC 400,

(
SIMATIC PC Based Control 

(
SIMATIC PC Station

all racks, modules and interface modules are provided for configuring your hardware. With a double click, insert ’Rail’. (® SIMATIC 300 ® RACK-300  ® Rail)
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Then, the configuration table for configuring Rack 0 is displayed automatically.

8. 
From the hardware catalog, you can now select all modules that are also in your real rack, and insert them in the configuration table.

To this end, click on the name of the respective module, hold the mouse key and drag the module to a line in the configuration table.

We are starting with the power unit ’PS 307 2A’. (® SIMATIC 300 ®  PS-300 ® PS 307 2A)
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Note: If your hardware differs from the one displayed here, simply select the corresponding modules from the catalog and insert them in your rack. The order numbers of the individual modules -that are also indicated on the components- are displayed in the footer of the catalog.

9. Next, we drag the ’CPU 315F-2 PN/DP’ to the second slot. The order number and the version of the CPU can be read off the front of the CPU. (® SIMATIC 300 ®  CPU-300 ® CPU 315F-2 PN/DP ® 6ES7 315-2FH10-0AB0 ® V2.3)
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10. When entering the CPU, the following window appears. By clicking on ’New’, you can set up an ’Ethernet’ network.
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For correct networking, you have to assign an ’IP Address’ to the CPU 315F-2 PN/DP and specify the ’Subnet Screen Form’. As an option, a ’Router Address’ can be selected for network-overreaching communication. Confirm your inputs with ’OK’ (( New ( IP Address: 192.168.1.10 ( Subnet Screen Form: 255.255.255.0 ( Ethernet(1) ( Use Router (  Address: 192.168.1.1 ( OK)
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Note: To process this module, parameter assignment on the Ethernet is not necessary since subsequently, the CPU is accessed by means of  a MPI or PROFIBUS.

11. Now, the 'MPI/DP’ interface has to be switched to PROFIBUS DP. To this end, double click on the line ’MPI/DP’ in the hardware configuration.  ® MPI/DP)
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12. Now, select ’PROFIBUS’ as ’Type’ of interface, and then click on ’Properties’ to set the parameters. (( PROFIBUS (  Properties) 
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13. The window below appears.  In the window, assign a ’PROFIBUS Address’ to the CPU 315F-2 PN/DP and select the ’PROFIBUS’ net that has already been generated. If you want to change the parameters of the PROFIBUS network, highlight it and then click on ’Properties’. Confirm your inputs twice with ’OK’. (( PROFIBUS Address: 2 ( PROFIBUS(1) (  Properties ( OK( OK)

[image: image16.jpg]x|
(genschaften - PROFIBUS Schnitstelle MPL/DP (RO/52:1) x|

Algemein  Parameter |

e =

Hachste Adesse: 126

Ubetragungsgeschuindigket: 1.5 Mbit/s

Subnetz

i vemeizt

New

Eigenschalten
Lschen

(3

Abbrechen Hife





14. Double clicking on ’CPU 315F-2 PN/DP’ opens its property catalog. (® CPU 315F-2 PN/DP)
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15. Under the tab ’Protection’, do the following for setting the ’Protection Level’:
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(
Below the option button ’1: Access protection for F-CPU’, select the option 
’Can be canceled with password’
(
Activate the option button ’2: Write protection’
(
Below the option button ’3: Write/read protection’, enter a password consisting of 8 characters 
maximum for the F-CPU; for example, "pw_fcpu". Repeat your input in the field 

’Repeat input’.

(
Activate the option box ’CPU contains Safety Program’.

(®Can be canceled with password ® Write protection ® pw_fcpu ® pw_fcpu ® CPU contains safety program)
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16    Under the tab ’Cycle/Clock flag’, perform the following settings:
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(
At "OB85-call if there is an IO access error", select '’Only for first up and cleared errors’.
.

(
Activate the option box ’Clock Flag’ and enter the '0’ as flag byte.

(® Cycle/Clock Byte ® Only for first up and cleared errors ® 0)
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17. Change to the tab ’Time Interrupts’ and set the call time for the time interrupt OB35. (In the time interrupt OBs, the safety program is called at fixed time intervals.) (® Time Interrupt ® OB35 ® 50)
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18. Go to the tab ’F-Parameters’ and set the following parameters:
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(
The basis for the PROFIsafe addresses
(
A number band for F-data blocks
(
A number band for F-function blocks
(
The local data amount used by the F-system
Confirm with ’OK’. (® F-Parameters ® OK)
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Note: When the safety program is generated, F-blocks are added automatically, in order to generate a runnable safety program.  For these automatically added F-blocks, a number band has to be reserved here.
.

19. Now, close the message window for the required ’New generation of the safety program’. (® Close ® OK)
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20. After you have accepted the network settings and the parameters for the ’CPU 315F-2 PN/DP’, to the right of the CPU315F-2 a bar appears -the ’DP Master System’- where you can arrange the PROFIBUS slaves. To do this, click on the desired module (here the ’ET 200S’ with ’IM151-1 HF’) in the hardware catalog in the path ’PROFIBUS-DP’ and drag the module to the ’DP Master System’. (® PROFIBUS-DP ® ET 200S ® IM151-1 HF)
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21. When entering the slave, the window below appears.  In it, you have to assign a PROFIBUS address to the slave.  It has to be identical with the one that you set at the switches of the ET 200S. (® 3 ® OK)
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22. By double clicking on ’IM151-1 HF’, its property catalog is opened. (® IM151-1 HF)

[image: image149.jpg]



[image: image25.jpg]2 1w Kor [SIMATIC 300(1) (Konfiguration) - CPU315F_PROFIsafe] =[0(x|

Bl Staon earbeten Erfloen Zekystem Ansche Exvas Fenster Hife _ia|x]

Dzl %) o) wia| b EBe| % vl
Se——————1-11

P5 307 28 &

CPU 315F-2 PN/DP. PROFIBUSI): DP: Mra&‘e'we'" il Foofi: [Standerd

PIDP
PROFIBUS OF

% (23 berets ekt Staonen
@ CRObiskt

& DPVOStaves

0 DPAS

& 03 DP/PALink

& 01 ENCODER

Ethemet{1}: PROFINETAD-System (100)

=0 ET 2008
- ET 200C
B -0 ET 200eco
» =00 ET 2008

=03 ET 2008P

@ WSt HE | | QT
Eaie - 0 T 2000

Steckpia [ ] Bauguppe Bestlnunnet E. [ A [D..| Konm =0 7 200p0
T o] |l

2 BES7 151-1BADD-0AB0

3 Ireacemodu 1511 s T 2008
[ el roimecke Sendefaigke fi

diekten Datenaustausch, unerstiiat |

Driicken Sie F1, um Hife 2u erhalten. i Bnd 4





23. Under the tab ’Operating parameters’, keep the standard settings as shown below.  Clock synchronization is not used. (®Operating parameters ® OK)
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24. Now, the submodules inserted in the ET200S have to be moved with Drag&Drop to the configuration table. We are starting with the power module ’PM-E DC24V’ which is dragged to Slot 1.  By double clicking on the ’PM-E DC24V’, you are opening its properties. (® PROFIBUS-DP ® ET 200S ® IM151-1 HF ® PM ® PM-E DC24V ® PM-E DC24V)
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25. Under parameters, activate ’Diagnosis: Load voltage L+ missing’ with a 
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. (® Diagnosis: Load voltage L+ missing ® 
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 ® OK)
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26. Then, we drag the digital input module ’2DI DC24V ST’ to the 2nd and 3rd slot. The order number and the version can be read off the module. (®PROFIBUS-DP ® ET 200S ® IM151-1 HF ® DI ® 2DI DC 24V ST ® 2DI DC 24V ST)
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27. Then, we drag the digital output module ’4 DO DC24V/0.5A ST’ to the 4th slot. The order number and the version can be read off the module. (®PROFIBUS-DP ®  ET 200S ® IM151-1 HF ® DO ® 4 DO DC24V/0.5A ST)
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28. Now, another power module ’PM-E DC24...48V/AC24...230V’ is moved to the 5th slot. The order number and the version can be read off the module. By double clicking on ’PM-E DC24...48V/AC24...230V’, you open its properties. (® PROFIBUS-DP ® ET 200S ® IM151-1 HF ® PM ® PM-E DC24...48V/AC24...230V ® PM-E DC24...48V/AC24...230V)
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29. Under Parameters, activate ’Diagnosis: Load voltage L+ missing’ with a 
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. (® Diagnosis: Load voltage L+ missing ® 
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 ® OK)
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30. Next, we are dragging the fault-tolerant digital input module ’4/8 F-DI DC24V’ to the 6th slot. The order number and the version can be read off the module. By double clicking on ’4/8 F-DI DC24V’, you open its properties. (®PROFIBUS-DP ® ET 200S ® IM151-1 HF ® DI ® 4/8 F-DI DC24V ® 4/8 F-DI DC24V)
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31. Under the tab ’Addresses’, you can change the module’s address areas.  However, it has to be ensured that identical values are assigned to the start addresses of the output and input areas. (® Addresses ® 200 ® 200)

[image: image38.jpg]nschaften - 4/8 F-DI DC24Y - (R-/S6)

i e P

Eingsnge

Anfang 200 ProzeBabbild:

Ende: 25 CBTFA

Ausginge

Arfang [200 Prozefabbi:

Ende o [CBTFA






32. Under the tab ’Parameters’, you can change the following parameters:

[image: image154.jpg]


(
F-Parameters for PROFIsafe

(
Module parameters
(
Channel-specific parameters
Here, a two channel emergency stop switch is to be connected to channels 0 and 4, and the position switches for monitoring a 2-channel guard door to channels 1 and 5. Perform the following settings, and then accept them with ’OK’. (® Parameter ® OK)
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Note regarding "F-Parameters“
[image: image155.jpg]


The PROFIsafe addresses have to be unique network-wide as well as station-wide.  To prevent wrong parameter assignments, the addresses are assigned automatically. The PROFIsafe ’F_Destination_Address’ has to be set at the F-module with a DIL switch. The F-CPU provides the PROFIsafe ’F_Source_Address’ (F-Parameter 'Basis for PROFIsafe addresses’).

During the F-monitoring time, a valid current safety message has to be received from the F-CPU.  Otherwise, the F-module enters the safe mode.  

On the one hand, the F-monitoring time should be so high that message delays are tolerated, on the other hand so low that the process can respond as fast as possible if there is an error, and is executed without detriment. Calculation tables that SIEMENS makes available on the Internet provide support for determining the timing. (http://www4.ad.siemens.de/ww/view/de/ under the Contribution ID 19138505)

Note regarding "Module Parameters"
For a cyclical short circuit test, the internal encoder supplies have to be used for all encoders connected to the F-module, and channels that are not used have to be deactivated. Otherwise, errors are detected on these channels.  For our example, the settings of the module parameters should not be changed.
Note regarding "Channel x, y” parameters: ’Encoder Evaluation’ and ’Type of Encoder Interconnection’ have to parameterized according to the encoder wiring. The encoder wiring and the safety quality of the encoder are decisive for the attainable safety class. Deactivate the unused channels 2, 6 and 3, 7.

Note regarding 2of2 evaluation, Discrepancy performance and discrepancy time 

If different levels (when checking for non-equivalence: same levels) are ascertained for two associated input signals (’2of2 evaluation’ of the encoders), the ’Discrepancy time’ that can be parameterized here starts.  While the discrepancy time is running within the module, the affected input channel makes the ’last valid value’ or ’0’ available to the F-CPU, depending on the parameter assignment of the discrepancy performance.  
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33. Now, close the message window for the necessary ’New generation of the safety program’.    (® Close ® OK)
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34. Next, we are dragging the fault-tolerant output module ’4 F-DO DC24V/2A’ to the 7th slot. The order number and the version can be read off the module. By double clicking on the ’4 F-DO DC24V/2A’, its properties are opened. (®PROFIBUS-DP ® ET 200S ® IM151-1 HF ® DO ® 4 F-DO DC24V/2A ® 4 F-DO DC24V/2A)
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35. In addition to the ’Addresses’ that are changed here to 210, the following parameter values can be changed under the tab ’Parameter’:
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(
F-Parameter for PROFIsafe

(
Module parameters/channel-specific parameters
Here, on Channel 0, the press -our consumer- is to be enabled indirectly by means of two contactors.

Perform the following settings, and then accept them with ’OK’. (® Parameter ® OK)
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Note regarding "DO Channel x" Parameters 

Each output channel has its own parameterizable readback time. This time specifies the maximum duration of the shut down test for the corresponding channel, and thus also the readback time for the shut down cycle of the channel. A wire break test is used for monitoring the connection from the output to the consumer. Deactivate channels that are not used.
36. Now close the message window for the required ’New generation of the safety program’. (® Close ® OK)
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37. By clicking on '[image: image44.jpg]


’, the configuration table is saved and compiled. Then, by clicking on '[image: image45.jpg]


’, the configuration can be loaded to the PLC.  The operating mode switch at the CPU should be on Stop!  (® [image: image46.jpg]
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)
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Note: Make sure that your programming device is connected to the CPU by means of the MPI.

38. The CPU 315F-2 PN/DP is confirmed as destination module for the loading process. (® OK)
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39. In the dialog window below, the connected devices in the network can be ’Display’ed. The CPU’s MPI address in the MPI network is then selected.  If you are connected to only one CPU, accept with ’OK’. (® Display ® OK)
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5.
Program example
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In the safety program below, a press as Consumer 1 is to be shut down at a safety-related production area if:

(
a guard door that is monitored by two contacts is opened, or 
(
an emergency stop that is connected to two channels is operated
After operating the emergency stop or after opening the guard door, a local user acknowledgement is required to restart production.

In our example, the following is to be programmed, and generated into a safety program: a fault-tolerant block with a guard door function, an emergency stop function (safety circuit for switch-off in the case of emergency stop and if the guard door is open), a feedback circuit (as reclosing protection if the consumer is faulty), and a user acknowledgement for reintegration. 
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The precondition for programming is a hardware configuration that is set up correctly, as described in Chapter 4.
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F-Periphery Data Blocks
For each F-periphery, an "F-Periphery DB" is generated automatically in the hardware configuration during compilation, and a symbolic name is entered for it at the same time in the symbol table. You can view the F-periphery DBs generated for the sample periphery in the block container. These are the F-data blocks DB 601 and DB 602.

The symbolic name for the F-periphery DB is generated from the following: the fixed prefix "F", the start address of the F-periphery, and the name entered in the hardware configuration in the object properties for F-periphery (17 characters maximum).

F-Global DB

The F-global DB "DB 600" is a fault-tolerant data block that is inserted automatically. It contains all the global data of the safety program as well as additional information that the F-system needs.   

Inputs and Outputs in the Safety Program
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For programming the sample safety program, the following addresses and fault-tolerant periphery DBs are available to you, according to the hardware configuration described in Chapter 4.
You can access the variables of the F-periphery DB by means of a 'fully qualified DB access’ (that is, by entering the symbolic name of the F-periphery DB and the name of the variable).

	Configured Hardware
	Start Address
	Symbolic Name
	F-Periphery DB

	Digital Electronic Module 2DI DC24V ST (6ES7 131-4BB01-0AA0)
	0
	
	

	Digital Electronic Module 2DI DC24V ST (6ES7 131-4BB01-0AA0)
	1
	
	

	Digital Electronic Module 4DO DC24V/0,5A ST (6ES7 132-4BD01-0AA0)
	0
	
	

	Fault-Tolerant Digital Input Module 4/8 F-DI DC24V (6ES7 138-4FA01-0AB0)
	200
	F00200_4_8_F_DI_DC24V
	DB 601

	Fault-Tolerant Digital Output Module F-DO DC24V/2A (6ES7 138-4FB01-0AB0)
	210
	F00210_4_F_DO_DC24V_2A
	DB 602
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1. Now, open the symbol table in your project. (® Symbols) 
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2. In the symbol table, assign symbolic names for the fault-tolerant and the standard inputs and outputs as well as for the flags used. Save the symbol table and close it. (® 
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3. In the SIMATIC Manager, set up an F-FB. (® Blocks ® Insert New Object ® Function Block)
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4. Under the tab ’General – Part 1’, enter the ’Name’, and the ’Symbolic Name’. As programming language, select ’Programming Language F-FBD’ and close the dialog field with ’OK’. (® FB1 ® FB_MAIN PROGRAM ® F-FBD ® OK)
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5. Open 'FB1’ by double clicking in the SIMATIC Manager. (® FB1)
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6. Enter the 8-character password twice, and accept with ’OK’. (® pw_fprog ® pw_fprog)
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7. Now, in the editor ’LAD/STL/FBD’, set up a static variable with the name 'ENA_GUARDDOOR’ (enable guard door). (® STAT ® ENA_GUARDDOOR)
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Note: 

The programming languages F-FBD and F-LAD basically correspond to the standard FBD/LAD. For programming, the standard FBD/LAD Editor in STEP7 is used.

F-FBD and F-LAD differ from the standard essentially through limitations in the operation set, and the useable data types and operand areas. 

The following is listed in the program element catalog:

(
The operations that are supported
(
F-FBs and F-FCs from the block container of your S7 program 
(
F-blocks from F-libraries, such as F-application blocks of the  

F-library Distributed Safety (V1), for guard door surveillance etc.
(
Multi-instances
8. Insert the fault-tolerant application block "FB 217 "F_SFDOOR" (guard door surveillance) from the block container ’F-Application Blocks’, set up the instance DB and initialize the inputs and outputs, as shown in the figure below. (® Libraries ® F-Application Blocks ® FB217 ® DB217 ® Yes)
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The non-safety related "acknowledgement button“ signal from the standard program is colored yellow.
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Notes: If you need the Boolean constants "0" and "1" in your safety program to initialize parameters for block calls, access the variables "RLO0" and "RLO1" in the F-Global DB by means of a fully qualified DB access ("F_GLOBDB".RLO0 or "F_GLOBDB".RLO1). In our example, the F-Global DB has the number "DB 600" in the block container.

The enable input EN and the enable output ENO must not be wired, initialized with "0" or evaluated in the case of fault-tolerant programming!


FB 217 Connections:
	[image: image173.jpg]


Inputs
	Parameter
	Data Type
	Description
	Default

	"HV01-S210“
	IN1
	BOOL
	Guard door contact 1
	0

	“HV01-S210“
	IN2
	BOOL
	Guard door contact 1
	0

	"F00200_4_8_F_DI_DC24V".QBAD
	QBAD_ IN1
	BOOL
	QBAD signal from F-Periphery DB of Input IN1*
	0

	"F00200_4_8_F_DI_DC24V".QBAD
	QBAD_ IN2
	BOOL
	QBAD signal from F-Periphery DB of input IN2*
	0

	"F_GLOBDB".RLO1
	OPEN_NEC
	BOOL
	Fully qualified access to variable RLO1 from F-Global DB**
	1

	"F_GLOBDB".RLO1
	ACK_NEC
	BOOL
	Fully qualified access to variable RLO1 from F-Global DB**
	1

	"HV01-S220"
	ACK
	BOOL
	User acknowledgement (with button)
	0

	Outputs
	Parameter
	Data Type
	Description
	Default

	#ENA_GUARDDOOR
	Q
	BOOL
	Enable Guard door
	0

	
	ACK_REQ
	BOOL
	Acknowledgement request
	0

	
	DIAG
	BYTE
	Service information
	B#16#0


* = Both inputs QBAD_IN1 and QBAD_IN2 have to be wired;  in our example both with the 
QBAD signal from the F-Periphery DB of the 4/8 F-DI to which the guard door position switches are connected. The block number of the F-periphery DB is provided by means of the symbolic name in the symbol table, or in the SIMATIC Manager. 
** = OPEN_NEC: 1 = OPEN is required at startup/ACK_NEC: 1 = acknowledgement required
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9. Set up the static variables "ENA_SafetyCircuit“ (enable safety circuit), "HM01" and "HM02" as auxiliary flags. Insert a ’New network’ and generate a program for the safety circuit as shown below. (® ENA_SafetyCircuit ® HM01 ® HM02 ® New Network)
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10. In the ’SIMATIC Manager’, open the F-library Distributed Safety (V1) and copy the F-application block F_TOF (FB 186) from the block container ‘F-Application Blocks’\Blocks’ to the block container of your  S7 program. It is needed by the following fault-tolerant application block. (® FB186)
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11. In your project, open the ’Object Properties’ of FB 186. (® FB186 ® Object Properties)
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12. Assign the symbolic name ’F_TOF’ to the F-application block FB 186. (® F_TOF ® OK)
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13. Set up a ’New Network’ and insert the fault-tolerant FB 216 "F_FDBBACK" (feedback circuit monitoring) from the block container ’F-Application Blocks’. Set up the instance DB, and initialize the inputs and outputs as shown in the figure below. (® New network ® Libraries ® F-Application Blocks ® FB216 ® DB216 ® Yes)
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Notes: If you need the Boolean constants "0" and "1" in your safety program to initialize parameters for block calls, access the variables "RLO0" and "RLO1" in the F-Global DB by means of a fully qualified DB access ("F_GLOBDB".RLO0 or "F_GLOBDB".RLO1). In our example, the F-Global DB has the number "DB 600" in the block container.

The enable input EN and the enable output ENO must not be wired, initialized with "0" or evaluated in the case of fault-tolerant programming!

!

 FB 216 Connections
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Inputs
	Parameter
	Data Type
	Description
	Default

	"Switch_On"

and

#ENA_SafetyCircuit
	ON
	BOOL
	Enable conditions for Consumer 1/Press
	0

	"HV01-S222"
	FEEDBACK
	BOOL
	Readback input
	0

	"F00210_4_F_DO_DC24V_2A".QBAD
	QBAD_ FIO
	BOOL
	QBAD signal from F-Periphery DB of output Q*
	0

	"F_GLOBDB".RLO1
	ACK_NEC
	BOOL
	Fully qualified access to variable RLO1 from the F-Global DB**
	1

	"HV01-S220"
	ACK
	BOOL
	User acknowledgement (with button)
	0

	T#1s
	FDB_TIME
	TIME
	Readback time
	T#0ms

	Outputs
	Parameter
	Data Type
	Description
	Default

	"HV01-H100"
	Q
	BOOL
	Consumer 1 / Press
	0

	
	ERROR
	BOOL
	Readback error
	0

	
	ACK_REQ
	BOOL
	Acknowledgement request
	0

	
	DIAG
	BYTE
	Service information
	B#16#0


* = in our example, this is the QBAD signal from the F-Periphery DB of the F-DO to which the consumer (the contactors)  is connected. The block number of the F-periphery DB is provided by means of the symbolic name in the symbol table, or in the SIMATIC Manager. 

** = ACKN_NEC: 1 = acknowledgement required

.

14. Set up the static variable "HM03" as auxiliary flag. Insert a ’New Network’ and generate in your safety program for each F-periphery a user acknowledgement for re-integration by means of the variable ACK_REI of the respective F-Periphery DB, as shown in the figure below. Then, save FB1500. (® HM03 ® New Network ® 
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Note: For re-integrating the F-Periphery (that is, for switching from substitute values (0) to process values) after the errors are remedied, a user acknowledgement with a positive edge at the variable ACK_REI of the F-periphery DB is required:

- always after communication errors
- after F-periphery/channel errors only if parameter assignment ACK_NEC = 1.

15. Acknowledge the following message with ’Yes’ and then close FB1 and the FBD/LAD Editor. (® Yes ® 
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16. Now, open the safety program. (® Blocks ® Options ® Edit Safety Program)
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17. Then, click on ’F-Sequence Groups’. (® F-Sequence Groups)
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18. Click on ’New’, specify a ’New F-Sequence Group’ and perform the following settings: 

(
Specify "FC1" as F-call block F-CALL for the new sequence group.  This FC is set up automatically as soon as you exit the dialog field "Edit F-sequence group” with "OK".

(
Specify the F-program block for the F-sequence group by selecting from the drop down menu the previously programmed F-FB that you want to specify as F-program block for the F-sequence group; in our example, "FB1".

(
Since in our example, the F-program block is a function block, assign an instance DB to it (for example, "DB 1"). This I-DB is set up automatically, as soon as you exit the dialog field "Edit F-sequence groups” with "OK".

(
As the maximum cycle time for the F-sequence group, set "200ms".

Accept with ’OK’. (® New ® FC1 ® FB1 ® DB1 ® 200ms ® OK)
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Notes: The F-CALL is the F-block for calling the F-sequence group from the standard user program. The F-CALL contains the call for the F-program block and the calls for the automatically added F-blocks of the F-sequence group. Although you are setting up the F-CALL, you can not edit it.  

The F-program block is an F-FC or F-FB (with instance DB) that changes into an F-program block by being assigned to the F-CALL. You can do the following in the F-program block:
(
Program the safety program with F-FBD or F-LAD
(
Call additional F-FBs/F-FCs that were created to structure the safety program 
(
Insert F-blocks of the block container F-Application Blocks 
(
Insert F-blocks from "User-generated F-libraries"

Within the F-program blocks, you determine the call sequence of the F-blocks.

19. After you have confirmed the automatic generation of the missing blocks with ’Yes’, return to the dialog field "Edit F-sequence groups”, which now looks like the screenshot below. Close it with ’OK’.  (® Yes ® OK)

[image: image76.jpg]Ablaufgruppen bearbeiten

F Ableufguppe/Parameter Wt
=) Sichetetsprogamm
50 FAblauiguppe FCT F&1 - 200ms - eln Auftf gefunden
FCALL Baustein 7 o
Symbolscher Name FCALL Bausten
FProgrammbaustei ol
Symbolscher Name FProgiammbausiein FB_HAUPTPROGRANM
OB fi FProgammbaustein [2 DBt

Symbolsche e [D8 fs F Fropranmbaisicin I

N USRI . citsprogramm bearbeiten (320:258)

AuftufF-Ablsulgruppe in

BRI Sollen fehiende Bausteine (F-CALL Bastein, -DB fir
Daterbaustei i F-Ablaufgrl FProgrammbaustein, Daterbaustein i
[ Symbolischer Nams DB i FAblaufgruppenkommurikation) erstelt verdni?

New Lschen i
o Frechen e





20. The safety program is prepared, but not generated yet. The total signature of all F-blocks with the F-attribute of the block container and the total signature of the safety program differ. Now, ’Generate’ your safety program. (® Generate)
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21. When the safety program is generated, the consistency of the sequence-relevant F-blocks is checked; that is, the safety program is checked for errors.  Possible error messages are read out in an error window. After a successful consistency check, the F-system blocks that are needed in addition are generated automatically, and added to the sequence group, in order to generate a runnable safety program. Now, ’Close’ the message list. (® Close)
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22. After the generation was successful, a consistent safety program is always in the block container. This safety program consists of all F-blocks with F-attribute. Now, the ’Total signature of all F-blocks with F-attribute of the block container’ and the ’Total signature of the safety program’ are the same. We now have a consistent safety program and a safety program that is ready for approval. Confirm with ’Close’. (® Close)
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23. We enter the safety program by calling the FC1 "F-CALL“ from a time interrupt OB. To this end, set up OB35 in the SIMATIC Manager. (® Blocks ® Insert New Object ® Organization Block ® OB35 ® OK)


[image: image80.jpg]K] SIMATIC Manages

& Duei Bowboten Enflgen Zekystem Ansecht Exras Fenstr e

Projekte\CPU315F_]

Dl Bl & || &l =]

CFUSISF_PROFIsale Obiekiname

Grobe im Atbets,

Symbolischer Name. Erstelsprache

E @ SMATIC 300(1) (S 5ystemdaten
= [ CPUSISF2PNIOP | 5 ooy

=6 57Pogemi?) |5 pr
O B een
Kepieren
Eilisen

Laschen

Zielsystem

Unyerdrahten
Bausteine verglsichen.
Referenzdaten

Drucken

Unbenennen
Objekteigenschaften

Filot Organisationsbaustein ar-

Bausteinkonsisten: prifen

Speziele Objekteigenschaften

38 Diganisations

FB_HAUPTPROGRAMM  FFUP. 420 Furktonsbau
F TOF FAWL 294 Funktonsbau
Crix FFUP 33 Funklonsbau
ctec FFUP 340 Funklonsbau
Gl FL 15252 Funklonsbau
& FL %74 Furklionsbau

2 5300 Furklionsbau

1092 Furklionsbau

Funktionsbaustein 984 Funktonsbau
Funktion 746 Funktonsbau
Datenbaustein 738 Furktonsbau
Datentyp 532 Funklonsbau

Varizblentabelle 0 Funktion

3 Instenzdatent

» F0B 70 Instenzdatent

FDB 42 Instanedatent

2 F0B 26 Datenbaustei,™
Alb+Retun

v





[image: image81.jpg]Algemein - Tel | Algemein-Tei 2 | Aufufe | Atbute |

Name:

Symbolischer Narme:

Symbokommentar

Erstelsprache: FUP.

Frojekiplad: [CPUSTSF_PROFIsafe\GIMATIC 300(1 \CPU 31572
[PN/DPAST-Programm(zBausteine\DE 35

Speicheror des Projekts: [F\0_57_Projekie\CPUSTEF_

Code Schnitstele
Erstelt am: 21.01.2008 2051:40

Zuletat geiindert am 21.01.2006 205140 21.01.2008 2051:40
Kommertar E|

iz






Note: Time interrupt OBs have the following advantage: they interrupt cyclical program processing in OB1 of the standard user program at fixed time intervals. That means, in a time interrupt OB, the safety program is called and run in fixed time intervals. After the safety program is processed, the standard user program continues to be processed.
24. Open ’OB35’ by double clicking in the SIMATIC Manager. (® OB35)
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25. Call FC1 "F-CALL“ in the time interrupt OB 35 as shown in the figure. Save and close OB35.       (® Call FC 1 ® 
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26. Open ’OB1’ with a double click in the SIMATIC Manager and select ’FBD’ as ’Programming Language’. (® OB1 ® FBD ® OK)


[image: image86.jpg]K] SIMATIC Manager - [CPU315F_PROFIsafe — F:\0_S7_Projekte\CPU315F_] B =lofx|
& Duei Beowboten Enflgen Zekystem Ansicht Exras Fenstr e 2/x|

Dle| B8] & || &l = _IIW;I_IEI!I%E_I_IE_I

CRUSTEF_PROFale Ohikinare Sombotsches Name Eroeliprache | Giobe mAbets
SE SMATIC 3000) (S 5ystendecn 508

& [ cPUaSF2PN/DP
-G $7-Progamm(2)

YT FUP 54 Organsatiorsba
gg:ﬂ;e FB_HAUPTPROGRAMM  FLP 420 Furkionsbauss
F_ToF FawL 29 Furkionsbauste
F_FOBACK FFUP 32 Furkionsbauste
FLSF000R Frup 30 Furkionsbauste
Flo_coP FawL 15252 Funklonsbauste
FCTRL FawL 9574 Furkionsbause
FCTRL2 FawL S0 Funkionsbauste
o FawL 1092 Funkionsbause
F_DIGN FawL 984 Furkionsbauste
FawL 46 Furkionsbauste
FawL 738 Furkionsbauste
FawL 52 Furkionsbauste

FoALL 370 Furkion
Fo8 38 Instarzdatenba
Fo8 70 Instaraatenba

FDB 42 Instandaterbax
>

Driicken Sie F1, um Hife 24 erhalten, PC Adapter(FROFIELS) Bosytes =





[image: image87.jpg]Algemein - Teil 1 | Allgemein - Tei 2| Aufufe | Attibute |

Name:
Symbolischer Narme:

Symtokormertar |

Erstelsprache: FUP <

Proskplad I

Speicherot des Projekts: [F-\0_87_ProjeIe\CPUITEF_

Code Sehnitstele
Erstelt am: 17.01.2006 143311

Zuleta geindert am:17.01.2006 143311 17.01.2006 143311
Kommertar. |

=]
stbrechen | Wil





27. Program the activation of flag M10.0 for the operational enable of the press from the standard program. Save and close OB1. (® 
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28. Switch the interface for loading the safety program to PROFIBUS. (® Options ® Set  PG/PC interface ® PC-Adapter (PROFIBUS) ® Settings ® OK ® OK)
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29. Open the safety program again. (® Blocks ® Options ® Edit safety program)
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30. Click on the button ’Load’. (® Load)
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31. Confirm the query whether the F-CPU is to be switched to the operating mode STOP with ’Yes’. (® Yes)
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32. Confirm the query whether the standard blocks are also to be loaded with ’Yes’. (® Yes)
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33. Enter the password. (® pw_fcpu ® OK)
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34. Confirm the query whether the CPU is to be started with ’Yes’. (® Yes)
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Notes: If you only load the F-blocks, the block in which the F-CALL block is called (in our example, time interrupt OB35) will not be loaded.  You will have to load this OB separately, as in the standard program.
The complete safety program can only be loaded in the STOP mode.
35. In the dialog field ’Safety program’, activate successively the optional buttons ’Offline’ and ’Online’ and check whether the total signatures of all F-blocks with F-attribute of the block container match online and offline. If they match, loading the safety program was successful. If not, repeat the load process. (® Online ® Offline ® Close)


[image: image99.jpg]Ofive O |

Baugruppenii7ig: de Onlne Bausteie des Scherhatsprogramms o]

Giesamisignatur aler FBausteine it F-Aibut des Bauster
Gesamisignalur des Sichetheitsprogramms:

Aktuell Generizrung: 21.01.2008 204557

Das Sichetheisprogram it konsistent.

incontainers: FEBFACCE
FEBFACCE

Aktueler Madks:

Aktivet
Sichethaisbetieb.

FBausteine

Fammen Sy Hare e e [ 2| v |
] FProgranmbausten e

& e Fhpplkatorsbausien T8

Fpplikationsbaustein

Beeshioirn. 4]

FAblauiauppen,

Laden |]

| & reai7 | F-ppikationsbaustein

| & Feom Py

& oe0n I [FSystnbaustsn

& e FSysenbaustcn

& e |FSystembauston

| & Fons R

& ross automatisch gereiter FBausten

| sutomtisch generierter F-B austein

automatisch geneierter F-Baustein

[FraTT

i 2| | oucken

Schiefen

Hife

o
e
|
e |




36. To activate the safety mode, perform a STOP/RUN transition of the F-CPU.

Note: After a safety program is generated, you have to perform a complete function test according to your automation task.
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