
There is no question that industrial plants and their IT  
systems require reliable protection from both external and 
internal attacks. This is true today more than ever before 
and the question you should be asking yourself is: How 
can I ensure this protection? The first step to achieving 
security is to inventory, to assess existing and potential 
risks in your architecture and to recognize sources of 
these threats. These are exactly the issues which our  
specially designed workshop deals with. Do not miss this 
opportunity to find out some great answers!

A decisive move towards industrial security

An important element of our Security Assessment Work-
shop is to familiarize you with the current IT security 
requirements and practices for industrial plants. Above all 
we will show you effective ways and means of reliably 
eliminating risks – thus ensuring the availability of your 
production processes in the long term. 

Security Assessment Workshop 

Understanding and implementing industrial 
security requirements – the safe way

As your partner we can offer you a holistic security con-
cept based on the ISA 99 “Industrial Automation and Con-
trol Systems Security” requirements. Find out for yourself 
how you can utilize intelligent and differentiated multi-
level protective mechanisms to make sure you always play 
it safe. 

siemens.com/industrialsecurity
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The one-day workshop begins with a general presentation 
all about industrial security. The following topics are dealt 
with:

■■The increasing significance of Industrial Security  
(motivation, threat scenarios, norms and standards, 
legal requirements) 

■■Strategies for the reliable protection of automation 
systems 

■■Introduction to the security concept for the SIMATIC©  
PCS 7 process control system and the SIMATIC WinCC  
SCADA system 

After the presentation, the safety of a specific automation 
system is analyzed and potential areas identified which 
could be improved to achieve better system security. The 
analysis takes the form of an interview-based assessment 
attended by your system specialists.

Valuable, real-life information – designed for 
practical use

The results of the assessment are made available 
in the form of a written final report. This contains 
a description of the vulnerable areas identified, as 
well as suggested measures for eliminating them.

   


