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All configurations 
shown in this over-
view should be re-
garded as examples 
only.

5Introduction

Industrial Ethernet

Industrial Ethernet
(IEEE 802.3 andIEEE 
802.11 WLAN)

PROFINET
(IEC 61158/61784)

– The international network standard for all levels

– The open Industrial Ethernet standard for automation

PROFIBUS

PROFIBUS
(IEC 61158/61784)

– The international standard for the field level is the global 
market leader among fieldbus systems

AS-Interface

AS-Interface
(IEC 62026-2/EN 50295)

– The international standard, which, as an economical alter-
native to the cable harness, links sensors and actuators by 
means of a two-wire line.

KNX

KNX/EIB
(EN 50090, ANSI EIA 776)

– The universal bus system for the complete home and 
building management technology. KNX was developed by 
the Konnex Association based on EIB (European Installation 
Bus).

IO-Link

IO-Link – The standard for intelligently connecting sensors and ac-
tuators from the field level to the MES level
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Industrial communication with Totally Integrated Automation

With Totally Integrated Automation (TIA), Siemens is the 
only manufacturer to offer an integrated range of products 
and systems for automation in all sectors – from incoming 
goods and the production process to outgoing goods, from 
the field level through the production control level to con-
nection with the corporate management level. 

The advantages of Totally Integrated Automation already 
pay off as regards design and engineering, but also assem-
bly and commissioning and operation and maintenance. 

Automation solutions can be implemented at little cost. 
New scope for development allows a quicker and more 
flexible response to new market requirements.
Systems can be easily expanded or converted without hav-
ing to interrupt ongoing operations.

Thanks to the increased use of Industrial Ethernet in 
automation all the way down to the field level, two topics 
within Totally Integrated Automation are becoming more 
and more important – PROFINET and SCALANCE.

PROFINET ...
for increasing the productivity of your plant 

You need a seamless flow of information for your strategic 
decisions within your company – from the first manufac-
turing step through operation up to the corporate manage-
ment level. In order to achieve this, you rely on efficiency 
and transparency already during engineering.

PROFINET, the open and innovative Industrial Ethernet 
standard fulfils all the demands of industrial automation 
and ensures integrated, company-wide communication.

PROFINET supports the direct connection of distributed 
field devices to Industrial Ethernet and the solution of 
isochronous Motion Control applications. PROFINET also 
allows distributed automation with the support of com-
ponent technology, as well as vertical integration and the 
solution of safety-oriented applications. PROFINET also 
supports controller-controller communication.

Wirelessly networked with SCALANCE W – the future of 
industrial communication has begun

The key to market success lies in the provision and avail-
ability of information, no matter when or where you need 
it. Thanks to the use of mobile devices linked via wireless 
data networks (e.g. wireless LAN), the efficiency of pro-
cesses can be significantly improved. The main advantage 
of wireless solutions is the easy and flexible availability of 
mobile stations or stations that are difficult to access.

Greater flexibility is achieved by means of wireless com-
munication to controllers and industrial terminals, mainte-
nance work is simplified, service costs and downtimes are 
reduced and personnel are optimally utilized. With Safety, 
even fail-safe communication is possible via a wireless net-
work. This makes a company considerably more competi-
tive.

Demanding applications, such as those with deterministic 
or real-time requirements, can now be used for radio tech-
nology.The use of radio on moving machines saves cabling 
materials and maintenance costs, automated guided ve-
hicle systems can obtain data without the need for cables 
and the choice of route is not restricted.

6 Industrial communication

PROFINET permits horizontal 

integration

© Siemens AG 2008



An overall solution consists of the following:
• Bus system with
 - passive network components, e.g. cables
 - active network components, e.g. switch
• Interfaces for connecting automation devices to the bus 

systems
 - integrated interfaces
 - proprietary communications processors
• Network transitions, e.g. IE/PB Link PN/IO
• Software for configuring the networks
• Tools for servicing and diagnostics

SIMATIC NET offers all the components necessary for an in-
tegrated overall solution and supports the following com-
munication systems:

Industrial Ethernet (IEEE 802.3 and 802.3u) – 
The international standard for area networking is currently 
the number one network in the LAN environment with a 
share of over 90%.
Industrial Ethernet enables powerful communication net-
works to be constructed over wide areas.

PROFINET (IEC 61158/61784) –
The international standard uses Industrial Ethernet and al-
lows real-time communication all the way to the field level, 
but also integrates the enterprise level. With the full utiliza-
tion of existing IT standards, PROFINET allows isochronous 
motion control applications, efficient cross-manufacturer 
engineering and high availability of machines and systems 
on the Industrial Ethernet.
PROFINET supports distributed automation (and controller-
controller communication) and it allows fail-safe applica-
tions.

PROFIBUS (IEC 61158/61784) –
The international standard for the field level is the global 
market leader among fieldbus systems. It is the only field-
bus to allow communication both in manufacturing appli-
cations and in process-oriented applications.

AS-Interface (IEC 62026/EN 50295) –
The international standard, which, as an alternative to the 
cable harness, links especially cost-effective sensors and 
actuators by means of a two-wire line.

IO-Link –
The standard for intelligently connecting sensors and ac-
tuators from the field level to the MES level
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Use of communication systems
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Enterprise Resource 
Planning (ERP)
(e.g. PC)

n -

Control 
(e.g. SIMATIC S7-300) n n -

Motion Control 
(e.g. SIMOTION) n n n

Intelligent field 
devices 
(e.g. ET 200S)

n n n - n

Simple field devices 
(e.g. digital
I/O modules)

- n n n

Sensors/actuators n n n n n

Drives
(e.g. SINAMICS) n n n

SIRIUS 
motor starter n n n

Numeric Control n n n

Fail-safe
communication n n n

                                                  not suitable          - suitable            n ideally suitable

The basis for building automation is the global standard 
KNX/EIB (EN 50090, ANSI EIA 776).

Network transitions are implemented via controllers or 
links. Configuration and diagnostics can be performed 
from any point in the system.
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Industrial bus systems

8 Industrial bus systems

This graphic shows the connection of different automation systems to 

the standardized networks.

WinAC RTX 2008
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Industrial Ethernet/PROFINET
Industrial Ethernet

Industrial Ethernet offers a powerful area and cell network 
conforming to IEEE 802.3 (ETHERNET) and IEEE 802.11 
a/b/g/h (Wireless LAN) for industrial applications. Ethernet 
is the basic Internet technology for worldwide networking.

The numerous various options of the intranet, Extranet 
and Internet that are already available today in the office 
sector can also be used in factory and process automation 
by means of the Industrial Ethernet. Ethernet technology, 
which has been used successfully over many years in com-
bination with switching, full-duplex mode and auto- 
sensing, allows you to match your network's performance 
to your requirements. You can choose your data through-
put rate to suit your particular needs, as integrated com-
patibility makes it possible to introduce new technology in 
stages.

With a current market share of over 90%, Ethernet is num-
ber one worldwide in today's LAN landscape.

Ethernet offers important advantages:

• Fast commissioning thanks to a simple connection tech-
nology

• High availability, as existing plants can be expanded 
without any side effects

• Virtually unlimited communication capabilities, since 
scalable performance using switching technology and 
high data rates are available if required

• Networking of many different applications such as of-
fice and production applications

• Company-wide communication thanks to WAN (Wide 
Area Network) link-ups such as ISDN and the Internet, 
with security components providing for data integrity

• Investment protection through continuous compatible 
further development

• Data reservation in the case of Industrial Wireless LAN 
(IWLAN)

• "Rapid Roaming" for the fast passing on of mobile sta-
tions between different access points

• Precise time-based assignment of events in the overall 
plant by means of plant-wide clock control.

SIMATIC NET uses this tried and tested technology. Sie-
mens has established well over two million connections 
worldwide in tough industrial environments subject to 
electromagnetic interference.

SIMATIC NET provides important supplements to Ethernet 
technology for industrial environments:

• Network components for use in harsh industrial environ-
ments

• Fast local assembly using the FastConnect cabling sys-
tem with RJ45 technology

• Fail-safe networks through high-speed redundancy and 
redundant power supply 

• Continuous monitoring of network components through 
simple yet effective process fault diagnostics

• Future-proof network components with the graded 
SCALANCE X switch family

• Gigabit communication on the control level for large 
amounts of data, e.g. WinCC, web applications, multi-
media applications, etc.

The following communication functions/services are 
offered by Industrial Ethernet:

PG/OP communication

Comprises integrated communication functions which 
allow SIMATIC, SIMOTION and SINUMERIK automation sys-
tems to communicate with every HMI device and SIMATIC 
PG (STEP 7). PG/OP communication is supported by all 
networks.

S7 communication

S7 communication is the integrated communication 
function (System Function Block) for S7-400 or loadable 
function blocks for S7-300, which have been optimized wi-
thinSIMOTION, SINUMERIK and SIMATIC S7/WinAC. It also 
enables PCs and workstations to be connected. The volume 
of user data per job is up to 64 KB. The S7 communication 
provides simple, powerful communication services and a 
network-independent software interface.

Open IE/S5-compatible communication (SEND/RECEIVE)

The open IE/S5-compatible communication (SEND/ 
RECEIVE) allows the SIMATIC S7 to communicate with ex-
isting systems, primarily with SIMATIC S5, but also with PCs 
via PROFIBUS and Industrial Ethernet. Industrial Ethernet 
also provides FETCH and WRITE, so that software created 
for SIMATIC S5 can continue to be used in unmodified form 
with SIMATIC S7.
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